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7.2.2.10
Security(SEC)
7.2.2.10.1
Authentication

7.2.2.10.1.1
ESPrim (ESP)

7.2.2.10.1.1.1
NOTIFY Operation
TP/oneM2M/CSE/SEC/ESP/NTF/001
	TP Id
	TP/oneM2M/CSE/SEC/ESP/NTF/001

	Test objective
	Check that the IUT sends a new ESPrimRandObject when requested

	Reference
	TS-0003 8.4.2 – step B.2C.2, TS-0004 7.5.1.2.11

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

 the IUT being in the "initial state" and

 the IUT having established a pairwiseESPrimKey with the Originator (AE)





}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY request from AE containing 


      

To set to TARGET_RECEIVER_ADDRESS  and


From set to AE1_ID and


Content containing



securityInfo object containing




securityInfoType attribute set to 3  (receiverESPrimRandObject 
                            Request)
}
	IUT  AE1

	
	then {

the IUT sends a valid NOTIFY Response containing 


To set to RECEIVER_RECEIVER_ADDRESS  and


From set to CSE_ID and


Content containing



securityInfo object containing




securityInfoType attribute set to 4 (receiverESPrimRandObject 
                            Response) and




esprimRandObject set to receiverESPrimRandObject 

}
	IUT  AE1


TP/oneM2M/CSE/SEC/ESP/NTF/002

	TP Id
	TP/oneM2M/CSE/SEC/ESP/NTF/002

	Test objective
	Check that the IUT responds with a valid ESPrim object when it receives a request

	Reference
	TS-0003 8.4.2 – step C.9, TS-0004 7.6.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having established a sessionESPrimKey with the Originator (AE) 
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from AE containing 


      

To set to TARGET_RECEIVER_ADDRESS  and


From set to AE1_ID and


Content containing



securityInfo object containing




securityInfoType attribute set to 5 (ESPrim Object) and





valid
 esprimObject attribute 
}
	IUT  AE1

	
	then {

the IUT sends a valid NOTIFY Response containing 


To set to RECEIVER_RECEIVER_ADDRESS  and


From set to CSE_ID and


Response Status Code set to 2000 (OK) and


Content containing



securityInfo element containing




securityInfoType attribute set to 5 (ESPrim Object) and




valid 
esprimObject attribute
}
	IUT  AE1


	
	

	
	

	
	

	
	

	
	

	
	



	
	
	

	
	






	

	
	







	


	
	
	

	
	
	

	
	
	

	
	
	


TP/oneM2M/CSE/SEC/ESP/NTF/003

	TP Id
	TP/oneM2M/CSE/SEC/ESP/NTF/003

	Test objective
	Check that the IUT successfully detects AE impersonation in an End-to-End Security of Primitives

	Reference
	TS-0003 7.2.2 – step 4

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having established a sessionESPrimKey with AE1_ID
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid NOTIFY Request from AE containing 


To set to CSE_ID and



From set to a value other than AE1_ID and



Content containing




securityInfo element containing





securityInfoType attribute set to 5 (ESPrim Object) and





valid 
esprimObject attribute
}
	IUT  AE1

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to



4116  (ESPRIM_IMPERSONATION_ERROR)
}
	 IUT  AE1


7.2.2.10.1.1.2
RETRIEVE Operation
TP/oneM2M/CSE/SEC/ESP/RET/001

	TP Id
	TP/oneM2M/CSE/SEC/ESP/RET/001

	Test objective
	Check that the IUT sends a valid request for e2eSecInfo attribute of the Receiver’s <remoteCSE> resource in Target CSE

	Reference
	TS-0003 8.4.2 – step B.2A, TS-0004 7.5.1.2.11

	Config Id
	CF03


	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT is being registered and

the IUT being switched on and  

the IUT having established a pairwiseESPrimKey with the Receiver CSE
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a RETRIEVE Request for e2eSecInfo attribute of 

          the Receiver’s <remoteCSE> resource at TARGET_REMOTE_ADDRESS}
	NA

	
	then {

the IUT sends a valid RETRIEVE Request to Target CSE containing 




To set to TARGET_REMOTE_ADDRESS and


From set to CSE_ID and


Content containing 




attributeList element containing 




e2eSecInfo
}
	CSE ( IUT


TP/oneM2M/CSE/SEC/ESP/RET/002 
	TP Id
	TP/oneM2M/CSE/SEC/ESP/RET/002

	Test objective
	Check that the IUT sends a notification containing an inner “receiverESPrimRandObject request” to the Receiver if the sharedReceiverESPrimRandObject parameter is not present in the <remoteCSE> resource

	Reference
	TS-0003 8.4.2 – step B.2B

	Config Id
	CF03


	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

 the IUT having established a pairwiseESPrimKey with the Originator and

 the <remoteCSE
> resource at TARGET_REMOTE_ADDRESS contains an e2eSecInfo attribute with no sharedReceiverESPrimRandObject parameter
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a valid RETRIEVE Request containing





To set to TARGET_REMOTE_ADDRESS and


From set to CSE_ID and


Content containing 




attributeList element containing





e2eSecInfo 
}
	NA

	
	then {

the IUT sends a valid NOTIFICATION Request containing 


To set to TARGET_RECEIVER_ADDRESS and


From set to CSE_ID and





Content containing




securityInfo elementobject containing





securityInfoType attribute set to 3  (receiverESPrimRandObject 

                            Request)


}
	IUT  CSE1



TP/oneM2M/CSE/SEC/ESP/RET/003
	TP Id
	TP/oneM2M/CSE/SEC/ESP/RET/003

	Test objective
	Check that the IUT sends a notification containing an inner “receiverESPrimRandObject request” to the Receiver if the sharedReceiverESPrimRandObject in the <remoteCSE> resource is expired

	Reference
	TS-0003 8.4.2 – step B.2B

	Config Id
	CF03


	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

 the IUT having established a pairwiseESPrimKey with the Originator and

 the <remoteCSE
> resource at TARGET_REMOTE_ADDRESS contains an e2eSecInfo 





attribute with an expired sharedReceiverESPrimRandObject parameter
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a valid RETRIEVE Request containing


To set to TARGET_REMOTE_ADDRESS and


From set to CSE_ID and


Content containing 




attributeList element containing





e2eSecInfo 
}
	NA

	
	then {

the IUT sends a valid NOTIFICATION Request containing 



To set to TARGET_RECEIVER_ADDRESS and


From set to CSE_ID and


Content containing




securityInfo elementobject containing





securityInfoType attribute set to 3  (receiverESPrimRandObject 

                            Request)
}
	IUT  CSE1



	
	

	
	

	
	

	
	

	
	

	
	



	
	
	

	
	



	

	
	


	



7.2.2.10.1.2
Roles (ROL)

7.2.2.10.1.2.1
CREATE Operation
TP/oneM2M/CSE/SEC/ROL/CRE/001
	TP Id
	TP/oneM2M/CSE/SEC/ROL/CRE/001

	Test objective
	Check that the IUT sends a CREATE <role> resource request to the Role Repository when triggered 

	Reference
	TS-0003 7.4.2.2 – step 3 

	Config Id
	3 (CSE)

	PICS Selection
	PICS_CSE


	Initial conditions
	with {

the IUT being in the "initial state"

}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT is triggered to send a valid CREATE Request containing





To set to ROLE_REPOSITORY_ADDRESS (CSE1) and


Resource Type set to 31 (role) and


Content containing




<role> resource representation
}
	NA

	
	then {

     the IUT sends a valid CREATE Request to CSE containing 



To set to ROLE_REPOSITORY_ADDRESS and






Resource Type set to 31 (role) and



Content containing




<role> resource representation
}
	 IUT  CSE1


TP/oneM2M/CSE/SEC/ROL/CRE/002
	TP Id
	TP/oneM2M/CSE/SEC/ROL/CRE/002

	Test objective
	Check that the IUT successfully creates the <role> resource requested by the Authorization Authority

	Reference
	TS-0003 7.4.2.2 – step 4 and 5

	Config Id
	CF04

	PICS Selection
	PICS_CSE


	Initial conditions
	with {

the IUT being in the "initial state"

}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Request from CSE1 (AA) containing 


From set to CSE1_ID and



To set to ROLE_REPOSITORY_ADDRESS and
            Resource Type set to 31 (role) and


Content containing




<role> resource representation
}
	IUT  CSE1

	
	then {


the IUT creates the <role> resource     

the IUT sends a valid Response containing 


Response Status Code set to 2001 (CREATED) and


Content containing




<role> resource representation
}
	 IUT  CSE1


	
	

	
	


	
	

	
	

	
	

	
	




	
	
	

	
	


	

	
	



	


TP/oneM2M/CSE/SEC/ROL/CRE/003
	TP Id
	TP/oneM2M/CSE/SEC/ROL/CRE/003


	Test objective
	Check that the IUT sends a CREATE <token> resource request to the Token Repository when triggered 

	Reference
	TS-0003 7.4.2.3 – step 2 

	Config Id
	CF03 (CSE
)

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having assigned a role for the Originator

}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT is triggered to send a valid CREATE Request containing



To set to TOKEN_REPOSITORY_ADDRESS (CSE1) and



Resource Type set to 32 (token) and



Content containing




<token> resource representation
}
	NA

	
	then {

     the IUT sends a valid CREATE Request to CSE containing 



To set to TOKEN _REPOSITORY_ADDRESS and



Resource Type set to 32 (token) and



Content containing




<token> resource representation
}
	 IUT  CSE1


TP/oneM2M/CSE/SEC/ROL/CRE/004
	TP Id
	TP/oneM2M/CSE/SEC/ROL/CRE/004

	Test objective
	Check that the IUT successfully creates the <token> resource requested by the Authorization Authority

	Reference
	TS-0003 7.4.2.3 – step 3 and 4

	Config Id
	CF04

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the Authorization Authority having assigned a role for the Originator

}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Request from CSE1 (AA) containing 


From set to CSE1_ID and



To set to TOKEN_REPOSITORY_ADDRESS and

            Resource Type set to 32 (token) and



Content containing




<token> resource representation
}
	IUT  CSE1

	
	then {


the IUT creates the <token> resource     

the IUT sends a valid Response containing 


Response Status Code set to 2001 (CREATED) and


Content containing




<token> resource representation
}
	 IUT  CSE1


7.2.2.10.1.2.2
RETRIEVE Operation

TP/oneM2M/CSE/SEC/ROL/RET/001
	TP Id
	TP/oneM2M/CSE/SEC/ROL/RET/001

	Test objective
	Check that the IUT returns the <role> resource of the Originator

	Reference
	TS-0003 7.4.2.2 – step 8

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having assigned a role for the Originator at 


ROLE_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a RETRIEVE Request containing 


From set to CSE1_ID and



To set to ROLE_RESOURCE_ADDRESS  and


no Content
}
	IUT  CSE1

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



valid <role> resource representation
}
	 IUT  CSE1


TP/oneM2M/CSE/SEC/ROL/RET/002
	TP Id
	TP/oneM2M/CSE/SEC/ROL/RET/002

	Test objective
	Check that the IUT returns the <token> resource of the Originator

	Reference
	TS-0003 7.4.2.3 – step 8

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having assigned a role for the Originator and

the IUT having created a token associated to the role of the Originator at 



TOKEN_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a RETRIEVE Request containing 


From set to CSE1_ID and



To set to TOKEN_RESOURCE_ADDRESS  and


no Content
}
	IUT  CSE1

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



valid <token> resource representation
}
	 IUT  CSE1


TP/oneM2M/CSE/SEC/ROL/RET/003
	TP Id
	TP/oneM2M/CSE/SEC/ROL/RET/003

	Test objective
	Check that the IUT sends a <role> Retrieve request to the Role Repository after receiving a request on a resource protected by role based access control

	Reference
	TS-0003 7.4.3 – step 2

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having registered the AE and

the IUT having assigned a role for the Originator and

the IUT having created a token associated to the role of the Originator and

the IUT having a <container> resource at RESOURCE_TARGET_ADDRESS protected by 


role based access control and

the IUT having granted the Originator access to the <container> resource 
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request containing 


From set to AE1_ID and



To set to RESOURCE_TARGET_ADDRESS and


Role ID parameter set to address the <role> resource assigned to the 


Originator




}
	IUT  AE1

	
	then {


the IUT sends a valid RETRIEVE Request to CSE1 containing 



From set to CSE_ID and



To set to  Role ID and


no Content 

}
	 IUT  CSE1


TP/oneM2M/CSE/SEC/ROL/RET/004
	TP Id
	TP/oneM2M/CSE/SEC/ROL/RET/004

	Test objective
	Check that the IUT sends a <token> Retrieve request to the Token Repository after receiving a request on a resource protected by role based access control

	Reference
	TS-0003 7.4.3 – step 2

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having registered the AE and

the IUT having assigned a role for the Originator and

the IUT having created a token associated to the role of the Originator and


the IUT having a <container> resource at RESOURCE_TARGET_ADDRESS protected by 



role based access control procedure and


the IUT having granted the Originator access to the <container> resource 

}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request containing 


From set to AE1_ID and



To set to RESOURCE_TARGET_ADDRESS and


Role ID parameter set to address the <role> resource assigned to the 


Originator


Token ID parameter set to address the <token> resource assigned to 


the role of the Originator
}
	IUT  AE1

	
	then {


the IUT sends a valid RETRIEVE Request to CSE1 containing 



From set to CSE_ID and



To set to Token_ID and


no Content 

}
	 IUT  CSE1


	
	

	
	

	
	

	
	

	
	

	
	



	
	
	

	
	




	

	
	





	


TP/oneM2M/CSE/SEC/ROL/RET/005
	TP Id
	TP/oneM2M/CSE/SEC/ROL/RET/005

	Test objective
	Check that the IUT returns the result of a requeston a resource protected by role based access control, when the appropriate credentials are provided in the request

	Reference
	TS-0003 7.4.3 – step 7

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having registered the AE




the IUT having assigned a role for the Originator and

the IUT having created a token associated to the role of the Originator and



the IUT having a <container> resource at RESOURCE_TARGET_ADDRESS protected by 



role based access control procedure and


the IUT having granted the Originator access to the <container> resource 
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request containing 


From set to AE1_ID and



To set to RESOURCE_TARGET_ADDRESS and


Role ID parameter set to address the <role> resource assigned to the 


Originator



Token ID parameter set to address the <token> resource assigned to 


the role of the Originator

}





	IUT  AE1

	
	then {



    
          the IUT sends a RETRIEVE Response containing 


Response Status Code set to 2000 (OK) and


Content containing 



<container> resource
} 
	 IUT  AE1


7.2.2.10.1.2.3
UPDATE Operation
TP/oneM2M/CSE/SEC/ROL/UPD/001
	TP Id
	TP/oneM2M/CSE/SEC/ROL/UPD/001

	Test objective
	Check that the IUT updates the tokenLink attribute of the <role> resource after creating its associated <token> resource

	Reference
	TS-0003 7.4.2.3 – step 5

	Config Id
	CF07

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having assigned a role for the Originator and

the IUT having created a token associated to the role of the Originator at 



TOKEN_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Response from CSE2 (TR) containing



Response Status Code set to 2001 (CREATED) and


Content containing




<token> resource representation 

}
	IUT  CSE2

	
	then {

     the IUT sends a valid UPDATE Request to CSE1 (RR) containing 



To set to ROLE_REPOSITORY_ADDRESS and



Resource Type set to 32 (token) and



Content containing




<token> resource representation containing




tokenLink attribute set to TOKEN_RESOURCE_ADDRESS
}
	 IUT  CSE1


7.2.2.10.1.2.4
NOTIFY Operation
TP/oneM2M/CSE/SEC/ROL/NTF/001
	TP Id
	TP/oneM2M/CSE/SEC/ROL/NTF/001

	Test objective
	Check that the IUT notifies the Originator about a token issuance associated to its role

	Reference
	TS-0003 7.4.2.3 – step 6

	Config Id
	CF07

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having assigned a role for the Originator and


the IUT having created a token associated to the role of the Originator
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Response from CSE2 (TR) containing



Response Status Code set to 2001 (CREATED) and


Content containing




<token> resource representation 

}
	IUT  CSE2

	
	then {

     the IUT sends a valid NOTIFY Request to CSE1 (Originator) containing 


Content containing




notificationEvent attribute containing




representation attribute containing






<token> resource representation
}
	 IUT  CSE1


7.2.2.10.1.4
DAS (DAS)

7.2.2.10.1.4.1
NOTIFY Operation

	TP Id
	TP/oneM2M/CSE/SEC/DAS/NTF/001


	Test objective
	Check that the IUT sends a DAS request when it receives a valid request from AE to perform operation on a resource without corresponding permissions

	Reference
	TS-0003 7.3.2.2 – step 1 & 2.3, TS-0001 11.5.2, TS-0004 6.3.5.46

	Config Id
	CF01


	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE1


and the IUT having registered DAS

and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type 


container under the AE1 resource



and the <container> resource has a dynamicAuthorizationConsultationID attribute and 



corresponding <dynamicAuthorizationConsultation> not set to FALSE
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request from AE1 containing 


      To set to TARGET_RESOURCE_ADDRESS and


From set to AE1_ID and


no Content 

}
	IUT  AE1

	
	then {

the IUT sends a valid NOTIFY Request to DAScontaining 

     

To set to DAS_ADDRESS  and


From set to AE1_ID and


Content containing



securityInfo containing




securityInfoType set to 1 (Dynamic Authorization Request) and




dynAuthDasRequest containing






originator set to AE1_ID and





targetedResourceType set to 3 (container) and





operation set to Retrieve



}
	IUT  DAS


	TP Id
	TP/oneM2M/CSE/SEC/DAS/NFT/002


	Test objective
	Check that the IUT accepts the response from the DAS processes the authorisation and sends a correct response to the AE1 originator

	Reference
	TS-0003 7.3.2.2 – step 3.2, TS-0001 11.5.2, TS-0004 6.3.5.47

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE1


and the IUT having registered DAS AE2


and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type container under the AE1 resource

and the AE having no privileges to perform RETRIEVE operation on the resource 
TARGET_RESOURCE_ADDRESS

      and the AE having sent a RETRIEVE request for the TARGET_RESOURCE_ADDRESS resource

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Response from DAS containing 

     

ResponseStatusCode set to OK (2000) and 


Content containing



securityInfo containing




securityInfoType set to 2 (Dynamic Authorization Response) and




dynAuthDasResponse representation
}
	IUT  DAS AE

	
	then {

the IUT sends a valid Response to AE1 containing 

     

ResponseStatusCode set to OK (2000) and


Content containing



<container> representation

}
	IUT  AE


7.2.2.10.1.4
ESCertKE (ESC)

7.2.2.10.1.4.1
NOTIFY Operation
TP/oneM2M/CSE/SEC/ESC/NTF/001
	TP Id
	TP/oneM2M/CSE/SEC/ESC/NTF/001

	Test objective
	Check that the IUT sends a notify request with ESCertKE message 1 when triggered

	Reference
	TS-0003 8.7.2.2 – step C.1.a, TS-0001 11.4.3, TS-0004 6.3.5.48

	Config Id
	CF03


	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having registered to the CSE and

the IUT having been provisioned with the corresponding private key and certificate and


the IUT having configured Terminating End-Point’s Certificate Info & Identity

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a valid NOTIFY Request containing 


To set to TERMINATING_ENDPOINT_ADDRESS and


From set to CSE_ID and



Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 1 (TLS 






Message: Client Hello)
}
	NA

	
	then {

the IUT sends a valid NOTIFY Request to CSE1 containing 



To set to TERMINATING_ENDPOINT_ADDRESS and


From set to CSE ID and



Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 1 (TLS 






Message: Client Hello)
}
	IUT  CSE1


TP/oneM2M/CSE/SEC/ESC/NTF/002
	TP Id
	TP/oneM2M/CSE/SEC/ESC/NTF/002

	Test objective
	Check that the IUT sends a notify response with ESCertKE message 2 when it receives a notify request with ESCertKE message 1

	Reference
	TS-0003 8.7.2.2 – step C.1.b, TS-0001 11.4.3, TS-0004 6.3.5.48

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

 the IUT having registered to the CSE and
      the IUT having been provisioned with the corresponding private key and certificate and


the IUT having configured Initiating End-Point’s Certificate Info & Identity


}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from CSE1 containing 



To set to TERMINATING_ENDPOINT_ADDRESS and



From set to CSE1_ID and


Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 1 (TLS 






Message: Client Hello)
}
	IUT  CSE1

	
	then {

the IUT sends a valid NOTIFY Response to CSE1 containing 



To set to INITIATING_ENDPOINT_ADDRESS  and

     

From set to CSE_ID and



ResponseStatusCode set to OK (2000) and


Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 2 (TLS 






Messages: Server Hello, Certificate*, 






ServerKeyExchange*, CertificateRequest*, 








ServerHelloDone)
}
	IUT  CSE1


TP/oneM2M/CSE/SEC/ESC/NTF/003
	TP Id
	TP/oneM2M/CSE/SEC/ESC/NTF/003

	Test objective
	Check that the IUT sends a notify request with ESCertKE message 3 when it receives a notify response with ESCertKE message 2

	Reference
	TS-0003 8.7.2.2 – step C.1.c, TS-0001 11.4.3, TS-0004 6.3.5.48

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having registered to the CSE and

the IUT having been provisioned with the corresponding private key and certificate and

the IUT having configured Terminating End-Point’s Certificate Info & Identity

      the IUT having sent a notify request to the Terminating End-Point with ESCertKE



Message 1

}

	Expected behaviour
	Test events
	Direction

	
	when {
     the IUT receives a valid NOTIFY Response from CSE1 containing 


To set to INITIATING_ENDPOINT_ADDRESS and



From set to CSE1_ID and



ResponseStatusCode set to OK (2000) and


Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 2 (TLS 







Messages: Server Hello, Certificate*, 







ServerKeyExchange*, CertificateRequest*, 







ServerHelloDone)
}
	IUT  CSE1

	
	then {

the IUT sends a valid NOTIFY Request to CSE1 containing 



To set to TERMINATING_ENDPOINT_ADDRESS  and


From set to CSE_ID and



Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 3 (TLS 







Messages: Certificate*, ClientKeyExchange, 







CertificateVerify*, [ChangeCipherSpec], Finished)
}
	IUT  CSE1


TP/oneM2M/CSE/SEC/ESC/NTF/004

	TP Id
	TP/oneM2M/CSE/SEC/ESC/NTF/004

	Test objective
	Check that the IUT sends a notify response with ESCertKE message 4 when it receives a notify request with ESCertKE message 3

	Reference
	TS-0003 8.7.2.2 – step C.1.d, TS-0001 11.4.3, TS-0004 6.3.5.48

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


the IUT having registered to the CSE and
      the IUT having been provisioned with the corresponding private key and certificate and


the IUT having configured Initiating End-Point’s Certificate Info & Identity and


the IUT having sent a notify request to the Initiating End-Point with ESCertKE 







Message 2




}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from CSE1 containing 

     

To set to TERMINATING_ENDPOINT_ADDRESS and


From set to CSE1_ID and


Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 3 (TLS 






Messages: Certificate*, ClientKeyExchange, 










CertificateVerify*, [ChangeCipherSpec], Finished)
}
	IUT  CSE1

	
	then {

the IUT sends a valid NOTIFY Response to CSE containing 

     

To set to INITIATING_ENDPOINT_ADDRESS  and

     

From set to CSE_ID and



ResponseStatusCode set to OK (2000) and


Content containing



securityInfo containing




securityInfoType set to 6 (ESCertKE Message) and




escertkeMessage containing






base64 representation of ESCertKE Message 4 (TLS 






Messages: [ChangeCipherSpec], Finished)
}
	IUT  CSE1


---------------------- End of change 1 -----------------------
CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?

· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
�i.e. applying the selected object security technology using the established parameters


�i.e. applying the selected object security technology using the established parameters


�?


�i.e. applying the selected object security technology using the established parameters


�The CSE must be somehow triggered to issue a RETRIEVE request, so maybe a new configuration should be considered (CF08?). This new configuration would be like CF03, but with CSE instead of AE as SUT. 


�The CSE must be somehow triggered to issue a RETRIEVE request, so maybe a new configuration should be considered (CF08?). This new configuration would be like CF03, but with CSE instead of AE as SUT. A second CSE would also be useful for this one.


�Using a <remoteCSE> resource in the receiver (representing itself) as the <remoteCSE> in the middle CSE,, as there is no suitable CF for this TP)


�The CSE must be somehow triggered to issue a RETRIEVE request, so maybe a new configuration should be considered (CF08?). This new configuration would be like CF03, but with CSE instead of AE as SUT. A second CSE would also be useful for this one.


�Using a <remoteCSE> resource in the receiver (representing itself) as the <remoteCSE> in the middle CSE,, as there is no suitable CF for this TP)


�Too generic


�Maybe too generic


�“The Originator may send role assignment request to the Authorization Authority. The specification about this step is however out of scope of the present document.” (TS-0003, 7.4.2.2-1)


�As the role assignment request is out of scope, and the CSE must be somehow triggered to issue a CREATE request, maybe a new configuration should be considered (CF08?). This new configuration would be like CF03, but with CSE instead of AE as SUT.


�Not defined (Authorization Authority CSE)


�Not defined (Role Repository CSE)





�The specification about this step is out of scope


�The CSE must be somehow triggered to issue a CREATE request, maybe a new configuration should be considered. This new configuration would be like CF03, but with CSE instead of AE as SUT.


�Already tested in TP/oneM2M/CSE/SEC/ROL/RET/001


�Quite similar to TP/oneM2M/CSE/DAU//NTF/001. Should unify.


�Consider new configuration (CF06?)


�Quite similar to TP/oneM2M/CSE/DAU//NTF/005. Should unify.


�The CSE must be somehow triggered to issue a NOTIFY request, maybe a new configuration should be considered (CF08?). This new configuration would be like CF03, but with CSE instead of AE as SUT.





© 2019 oneM2M Partners
                                                                                                   Page 9 (of 9)



[image: image1.png]