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oneM2M Partnership Project

www.oneM2M.org All documents and specifications are publically available

The loT Standard
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http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M_Partnership_Agreement-V2_0.doc
http://www.onem2m.org/
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Organization

http://onem2m.org/about-onem2m/organisation-and-structure

The loT Standard

SC Chair:
&) Enrico Scarrone, Telecom Italia (ETSI)
Q Vice Chairs:
C Rouzbeh Farhoumand, Huawei Technologies
= (ATIS)
(0o} Nick Yamasaki, KDDI Corporation (TTC)
(a1 Omar Elloumi, Nokia (ETSI)

Secretariat support: Victoria Mitchell (TIA)

TP Chair:

Roland Hechwartner, Deutsche Telekom (ETSI)
Vice Chairs:

JaeSeung Song, KETI (TTA)

Dale Seed, Convida Wireless (TIA)

Secretariat Support:
Karen Hughes, ETSI

Steering

Committee

WG1-RDM Chair:

Said Gharout, Orange

Vice Chairs:

Catalina Mladin, Convida Wireless
TaeHyun Kim, SyncTechno Inc

Bei Xu (Echo), Huawei (elected @TP39)
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Secretariat Support:
tbc

WG 2 SDS Chair:

Dale Seed, Convida Wireless

Vice Chairs:

SeungMyeong Jeong, KETI

Wei Zhou, Datang Telecom

Peter Niblett, IBM (elected @TP39)

Secretariat Support:
Karen Hughes (ETSI) & Victoria Mitchell (TIA)

WG3 — TDE Chairman:

Andrew Min-gyu Han, Hansung University
Vice Chairs:

Mahdi Ben Alaya, Sensinov

Subhash Gajare, Spirent

N.N.

Secretariat Support:
Peter Kim (TTA) & Laurent Velez (ETSI)

mmmm  Marketing |
Methods/Procedures

Working Groups

New WG structure agreed at TP #38
December 8, 2018

Approved ToR:
TP-2018-0287R02-
draft_ToR_for_new_WG1
TP-2018-0288R03-
Draft_ToR_for_new_WG2
TP-2018-0289R01-
draft_ToR_for_new_WG3
(w.0. names of WGs)




oneM2M
Standard — Testing— Certification Program

Enterprise Healthcare Public Services
Residential Other Transportation Industry

= —

REQUIREMENTS
TS-0002

TECHNICAL REPORTS TECHNICAL SPECS

Transposed to Partner Specifications = Regional Standards

ARIB

The loT Standard

Interoperability
Test Events
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oneM2M Activities v M

The loT Standard

oneM2M 10t Anniversary
established

. Interop 1 Interop 2 Interop 3 Interop 4 Interop 5 Interop 6 Interop 7 .
Release 1 ‘ Release 2| Release 2A | Release 3

‘ Release 4
‘ T hackathons
Hackathon Events

Industry | Industry Industry Industry Industry
Day 1 Day 2 Day 3 Day 4 Day 5 oneM2M WS & Developers
Training / China*

GCF oneM2M
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oneM2M is an Endto-End IoT Technology M

The loT Standard

Flexible Deployment Options

* |oT Cloud / Enterprise

* |oT Gateway

* |oT Edge Device

e |oT User Devices

Communication Network(s)




oneM2M’s modular service functions fit into oneM
a coherent framework

H
va Service Layer
Service Layer

/ Group Communication
Registration Discovery Security Management Management

ervice Layer

@

Data
Management &
Repository

Service Charging Transaction
& Accounting Management

Subscription &
Notification Management

Management

Communication Network(s)




oneM2M Feature Summary

Release 1

Registration

Discovery

Security

Group Management

Data Mgmt. & Repository
Subscription & Notification
Device Management

Fundamentals

®
2015

\_

Release 2

Time Series Data

Flexible Resources that can bg
customized by app

developers (flex container)
Semantics Description &
Discovery

Security Enhancements
* Dynamic Authorization
» Content Security
» E2E Security

WebSockeBinding
Ontology for Home Area
Information Model

Enhancements

®
2016

Release 3
Semantic Querying/Mashup

3GPP SCEF Interworking

Non-IP Data Delivery

UE reachability Monitoring
Device triggering

Etc.

Transaction Management
Service Layer routing
Common oneM2M

Interworking Framework
OCF
OPGUA
OSGi

oneM2M Conformance Tests

and Profiles

Extensions

®
2018

The loT Standard

Release 4

SDT 4.0 and the Information Models fo

Multiple Domains
oneM2M Conformance Tests
Geo Query
Process Management
Message Primitive Profiles
Semantic Reasoning
Time Management

Enhanced 3GPP Interworking

» Session QoS

» Congestion Monitoring
Fog/Edge Computing

» Software Campaigning

* Resource Synchronization
Service Subscriber Management
Securitv Enhancements

Integrations

‘~
2020



How to use oneM2M? (Example) wM

The loT Standard

IN (Infrastructure)

M2M customer’s AE

MN (Gateway)

3G/LTE/5G
Network

ADN (Sensors)

IN-CSE (DMR) notifies M2M Customer’s AE
about new datain C
IN-CSE produces all the requested UPDATES to C

02:00 am

Container
Resource

Policies on MN say: For ec=3 =>only from 2 am to 5 am
MN-CSE accepts and buffers request in CMDH
Accepts request In IN-CSE’s CIVIDH

10



Ongoing Collaborations

The loT Standard

« Collaboration is important to reach common understanding, avoid overlap and
build interoperable [oT ecosystems globally.

Sharing/Reference
(Liaison, workshop, ...)

& <& IEEE == OGCF

industrial intemet
CONSORTIUM

@ IEC ref. arch, OHTP LhE) MioT m\@

ot Cerefication Foun

JTC1 WG10 o OPENCOVECTVTY X SCP, SmartM2M
@ So 56 SCEF/CloT - [ AIOTIl
$G20 05Gi/DA et wG3
Qi rioma I e T ek B
AllJoyn %
OPC-UA

\-I Interworking

Endorsement (adoption)

Partnership

Source: Huawei



oneM2M & ETSI MEC ISG

The loT Standard

Enablement of Mobile Edge Computing
for Internet-of-Things
using oneM2M and ETSI MEC ISG

TED

ETSI White Paper No. #59

Enabling Multi-access Edge
Computing in Internet-of-
Things: how to deploy ETSI
MEC and oneM2M

1st edition — June 2023

Authors:

Dario Sabella, Roland Hgghwastner Enrico S6aRae, Samar Shailendra, Jagsguog.song,
Bob Flynn, &¢if, lshag, Laurent Velez, Robert Gazgla, Lee Jigun,

ETSI

06921 Sophia Antipolis CEDEX, France
Tel+33 49294 42 00

info@etsi.org

www.etsi.org

« ETSIISG MEC

» oneM2M platform instance can be placed where MEC is
running

» two features allows this to happen:

» Software Campaign

« Enhanced resource announcement
» Publishedajoint Whitepaper

G
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5G Core - loT Server
Network (Cloud)

Mobile Edge oneM2M

Cloud (MEC) Ic;ll'af';? ;\:::]e

oneM2M
Edge Instance

oneM2M
Client Radio Access Network

(RAN) MEC
m platform
MEC ‘ ’
Enabler A Edge Configuration

Client Server

Source: Huawei



oneM2M Adoption is Global

oneM2M adoption

is
expanding

* oneM2M Open Source Project

‘ oneM2M Product Offerings

A oneM2M Commercial Deployment

3%

The loT Standard

13



The loT Standard

Selected oneM2M Features

- Selectedfeaturesfrom Rel1 to Rel4
- New features in oneM2M Release 5




loT Device Sleep Schedule Management °'|\;reM

The loT Standard

3. oneM2M Service Layer

computes proposed 2. oneM2M appl(s)
1. Apps on device PSM/eDRX times based
specify their desired

specify their
desired schedules
to communicate
with a device

on aggregated schedule
communication inputs from device and
schedule

app(s)

Cellular loT Devices
{NB-loT, LTE-M)

~2__ Service Layer

. Proposed
P Core Network [Pswennxﬁmers

! Il ) —=u |
loT Features SCEF -

r Actual
| PSM/eDRX timers

J ] Schedule(s

loT Server
5. Targeted Device

4. 3GPP network
considers proposed
PSM/eDRX timers for

6. oneM2M Service
Layer notifies

is configured with app(s) of the
PSM/eDRX timers device’s schedule
of availability

device and
determines actual
timer values

onem2m.org, TR-0057 Getting Started with oneM2M



loT Device Location Tracking

The loT Standard

5. 3GPP CN detects 6. oneM2M Service Layer
deticE’s corrent receives device’s current 1. A oneM2M
Joratinn bis bk location, compares it against App asks to be
4. Device moves to a and sends a geofenced area and detects notified if/when
: . A device has left the area device leaves
new location notification syischid
geofenced area
Cellular l1oT Devices p= Service Layer
(NB-IoT, LTE-M) - N _

3GPP Core Network - 1 E 1

SCEF e
loT Features ;[Suhscribe] E

s N

loT Server

MNotification

3. 3GPP CN monitors 7. oneM2M Service

2. oneM2M Service Layer
the current location of

subscribes to 3GPP CN to

Layer notifies
device has left

the device to detect
geofenced area

changes

receive location updates
for specified device




3GPP Network Congestion Control

4. Device moves to a

new location

Cellular loT Devices
(NB-loT, LTE-M)

The loT Standard

6. oneM2M Service Layer
5. 3GPP CN detects
receives device’s current 1. A oneM2M
location, compares it against App asks to be
geofenced area and detects notified if/when

device’s current
location has changed
and sends a

notification device has left the area device leaves

specified
geofenced area

~2__ Service Layer

Request

3GPP Core Network _— 3 I e

SCEF :
loT Features HM] -

P P

loT Server

MNotification

I_

7. oneM2M Service

3. 3GPP CN monitors
the current location of

2. oneM2M Service Layer
subscribes to 3GPP CN to

Layer notifies
device has left
geofenced area

the device to detect
changes

receive location updates
for specified device




loT Device Tampering Detection

2. A device'’s SIM card
is tampered with
(i.e. removed and

swapped out with
another SIM)

Cellular loT Devices
(NB-loT, LTE-M]

The loT Standard

6. oneM2M stops servicing
requests to/from tampered
device

3. Change in IMSI-IMEI is
detected. A notification

5. A oneM2M app
sends request
targeting device
that has been
tampered with

is generated

Ser. ~lLayer

Request

Iy ==

A 3GPP Core Network

4. The tampered

device issues a
request

ﬁ: s
) =4 EB |Request:

loT Features SCEF

loT Server

1. oneM2M Service 7. oneM2M Service

Layer subscribes to

Layer returns error

3GPP CN to receive ESIne

device tampering
notifications



Geo Query

))) Geo Query Request

Location: New York
geoQuery = Point, [40.71, -74.0], ...

[40.71,-74.0]  tem

A

Response (AE-2)

- 1§ CSE looks up locations of AEs and
Location: LA finds AE-2 matches Geo Query criteria

[34.05, -118.24]
CSEBase
AE-2
location: [40.71, -74.0]

AE-3

location: [34.05, -118.24]
AE-4

location: [41.85, -87.65]

AE sends a geo query
request to discover
temperature sensor in New
York City

Location: Chicé:g_(?
[41.85, -87.65]

AE: Application Entity
CSE: Common Services Entity




Software Campaigning

The loT Standard

AE:
CSE:

Application Entity
Common Services Entity

[targets, trigger criteria, operation, version, URL, ...]

1) Software Campaign Request

[Aggregated software campaign results]

4) Response

CSEBase

2) When software campaign
trigger criteria are met, CSE-1
performs operations to
manage CSE SW on targeted
Fog/Edge nodes

softwareCampaign
version =1.2.5

name = MN-CSE

targets = Node-2, Node-3, Node-4
softwareOperation = INSTALL

URL = http://images/MN-CSE
softwareTriggerCriteria = subjectResourcel23

AE-1 offloads software
management to CSE-1 using
software campaigning to
orchestrate CSEs deployed
on Fog/Edge nodes




)

Located in Area-A

Located in Area-B

AE: Application Entity
CSE: Common Services Entity

/ determine that

7/
/
/
th tu- O dB t1} “O . t. -A”
CSEBase at “isOwnedBy rganization
SELECT ?sensor

Semantic Resource Discovery Request

A

Response (AE-2)

CSE applies semantic reasoning rules to
/ perform semantic discovery and
“AE-2” “is-a” “Temperature Sensor” AE sends a.semantlc based resource
discovery request

WHERE {
AE-2 ?sensor “is-a” “Temperature Sensor”
?sensor “isOwnedBy” “Organization-A”

semanticDescriptorl }

ﬂ “AE-2” “is-a” “Temperature Sensor”
“AE-2” “isLocatedIn” “Area-A”
semanticDescriptor2

semanticRuleRepository

reasoningRules

If X “isLocatedIn” “Area-A” = X “isOwnedBy” “Organization-A”




Modbus Interworking

The loT Standard

Modbus
Device 1

)

Modbus

Device 2 )))

Retrieve deviceThermometerl Request

A

Response

(temperature = 72)

Modbus AE-1 can retrieve the value
of a temperature sensor
without having to be
aware it is a Modbus

device

Device 3

Modbus devices .
deviceThermometer2

I
AE: Application Entity oneM2M devices

CSE: Common Services Entity
IPE: Interworking Proxy Entity

deviceThermometer3




The loT Standard

Discovery-based Operations

‘9) Discovery-based UPDATE Request E
[Filter Criteria: [filterUsage = discoveryBasedOperation, labels=temperature] N
Content: appName = tempSensor] L{@g i
Response D
[Aggregated Update Results for AE-2 and AE-3] @

AE can send a single request to both
discover AEs with labels set to

CSE performs discovery and
then update operations
“temperature” and then to update the

“appName” attribute to “tempSensor”

I
]
I
1
]
1
)
1
I
)
)
1

CSEBase

AE-2
labels = temperature
appName = tempSensor

AE-3
labels = temperature
appName = tempSensor

AE: Application Entity
CSE: Common Services Entity




oneM2M Future Feature development

The loT Standard

* oneM2M Release 5
* Developed Use Cases and Requirements
* Work ongoing in Requirements and Domain Models Working Group

 Started architecture and protocol related work

oneM2M System Enhancements to Support Data Protection Regulations [WI-0095]
Effective loT Communication to Protect 3GPP Networks [WI-0096]

oneM2M and SensorThings APl [WI-0100]

Advanced Semantic Discovery [WI-0101]

System enhancements to support Data License Management [WI-0102]
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7 Data License Management m

The loT Standard

Allow oneM2M to manage data license so support
* Linked Open Smart City Data
* License-based discovery

WORK ITEM

Work Item Title: System enhancements to support Data License Management

Document Number WI-0102

Supporting Members Hyundai Motors, KETI, Deutsche Telecom, Telecom Italia, Convida
or Partner type 2 Wireless, BT, Orange

Date: 2020-05-29

Abstract: Proposes a work item to study oneM2M system enhancement to support
data license management.

Template Version:23 February 2015 (Do not modify)
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¢ Data Protection Regulations

The loT Standard

Make oneM2M platform to be compliant with Data Protection
Regulations such as GDPR and PIPA

WORK ITEM

Work Item Title: System enhancements to support Data Protection Regulations

Document Number WI-0095

Supporting Members Hyundai Motor, KETI, BT, SyncTechno Inc., Hansung University, EGM,
or Partner type 2 Sejong University

Date: 2022-11-30

Abstract: Proposes a work item to study oneM2M system enhancement to support

data protection regulations such as General Data Protection Regulation
from EU.

Template Version:23 February 2015 (Do not modify)
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72" Al-enabled oneM2M System m

&
& The loT Standard

Make oneM2M platform to support data management for Al and
provide Al/ML capabilities

WORK ITEM

Work Item Title: System enhancements to support Al capabilities

Document Number WI-0105

S o oo | KETI, Hyundai Motors, Exacta GSS, Deutsche Telekom, SBS, Nokia,
Partner type 2 Hansung University, Orange, Convida Wireless

Date: 2023-04-21

Abstract: This work item aims to enable oneM2M to utilize Artificial Intelligence
models and data management for Al services.

Template Version:23 February 2015 (Do not modify)




Sy one
¢ Al-enablement to oneM2M M

¥ The loT Standard

* oneM2M system should be enhanced with

* A new common service function (CSF) to support Al capabilities
» A set of new resources
« Various Al/ML use cases

Al/ML .
Intelligence High
to make service quality training -
data =. Smart
Smart Q smarter E- _
cit
Surveillance a E Y
loT
A\ Smart

f{V*M Platform

LT ] home
~
ML data augment @ Smart

Smart
factory

Unmanedcy> <O

Vehicle (_;?%ﬁ

ML model mgt. enerey

Common
Al/ML

Functions for

Training data mgt.




* MetaloT M

The loT Standard

A
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Make oneM2M platform to support Metaverse services

WORK ITEM
Work Item Title: Enablement of IoT in the metaverse (MetaloT)

Document Number WI-0110

Supporting Members Hansung University, Nokia, KETI, Sejong University
or Partner type 2

Date: 2022-09-28

Abstract: Propose a Work Item for enabling Metaverse services on IoT

'Template Version: January 2020 (do not modify)
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" MetaloT M

& The loT Standard

Metaverse Services

Virtual
actuating
& sensing

Actuating Sensing

Modelling

Real
actuating
& sensing

Actuating Sensing

Modelling
Physical things (wall,

building, etc.) ol CRMEEE

Physical World
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oneM2M enhancements m

The loT Standard

New work items & requirements

Rel-4 enhancements

Collaboration with other standard technologies (e.g., ETSI MEC)
More deployments around the world

Managing data and devices for other technologies (Al, Blockchain,
Smart City, Metaverse, Digital Twin, etc.)

Developer supports

Collaborate with open source communities (OCEAN, OM2M,
ACME, tinyloT, etc.)




The loT Standard

Thank You
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https://twitter.com/oneM2M
https://www.youtube.com/c/Onem2mOrg
https://www.linkedin.com/company/onem2m/
https://github.com/oneM2M-Tutorials
https://wiki.onem2m.org/index.php?title=Main_Page
https://www.onem2m.org/
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