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Introduction
This contribution suggests MQTT binding messages for the test descriptions in clause 8. MQTT message representation in the tables are based on the convention specified in TST-2015-0xxx.

Some MQTT messages are not provided intentionally in this contribution: 

· 8.2.1 (single hop remoteCSE CRUD) 
current information is zero hop, not one(single) hop.
there’s always zero hop registration(remoteCSE creation).

· 8.2.2.1 (single hop AE Create)
the contributor suggests ARC WG discussion on parent child relationship of <remoteCSE> and <AE> resources.
In R01: corrected Request ID parameter value in the response when it is sent from the Registrar CSE to AE (clause 8.2.3, 8.2.4, and 8.2.5).
----------------------- Start of text 1 -----------------------
8.1 No Hop configuration testing

8.1.1 CSEBase Management

8.1.1.1 CSEBase Retrieve on Mca
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_01

	Objective:
	AE retrieves the CSEBase resource 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.3.2
[2] 7.3.2

	

	Pre-test conditions:
	· CSEBase resource has been automatically created in CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a retrieve Request to CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request method = GET

· Request URI <CSEBase>

· Host : registrar CSE 

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200
· Payload: <CSEBase> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>


pc = <Content(<CSEBase> resource representation)>

	4
	
	Verify
	AE indicates successful operation

	5
	
	
	Repeat step 1-5 creating container resource with short lifetime

	7
	
	
	Check the created resource is removed after the expiry of its lifetime


8.1.2 Application Entity Registration

8.1.2.1 AE Resource creation

	Interoperability Test Description

	Identifier:
	TD_M2M_NH_03

	Objective:
	AE registers to its registrar CSE via an AE Create Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.1.1 

[2] 7.3.4.2.1

	

	Pre-test conditions:
	· Void

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE  is requested to send a AE Create request to register to the Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains

· Request method = POST

· Request URI: <RegistrarCSE>?rty=AE
· Host : Registrar CSE
· Content Type option 

· Payload: <AE> resource to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

ty = 2


pc = <Content>

	3
	
	Verify
	Check if possible that the <AE> resource is created in registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200 (OK)
· Content-Location : <RegistrarCSE>/<AE>

· Payload: created <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2001)>

pc = <Content(created <AE> resource representation)>

	5
	
	Verify
	AE indicates successful operation


8.1.2.2 AE Retrieve

	Interoperability Test Description

	Identifier:
	TD_M2M_NH_04

	Objective:
	AE retrieves <AE> resource via an AE Retrieve Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.1.2
[2] 7.3.4.2.2

	

	Pre-test conditions:
	· AE has created a resource <AE> on registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an application Retrieve Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request method = GET

· Request URI : <CSEBase>/<AE>

· Host : registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>/<AE>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code =200
· Payload: <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(retrieved <AE> resource representation>

	4
	
	Verify
	AE indicates successful operation


8.1.2.3 AE Update

	Interoperability Test Description

	Identifier:
	TD_M2M_NH_05

	Objective:
	AE updates attribute in <AE> resource via an AE Update Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.1.3
[2] 7.3.4.2.3

	

	Pre-test conditions:
	· AE has created a resource <AE> on registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an AE Update Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains

· Request method = PUT

· Request URI : <CSEBase>/<AE>

· Host : registrar CSE

· Payload: modified <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <CSEBase>/<AE>

fr = <AE-ID>

rqi = <Request ID>

	3
	
	Verify
	Check if possible that the <AE> resource has been updated in registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200

· Payload: updated <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(updated <AE> resource representation)>

	5
	
	Verify
	AE indicates successful operation


8.1.2.4 AE Delete

	Interoperability Test Description

	Identifier:
	TD_M2M_NH_16

	Objective:
	AE de-registers by deleting <AE> resource via an AE Delete Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.1.4
 [2] 7.3.4.2.4

	

	Pre-test conditions:
	· AE has created a resource <AE> on registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an AE Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

Request method = DELETE

· Request URI : <CSEBase>/<AE>

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>/<AE>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(deleted <AE> resource representation)>

	4
	
	Verify
	Check if possible that the <AE> resource has been removed in registrar CSE.

	5
	
	Verify
	AE indicates successful operation


8.1.3 Container Management

8.1.3.1 Container Create
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_07

	Objective:
	AE creates a container resource in registrar CSE via a container Create Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.4.1
[2] 7.3.5.2.1

	

	Pre-test conditions:
	· Resource <AE> has been created in registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Create Request to create container <container>

	2
	Check

Mca
	Primitive 
	Sent CREATE request contains
· To: <CSEBase>/<AE>?rty=container
· Fr: AE-ID

· Cn: container resource <container> to be created 

	
	
	HTTP


	Sent POST request contains

· Request URI <CSEBase>/<AE>?rty=container
· Host : Registrar CSE
· Payload: container resource <container> to be created 
· Content-Type= media-type

	
	
	CoAP


	Sent POST request contains

· Code = 2(POST)
· Uri-Path: <CSEBase>
· Uri-Path: <AE>?rty=container

· Payload: container resource <container> to be created 
· Content Type option

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <CSEBase>/<AE>

fr = <AE-ID>

rqi = <Request ID>

ty = 3

pc = <Content(<content> resource representation)>

	3
	
	Verify
	Check if possible that the <container> resource is created in registrar CSE.

	4
	Check

Mca
	Primitive
	Registrar sends response containing:
· To: AE-ID

· Fr: CSE-ID

· Cn: Created <container>

	
	
	HTTP


	Registrar sends response containing:
· Code = 200

· Content-Location : <CSEBase>/<AE>/<container>

· Payload: Created <container>

	
	
	CoAP


	Registrar sends response containing:
· Code = 2.01 (2001 Created)
· Location-Path: <CSEBase>
· Location-Path: <AE>
· Location-Path: <contaner>
The same Message ID as that of the previous request

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2001)>

pc = <Content(created <content> resource representation>

	5
	
	Verify
	AE indicates successful operation

	6 
	
	
	Repeat step 1-5 creating container resource with short lifetime

	7
	
	
	Check the created resource is removed after the expiry of its lifetime


8.1.3.2 Container Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_08

	Objective:
	AE retrieves information of a container resource via a container Retrieve Request (GET)

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.4.2
[2] 7.3.5.2.2

	

	Pre-test conditions:
	· A container resource <container> has been created in application <AE> on the Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Retrieve Request for resource <container>

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains
· Request URI <CSEBase>/<AE>/<container>
· Host : Registar CSE

· Payload: empty 

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>/<AE>/<container>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200

· Payload: updated <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(retrieved <container> resource representation)>

	4
	
	Verify
	AE indicates successful operation


8.1.3.3 Container Update
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_09

	Objective:
	AE updates attribute in application resource via a container Update Request (PUT)

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.4.3 

[2] 7.3.5.2.3

	

	Pre-test conditions:
	· a container resource <container> has been created in application <AE> on the Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an container Update Request to update the lifetime of the resource.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains

· Request URI <CSEBase>/<AE>/<container>
· Host : Registrar CSE

· Payload: modified <container> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <CSEBase>/<AE>/<container>

fr = <AE-ID>

rqi = <Request ID>

pc = <Content>

	3
	
	Verify
	Check if possible that the <container> resource has been updated in registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload:  Updated <container> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(updated <container> resource representation)>

	5
	
	Verify
	AE  indicates successful operation


8.1.3.4 Container Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_10

	Objective:
	AE deletes a specific container resource via a container Delete Request 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.4.4
[2] 7.3.5.2.4

	

	Pre-test conditions:
	· AE has created a container resource <container> in application <AE> on the Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an Container Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI <CSEBase>/<AE>/<container>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>/<AE>/<container>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registar CSE sends response containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(deleted <AE> resource representation)>

	4
	
	Verify
	Check if possible that the <container > resource has been removed in registrar CSE.

	5
	
	Verify
	AE indicates successful operation


8.1.4 ContentInstance Management

8.1.4.1 ContentInstance Create
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_11

	Objective:
	AE adds a contentInstance resource <contentInstance> to a specific container in Registrar CSE via a contentInstance Create Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.19.2

 [2] 7.3.6.2.1

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on registrar CSE 

· AE has created a container resource <container> in <AE> on registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a contentInstance Create Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains
· Request URI <CSEBase>/<AE>/<container>
?rty=contentInstance
· Host : Registrar CSE

· Payload: ContentInstance resource <contentInstance> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <CSEBase>/<AE>/<container>

fr = <AE-ID>

rqi = <Request ID>

ty = 4


pc = <Content(<contentInstance> resource representation>

	3
	
	Verify
	Check if possible that the <contentInstance> resource is created in registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200

· Content-Location : CSEBase>/<AE>/<container>/<contentInstance>

· Payload: <contentInstance> resource  


	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2001)>

pc = <Content(created <contentInstance> resource representation)>

	5
	
	Verify
	AE  indicates successful operation


8.1.4.2 ContentInstance Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_12

	Objective:
	AE retrieves information of a contentInstance resource via a container Retrieve Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.19.2

 [2] 7.3.6.2.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on registrar CSE 

· AE has created a container resource <container> in <AE> on registrar CSE

· AE has created a contentInstance resource  <contentInstance> residing under the  <container> resource.

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	App is requested to send a containerRetrieveRequest for retrieving the attributes/meta-data and the opaque data of a <contentInstance> resource

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains
· Request URI <CSEBase>/<AE>/<container>/<contentInstance>

·  Host : Registrar CSE
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>/<AE>/<container>/<contentInstance>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: <contentInstance> resource  

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(retrieved <contentInstance> resource representation)>

	4
	
	Verify
	AE indicates successful operation

	5
	
	
	Repeat steps 1-4 using <latest> instead of <contentInstance> to get the latest contentInstance.

	6
	
	
	Repeat steps 1-4 using <oldest> instead of <contentInstance> to get the oldest contentInstance.


8.1.4.3 Content Instance Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_13

	Objective:
	AE deletes contentInstance resource via a container Delete Request 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.19.4

 [2] 7.3.6.2.4

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on registrar CSE 

· AE has created a container resource <container> in <AE> on registrar CSE

· AE has created a contentInstance resource  <contentInstance> residing under the  <container> resource.

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a contentInstance Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI <CSEBase>/<AE>/<container>/<contentInstance>

· Host : registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>/<AE>/<container>/<contentInstance>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: empty  

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>

rsc = <Response Status Code(2000)>

pc = <Content(deleted <contentInstance> resource representation)>

	4
	
	Verify
	Check if possible that the <contentInstance> resource has been removed in registrar CSE.

	5
	
	Verify
	AE indicates successful operation


8.1.5 Discovery
8.1.5.1 
Discovery of all resources
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_14

	Objective:
	AE discovers resources residing in Registrar CSE 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.6

[2] 7.2.3.13

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to initiate a procedure  in order to discover resources under resource /discovery located in Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request URI <CSEBase>/discovery

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

fc.fu = 1

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: Discovery resource including references to all resources residing in Registrar CSE

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(list of resource addresses in structured resource ID format)>

	4
	
	Verify
	AE indicates successful operation


8.1.5.2 Discovery with Filter Criteria
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_15

	Objective:
	AE discovers resources residing in Registrar CSE using specific Filter criteria 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.6

[2] 7.2.3.13

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE with labels =key1

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a Discovery procedure  in order to discover resources under a known resource /discovery located in Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request URI <CSEBase>/discovery?labels=key1
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

fc.fu = 1


fc.lbl = key1

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: Discovery resource including references to <AE>

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(list of matching resource addresses in structured resource ID format)>

	4
	
	Verify
	AE indicates successful operation


8.1.5.3 Discovery with limit condition
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_16

	Objective:
	AE discovers resources residing in Registrar CSE limiting the number of matching resources to the specified value.

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.6

[2] 7.2.3.13

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	App is requested to send a DiscoveryRetrieveRequest  in order to discover resources under resource /discovery located in localCSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request URI <CSEBase>/discovery?limit =2

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

fc.fu = 1


fc.lim = 2

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload Payload: Trunked Discovery resource including only 2 resource references

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(two resource addresses in structured resource ID format)>

	4
	
	Verify
	AE indicates successful operation


8.1.5.4 Discovery with multiple parameters

	Interoperability Test Description

	Identifier:
	TD_M2M_NH_17

	Objective:
	AE discovers resources residing in Registrar CSE using multiple Filter Criteria 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.6

[2] 7.2.3.13

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE with labels=key1 and labels =key2

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	App is requested to send a Discovery procedure  in order to discover resources under resource <discovery>  located in Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request URI <CSEBase>/<discovery>?labels =key1
&labels=key2&sizeBelow=1& filterUsage =discovery

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

fc.fu = 1


fc.lbl = key1


fc.lbl = key2


fc.szb = 1

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: Discovery resource including a reference to <AE>

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code>

pc = <Content(list of matching resource addresses in structured resource ID format)>

	4
	
	Verify
	AE indicates successful operation


8.1.6 Subscription Management

8.1.6.1 Subscription Create
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_18

	Objective:
	AE creates a subscription to Application Entity  resource via subscription Create Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.11.2

[2] 7.3.7.2

	

	Pre-test conditions:
	· AE has created an application resource <AE> on registrar CSE

· AE has created a container resource <container> on  registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a subscriptionCreateRequest

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains

· Request URI: <CSEBase>/<AE>/<container> ?rty=subscription
· Host : Registrar CSE

· Payload: subscription <subscription> resource to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

ty = 23

pc = <Content(<subscription> resource representation)>

	3
	
	Verify
	Check if possible that the <subscription> resource is created in Registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200

· Content-Location : <CSEBase>/<AE>/<container>/ <subscription>

Payload: Created < subscription > resource 

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <subscription> resource representation)>

	5
	
	Verify
	AE  indicates successful operation


8.1.6.2 Subscription Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_19

	Objective:
	AE retrieves information about a subscription via subscription Retrieve Request such as expirationTime, labels, etc…

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.11.3

[2] 7.3.7.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· AE has created a container resource <container> on Registrar CSE

· AE has created a subscription resource <subscription> on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a subscription Retrieve Request for retrieving information about a subscription <subscription>

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request URI: <CSEBase>/<AE>/<container>/<subscription>

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>/<AE>/<container>/<subscription>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: <subscription> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <subscription> resource representation)>

	4
	
	Verify
	AE indicates successful operation


8.1.6.3 Subscription Update
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_20

	Objective:
	AE updates information about a subscription via subscription Retrieve Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.11.4

[2] 7.3.7.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· AE has created a container resource <container> on Registrar CSE

· AE has created a subscription resource <subscription> on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a subscription Retrieve Request to update the lifetime of the resource.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains

· Request URI: <CSEBase>/<AE>/<container>/<subscription>

· Host : Registrar CSE

· Payload: Modified <subscription> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <CSEBase>/<AE>/<container>/<subscription>

fr = <AE-ID>

rqi = <Request ID>

pc = <Content(<subscription> resource representation)>

	3
	
	Verify
	Check if possible that the <subscription> resource is updated in Registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: Modified <subscription> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <subscription> resource representation)>

	5
	
	Verify
	AE indicates successful operation


8.1.6.4 Subscription Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_21

	Objective:
	AE cancels subscription via an subscription Delete Request

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.11.5

[2] 7.3.7.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· AE has created a container resource <container> on Registrar CSE

· AE has created a subscription resource <subscription> on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a subscription Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI: <CSEBase>/<AE>/<container>/<subscription>

· Host : Registrar CSE

· Payload: Empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: empty  

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(deleted <subscription> resource representation)>

	4
	
	Verify
	Check if possible that the <subscription> resource has been removed in registrar CSE.

	5
	
	Verify
	AE indicates successful operation


8.1.7 accessControlPolicy Management

8.1.7.1 accessControlPolicy Resource creation
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_22

	Objective:
	AE creates an accessControlPolicy resource

	Configuration:
	M2M_CFG_01,

	References:
	[1] 10.2.21.1

[2] 7.3.1.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an accessControlPolicy Create Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains

· Request method = POST
· Request URI <CSEBase>/<AE>?rty= accessControlPolicy
· Host : Registrar CSE

· Payload: application resource <accessControlPolicy> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <CSEBase>/<AE>

fr = <AE-ID>

rqi = <Request ID>

ty = 1

pc = <Content(<accessControlPolicy> resource representation)>

	3
	
	Verify
	Check if possible that the <accessControlPolicy> resource is created in Registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200

· Content-Location : <CSEBase>/<AE>/<accessControlPolicy>
Payload: created <accessControlPolicy> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <accessControlPolicy> resource representation)>

	5
	
	Verify
	AE  indicates successful operation


8.1.7.2 accessControlPolicy Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_23

	Objective:
	AE retrieves accessControlPolicy resource 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.21.2

[2] 7.3.1.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· AE has created an accessControlPolicy resource <accessControlPolicy> under <AE>  on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a accessControlPolicy  Retrieve request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request method = GET
· Request URI <CSEbase>/<AE>/<accessControlPolicy>

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>/<AE>/<accessControlPolicy>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code =200
· Payload: <accessControlPolicy> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <accessControlPolicy> resource representation)>

	4
	
	Verify
	AE indicates successful operation


8.1.7.3 accessControlPolicy Update
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_24

	Objective:
	AE updates attribute in accessControlPolicy resource

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.21.3

[2] 7.3.1.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· AE has created an accessControlPolicy resource <accessControlPolicy> under <AE>  on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an accessControlPolicy  Update request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains

· Request method = PUT
· Request URI <CSEbase>/<AE>/<accessControlPolicy>

· Host : Registrar CSE

· Payload: modified <accessControlPolicy> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <CSEBase>/<AE>/<accessControlPolicy>

fr = <AE-ID>

rqi = <Request ID>

pc = <Content(<accessControlPolicy> resource representation)>

	3
	
	Verify
	Check if possible that the <accessControlPolicy> resource is updated in Registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: updated <accessControlPolicy> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(updated <accessControlPolicy> resource representation)>

	5
	
	Verify
	AE indicates successful operation


8.1.7.4 accessControlPolicy Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_25

	Objective:
	AE deletes accessControlPolicy  resource

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.21.4

[2] 7.3.1.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· AE has created an accessControlPolicy resource <accessControlPolicy> under <AE>  on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an accessControlPolicy Delete request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains Request method DELETE
· Request URI <CSEBase>/<AE>/ <accessControlPolicy>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>/<AE>/<accessControlPolicy>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code>

pc = <Content(deleted <accessControlPolicy> resource representation)>

	4
	
	Verify
	Check if possible that the <accessControlPolicy> resource has been removed in registrar CSE.

	5
	
	Verify
	AE indicates successful operation


8.1.7.5 Unauthorized operation (Insufficient Access Rights)

	Interoperability Test Description

	Identifier:
	TD_M2M_NH_26

	Objective:
	AE delete request is rejected due to accessControlPolicy

	Configuration:
	M2M_CFG_01

	References:
	[1] 
[2] ] 7.3.1.2

	

	Pre-test conditions:
	· AE has created an Application Entity resource <AE> on Registrar CSE

· AE has created an accessControlPolicy resource < acp1>  under <AE>  on Registrar CSE,  which forbids to delete container

· AE has created a container resource <container> in application <AE>, using the access right <acp1>

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Delete Request for resource <container>

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI <CSEBase>/<AE>/<container>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>/<AE>/<container>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 403  (Forbidden operation)
· Payload
: ???

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(4103, ACCESS_DENIED>

	4
	
	Verify
	Check if possible that the <container> resource has not been removed in registrar CSE.

	5
	
	Verify
	AE indicates unsuccessful operation (Delete error – no privilege)


8.1.8 Group Management

8.1.8.1 Group Resource creation
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_27

	Objective:
	AE creates a group resource 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.7.2
[2] 7.3.12.2.1

	

	Pre-test conditions:
	· void

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a group Create Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains

· Request method = POST
· Request URI <CSEBase>?rty=group
· Host : Registrar CSE

· Payload: Group resource <group> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <CSEBase>

fr = <AE-ID>

rqi = <Request ID>

ty = 9

pc = <Content(<group> resource representation>

	3
	
	Verify
	Check if possible that the <group> resource is created in Registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200

· Content-Location : <CSEBase>/<group>
Payload: created <group> resource representation

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <group> resource representation>

	5
	
	Verify
	AE  indicates successful operation


8.1.8.2 Group Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_28

	Objective:
	AE retrieves group resource 

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.7.3
[2] 7.3.12.2.2

	

	Pre-test conditions:
	· AE has created a Group resource <group> on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a group Retrieve Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request method = GET
· Request URI <CSEBase>/<group>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>/<group>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code =200
· Payload: <group> resource representation

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <group> resource representation>

	4
	
	Verify
	AE indicates successful operation


8.1.8.3 Group Update
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_29

	Objective:
	AE updates attribute in group resource

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.7.4
[2] 7.3.12.2.3

	

	Pre-test conditions:
	· AE has created a group resource <group> on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a group Update Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains

· Request method = PUT
· Request URI <CSEBase>/<group>
· Host : Registrar CSE

· Payload: modified group resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <CSEBase>/<group>

fr = <AE-ID>

rqi = <Request ID>

pc = <Content(<group> resource representation>

	3
	
	Verify
	Check if possible that the <group> resource is updated in Registrar CSE..

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Code = 200
· Payload: updated <group> resource representation

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(updated <group> resource representation>

	5
	
	Verify
	AE indicates successful operation


8.1.8.4 Group Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_30

	Objective:
	AE deletes group resource

	Configuration:
	M2M_CFG_01

	References:
	[1] 10.2.7.5
[2] 7.3.12.2.4

	

	Pre-test conditions:
	· AE has created a group resource <group> on Registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a group Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request method = DELETE
· Request URI <CSEBase>/<group>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>/<group>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(removed <group> resource representation>

	4
	
	Verify
	Check if possible that the <group> resource is deleted in Registrar CSE.

	5
	
	Verify
	AE indicates successful operation


8.2 Single hop configuration testing

8.2.1 remoteCSE Management
8.2.1.1 remoteCSE Create 
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_01

	Objective:
	Registree CSE registers to Registrar CSE 

	Configuration:
	M2M_CFG_02

	References:
	[1] 10.2.2.1
[2] 7.3.3.2.1

	

	Pre-test conditions:
	· Void

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	Registree CSE  is requested to send a remoteCSE Create request to register to the Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains

· Request method = POST

· Request URI: <RegistrarCSE>?rty=remoteCSE
· Host : Registrar CSE
· Content Type option 

· Payload: <remoteCSE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	3
	
	Verify
	Check if possible that the remoteCSE resource is created in registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200 (OK)
· Content-Location : <RegistrarCSE>/ <remoteCSE>
Payload: created <remoteCSE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	5
	
	Verify
	Check if possible that the remoteCSE resource is created in registree CSE.

	6
	
	Verify
	Registree CSE and Registrar CSE indicate successful operation


8.2.1.2 remoteCSE Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_02

	Objective:
	Registree CSE retrieve remoteCSE resource from Registrar CSE

	Configuration:
	M2M_CFG_02

	References:
	[1] 10.2.2.2
[2] 7.3.3.2.2

	

	Pre-test conditions:
	· <remoteCSE> resource has been created in registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	Registree CSE  is requested to send a remoteCSE Retrieve request  to the Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains

· Request method = GET

· Request URI: <RegistrarCSE>/<remoteCSE>
·  Host : Registrar CSE
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200 (OK)
Payload: <remoteCSE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	4
	
	Verify
	Registree CSE  indicates successful operation


8.2.1.3 remoteCSE Update
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_03

	Objective:
	MN-CSE  registers to IN-CSE  

	Configuration:
	M2M_CFG_02

	References:
	[1] 10.2.2.3
[2] 7.3.3.2.3

	

	Pre-test conditions:
	· <remoteCSE> resource has been created in registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	Registree CSE  is requested to send a remoteCSE Update request  to the Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains

· Request method = PUT

· Request URI: <RegistrarCSE>/<remoteCSE>

· Host : Registrar CSE
· Content Type option 

· Payload: modified <remoteCSE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	3
	
	Verify
	Check if possible that the remoteCSE resource has been updated in registrar CSE.

	4
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200
· Content-Location <RegistrarCSE>/<remoteCSE>

Payload: updated <remoteCSE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	5
	
	Verify
	Check if possible that the remoteCSE resource is also updated in registree CSE.

	6
	
	Verify
	Registree CSE and Registrar CSE indicate successful operation


8.2.1.4 remoteCSE Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_04

	Objective:
	MN-CSE  cancels registration to IN-CSE  

	Configuration:
	M2M_CFG_02

	References:
	[1] 10.2.2.4
[2] 7.3.3.2.4

	

	Pre-test conditions:
	· <remoteCSE> resource has been created in registrar CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	Registree CSE  is requested to send a remoteCSE Update request  to the Registrar CSE

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request method = DELETE

· Request URI: <RegistrarCSE>/<remoteCSE>

· Host : Registrar CSE
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	3
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	Registrar CSE sends response containing:
· Status Code = 200
Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	4
	
	Verify
	Check if possible that the remoteCSE resource has been removed in registrar CSE.

	5
	
	Verify
	Check if possible that the remoteCSE resource is also removed in registree CSE.

	6
	
	Verify
	Registree CSE and Registrar CSE indicate successful operation


8.2.2 AE Management
8.2.2.1 AE Create 
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_02

	Objective:
	AE creates a remote AE resource

	Configuration:
	M2M_CFG_03

	References:
	[1] 10.2.1.1 

[2] 7.3.5.2.1

	

	Pre-test conditions:
	· void

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an AE Create Request to create an AE <AE> on remote CSE.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains
· Request URI <remoteCSE>?rty=AE
· Host : Registrar CSE
· Payload: resource <AE> to be created

	
	
	CoAP
	

	
	
	MQTT
	

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded POST request contains
· Request URI <remoteCSE>?rty=AE
· Host : remote CSE
Payload: Resource <AE> to be created

	
	
	CoAP
	

	
	
	MQTT
	

	4
	
	Verify
	Check if possible that the <AE> resource is created in remote CSE.

	5
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 201
· Content-Location : <remoteCSE>/<AE>

Payload: Created <AE> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	

	6
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
containing:
· Code = 201
· Content-Location : <remoteCSE>/<AE>
Payload: Created <AE> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	

	7
	
	Verify
	AE indicates successful operation

	
	
	
	Repeat step 1-7 creating AE resource with short lifetime

	
	
	
	Check the created resource is removed after the expiry of its lifetime


8.2.2.2 AE Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_03

	Objective:
	AE retrieves a remote AE resource

	Configuration:
	M2M_CFG_03

	References:
	[1] 10.2.4.2
[2] 7.3.5.2.2

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a AE Retrieve Request for resource <AE>

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains
· Request URI <remoteCSE>/<AE>

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded GET request contains
· Request URI <remoteCSE>/<AE>

· Host : remote CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	4
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to Registrar CSE containing:
· Code = 200
· Payload:  <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	5
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 200
· Payload:  <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	6
	
	Verify
	AE indicates successful operation


8.2.2.3 AE Update
	Interoperability Test Description

	Identifier:
	TD_M2M_MH_04

	Objective:
	AE updates a remote AE resource 

	Configuration:
	M2M_CFG_03

	References:

	[1] 10.2.4.3 

[2] 7.3.5.2.3

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an AE Update Request to update the resource.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains
· Request URI <remoteCSE>/<AE>

· Host : Registrar CSE
· Payload: modified <AE> resource

	
	
	CoAP
	

	
	
	MQTT
	

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded PUT request contains
· Request URI < remoteCSE >/<AE>

· Host : remote CSE
Payload: modified <AE>resource

	
	
	CoAP
	

	
	
	MQTT
	

	4
	
	Verify
	Check if possible that the <AE> resource is updated in remote CSE.

	5
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 200
· Payload: modified <AE> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	

	6
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 200
· Payload: modified <AE> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	

	7
	
	Verify
	AE indicates successful operation


8.2.2.4 AE Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_MH_05

	Objective:
	AE deletes a remote AE resource 

	Configuration:
	M2M_CFG_03

	References:

	[1] 10.2.4.4
[2] 7.3.5.2.4

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an AE Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI <remoteCSE>/<AE>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded DELETE request contains

· Request URI <remoteCSE>/<AE>
· Host : Remote CSE

Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	4
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	5
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE Forwards response to AE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	

	6
	
	Verify
	Check if possible that the <AE> resource is deleted in remote CSE.

	7
	
	Verify
	AE indicates successful operation


8.2.3 Container Management
8.2.3.1 Container Create 
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_01

	Objective:
	AE creates a remote container resource

	Configuration:
	M2M_CFG_03

	References:

	[1] 10.2.4.1
[2] 7.3.5.2.1

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

·  

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Create Request to create container <container> on remote CSE.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains
· Request URI <remoteCSE>/<AE>?rty=container
· Host : Registrar CSE
· Payload: resource <container> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <Remote CSE-ID>/<CSEBase>

fr = <AE-ID>

rqi = <Request ID>

ty = 3

pc = <Content(<container> resource representation)>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded POST request contains
· Request URI <remoteCSE>/<AE>?rty=container
· Host : remote CSE
Payload: resource <container> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 1

to = <Remote CSE-ID>/<CSEBase>

fr = <AE-ID>

rqi = <AE-ID>/<Request ID>

pc = <Content(<container> resource representation)>

	4
	
	Verify
	Check if possible that the <container> resource is created in remote CSE.

	5
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to Registrar CSE containing:
· Code = 201
· Content-Location : <remoteCSE>/<AE>/<container>

· Payload: Created <container> resource (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Remote CSE-ID>

rqi = <AE-ID>/<Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <container> resource representation)>

	6
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 201
· Content-Location : <remoteCSE>/<AE>/<container>

· Payload: Created <container> resource (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Remote CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <container> resource representation)>

	7
	
	Verify
	AE indicates successful operation

	8
	
	
	Repeat step 1-7 creating container resource with short lifetime

	9
	
	Verify
	Check the created resource is removed after the expiry of its lifetime


8.2.3.2 Container Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_02

	Objective:
	AE retrieves a remote container resource

	Configuration:
	M2M_CFG_03

	References:
	[1] 10.2.4.2
[2] 7.3.5.2.2

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· Resource <container> has been created in < AE> in remote CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Retrieve Request for resource <container>

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains
· Request URI <remoteCSE>/<AE>/<container>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded GET request contains
· Request URI <remoteCSE>/<AE>/<container>
· Host : remote CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 2

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <AE-ID>/<Request ID>

	4
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to Registrar CSE containing:
· Code = 200
· Payload:  <container> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <AE-ID>/<Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <container> resource representation)>

	5
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 200
· Payload:  <container> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <container> resource representation)>

	6
	
	Verify
	AE indicates successful operation


8.2.3.3 Container Update
	Interoperability Test Description

	Identifier:
	TD_M2M_MH_03

	Objective:
	AE updates a remote container resource 

	Configuration:
	M2M_CFG_03

	References:

	[1] 10.2.4.3 

[2] 7.3.5.2.3

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· Resource <container> has been created in < AE>

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Update Request to update the resource.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains
· Request URI <remoteCSE>/<AE>/<container>
· Host : Registrar CSE
· Payload: modified resource <container>

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded PUT request contains
· Request URI <remoteCSE>/<AE>/<container>
· Host : remote CSE
Payload: modified <container> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 3

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <AE-ID>/<Request ID>

	4
	
	Verify
	Check if possible that the <container> resource is updated in remote CSE.

	5
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to Registrar CSE containing:
· Code = 200
· Payload: modified <container> resource (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <AE-ID>/<Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(updated <container> resource representation)>

	6
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 200
· Payload: modified <container> resource (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(updated <container> resource representation)>

	7
	
	Verify
	AE indicates successful operation


8.2.3.4 Container Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_MH_04

	Objective:
	AE delete a remote container resource 

	Configuration:
	M2M_CFG_03

	References:

	[1] 10.2.4.4
[2] 7.3.5.2.4

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· Resource <container> has been created in < AE>

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI <remoteCSE>/<AE>/<container>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded DELETE request contains

· Request URI <remoteCSE>/<AE>/<container>
· Host : Remote CSE

Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 4

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <AE-ID>/<Request ID>

	4
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to Registrar CSE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <AE-ID>/<Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(deleted <container> resource representation>

	5
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE Forwards response to AE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code>

pc = <Content(deleted <container> resource representation>

	6
	
	Verify
	Check if possible that the <container> resource is deleted in remote CSE..

	7
	
	Verify
	AE indicates successful operation


8.2.4 ContentInstance Management
8.2.4.1 ContentInstance Create 

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_06

	Objective:
	AE creates a remote ContentInstance resource

	Configuration:
	M2M_CFG_03

	References:

	[1] 10.2.19.2
[2] 7.3.7.2.1

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· Resource <container> has been created in <AE>

· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a ContentInstance Create Request to create a ContentInstance <contentInstance> on remote CSE.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains
· Request URI : <remoteCSE>/<AE>/<container> ?rty=contentInstance
· Host : Registrar CSE
· Payload: resource  <contentInstance> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <Request ID>

ty = 4

pc = <Content(<contentInstance> resource representation)>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded POST request contains
· Request URI : <remoteCSE>/<AE>/<container>?rty=contentInstance
· Host : remote CSE
Payload: resource  <contentInstance> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 1

to = <Remote CSE-ID>/<CSEBase>/<container>

fr = <AE-ID>

rqi = <AE-ID>/<Request ID>


pc = <Content(<contentInstance> resource representation)>

	4
	
	Verify
	Check if possible that the <ContentInstance> resource is created in remote CSE.

	5
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 201
· Content-Location : <remoteCSE>/<AE>/<container>/<contentInstance>

· Payload: Created <contentInstance> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sends a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Remote CSE-ID>

rqi = <AE-ID>/<Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <contentInstance> resource representation)>

	6
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 201
· Content-Location : <remoteCSE>/<AE>/<container>/<contentInstance>

· Payload: Created <ContentInstance> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sends a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Remote CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <contentInstance> resource representation)>

	7
	
	Verify
	AE indicates successful operation

	8
	
	
	Repeat step 1-7 creating ContentInstance resource with short lifetime

	9
	
	Verify
	Check the created resource is removed after the expiry of its lifetime


8.2.4.2 ContentInstance Retrieve
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_07

	Objective:
	AE retrieves a remote ContentInstance resource

	Configuration:
	M2M_CFG_03

	References:
	[1] 10.2.19.3
[2] 7.3.7.2.2

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· Resource <container> has been created in <AE>

· Resource <contentInstance> has been created in <container>

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a ContentInstance Retrieve Request for resource <ContentInstance>

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains
· Request URI : <remoteCSE>/<AE>/<container>/<contentInstance>

· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <Remote CSE-ID>/<CSEBase>/<container>/<contentInstance>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded GET request contains
· Request URI <remoteCSE>/<AE>/<container>/<contentInstance>

· Host : remote CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 2

to = <Remote CSE-ID>/<CSEBase>/<container>/<contentInstance>

fr = <AE-ID>

rqi = <AE-ID>/<Request ID>

	4
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to Registrar CSE containing:
· Code = 200
· Payload:  <contentInstance> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <AE-ID>/<Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <contentInstance> resource representation)>

	5
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 200
· Payload:  <contentInstance> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <contentInstance> resource representation)>

	6
	
	Verify
	AE indicates successful operation


8.2.4.3 ContentInstance Delete
	Interoperability Test Description

	Identifier:
	TD_M2M_MH_09

	Objective:
	AE deletes a remote ContentInstance resource 

	Configuration:
	M2M_CFG_03

	References:

	[1] 10.2.19.5
[2] 7.3.7.2.4

	

	Pre-test conditions:
	· Resource <AE> has been created in remote CSE

· Resource <container> has been created in <AE>

· Resource <contentInstance> has been created in <container>

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a ContentInstance Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI : <remoteCSE>/<AE>/<container>/<contentInstance>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <Remote CSE-ID>/<CSEBase>/<container>/<contentInstance>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Forwarded DELETE request contains

· Request URI : <remoteCSE>/<AE>/<container>/<contentInstance>
· Host : Remote CSE

Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 4

to = <Remote CSE-ID>/<CSEBase>/<container>/<contentInstance>

fr = <AE-ID>

rqi = <AE-ID>/<Request ID>

	4
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <AE-ID>/<Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(deleted <contentInstance> resource representation>

	5
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE Forwards response to AE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code>

pc = <Content(deleted <contentInstance> resource representation>

	6
	
	Verify
	Check if possible that the <contentInstance> resource is deleted in remote CSE.

	7
	
	Verify
	AE indicates successful operation

	
	
	
	


8.2.5 Container Announce
8.2.5.1 Container Create with announceTo
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_XX

	Objective:
	AE creates a container resource and announces it to a remote CSE

	Configuration:
	M2M_CFG_03

	References:

	[1] 9.6.26, 10.2.18 

[2] 7.2.3.9

	

	Pre-test conditions:
	· Registrar-CSE is registered to Hosting-CSE

· AE is registered to Registrar-CSE

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Create Request and announce the container

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent POST request contains
· Request URI <Registrar-CSE>?rty=cnt
· Host : Registrar CSE
· Payload: resource <container> to be created (payload includes announeTo attribute with value <Hosting-CSE> and announcedAttribute with value of <announcable attribute>

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 1

to = <CSEBase>

fr = <AE-ID>

ty = 3

rqi = <Request ID (A)>

pc = <Content(<container> resource representation including announceTo attribute set to <Remote CSE-ID>/<CSEBase> and announcedAttribute attribute)>

	3
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Send POST request contains
· Request URI <Hosting-CSE>?rty=cntA
· Host : Hosting-CSE 
Payload: Resource <containerAnnc> to be created with <announcable attribute>

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


op = 1

to = <Remote CSE-ID>/<CSEBase>

fr = <Registrar CSE-ID>

ty = 10003

rqi = <Request ID (B)>

pc = <Content(<containerAnnc> resource representation)>

	4
	
	Verify
	Check if possible that the <containerAnnc> resource is created in Hosting-CSE with the <announcable attribute>

	5
	Check

Mcc
	Primitive
	

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 201
· Content-Location : <Hosting-CSE>/<containerAnnc>

· Payload: Created <containerAnnc>

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Remote CSE-ID>”
· Payload: 


to = <Registrar CSE-ID>

fr = <Remote CSE-ID>

rqi = <Request ID (B)>


rsc = <Response Status Code(2001)>

pc = <Content(created <containerAnnc> resource representation)>

	6
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE responds to AE containing:
· Code = 201
· Content-Location : < Registrar-CSE >/<container>
· Payload: Created <container> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID (A)>


rsc = <Response Status Code(2001)>

pc = <Content(created <container> resource representation)>

	7
	
	Verify
	AE indicates successful operation

	8
	
	
	Repeat step 1-7 creating container resource with short lifetime

	9
	
	Verify
	Check the created resource is removed after the expiry of its lifetime. Check that the announced resource is removed after the expiry of its lifetime.


8.2.5.2 Container Retrieve Announced Resource Information

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_XX

	Objective:
	AE retrieves announced container resource information 

	Configuration:
	M2M_CFG_04

	References:

	[1] 9.6.26, 10.2.18 

[2] 7.2.3.9

	

	Pre-test conditions:
	· CSE1 is registered to CSE2

· Resource <container1> has been created in CSE1

· Resource <container1Annc> has been created in CSE2

· AE2 is registered to CSE2

· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE2 is requested to send a container Retrieve Request for resource <container1Annc> 

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent GET request contains
· Request URI < CSE2>/<container1annc>

· Host : CSE2
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE2-ID>/<CSE2-ID>”
· Payload: 


op = 2

to = <CSEBase>/<containerAnnc>

fr = <AE2-ID>

rqi = <Request ID>

	3
	Check

Mca
	Primitive 
	

	
	
	HTTP


	CSE2  sends response to AE2 containing:
· Code = 200
· Payload:  <containerAnnc> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE2-ID>/<CSE2-ID>”
· Payload: 


to = <SP-Relative-AE2-ID>

fr = <CSE2-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <containerAnnc> resource representation>

	4
	
	Verify
	AE2 indicates successful operation

	5
	
	Stimulus
	AE2 is requested to send a Retrieve Request for resource <container1Annc> with Result Content set to “original-resource”

	6
	Check

Mca
	Primitive
	· 

	
	
	HTTP


	AE2 sends GET request  containing:
· Request URI <CSE2>/<container1Annc>

· Result Content “original-resource”
· Host : CSE2

Payload:  empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 2

to = <CSEBase>/<containerAnnc>

fr = <AE-ID>

rqi = <Request ID>

rcn = 7 (original-resource)

	7
	Check

Mcc
	Primitive
	

	
	
	HTTP


	CSE2 forwards GET request to CSE1 containing:
· Request URI <CSE1>/<container1>

· Host : CSE1

· Payload:  empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<CSE2-ID>/<CSE1-ID>”
· Payload: 


op = 2

to = <CSE1-ID>/<CSEBase>/<container>

fr = <CSE2-ID>

rqi = <Request ID>

	8
	Check

Mcc
	Primitive 
	

	
	
	HTTP


	CSE1 sends response to CSE2 containing:
· Code = 200
· Payload:  <container1> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<CSE2-ID>/<CSE1-ID>”
· Payload: 


to = <CSE2-ID>

fr = <CSE1-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <container> resource representation)>

	9
	Check

Mca
	Primitive 
	

	
	
	HTTP


	CSE2 forwards response to AE2 containing:
· Code = 200
· Payload:  <container> resource

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE2-ID>/<CSE2-ID>”
· Payload: 


to = <SP-Relative-AE2-ID>

fr = <CSE2-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(retrieved <container> resource representation)>

	10
	
	Verify
	AE2 indicates successful operation


8.2.5.3 Container Update AnnounceTo Attribute

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_XX

	Objective:
	AE announces container to a remote CSE by updating announceTo resource

	Configuration:
	M2M_CFG_03

	References:

	[1] 9.6.26, 10.2.18 

[2] 7.2.3.9

	

	Pre-test conditions:
	· Registrar-CSE is registered to Hosting-CSE

· Resource <container> has been created on Registrar-CSE, and the <container> resource has no announceTo attribute value.
· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Update Request to update the resource.

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains
· Request URI <Registrar-CSE>

· Host : Registrar CSE
· Payload: resource <container>  containing announceTo attribute with value <Hosting-CSE>

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <CSEBase>/<container>

fr = <AE-ID>

rqi = <Request ID>

pc = <Content(<container> resource representation including announceTo attribute value with <Hosting CSE-ID>/<CSEBase>)>

	3
	Check

Mcc
	Primitive 
	

	
	
	HTTP


	Send POST request contains
· Request URI <Hosting-CSE>?rty=cntA
· Host : Hosting-CSE 
· Payload: Resource <containerAnnc> to be created

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Hosting CSE-ID>”
· Payload: 


op = 1

to = <Hosting CSE-ID>/<CSEBase>

fr = <Registrar CSE-ID>

rqi = <Request ID>

pc = <Content(<containerAnnc> resource representation)>

	4
	
	Verify
	Check if possible that the <containerAnnc> resource is created in Hosting-CSE.

	5
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 201
· Content-Location : <Hosting-CSE>/<containerAnnc>

Payload: Created <containerAnnc> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Hosting CSE-ID>”
· Payload: 


to = <Registrar CSE-ID>

fr = <Hosting CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2001)>

pc = <Content(created <containerAnnc> resource representation>

	6
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 200
· Payload: modified <container> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(updated <container> resource representation>

	7
	
	Verify
	AE indicates successful operation

	8
	
	Stimulus
	AE is requested to send an container Update Request (PUT) to update the resource.

	9
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent PUT request contains
· Request URI <Registrar-CSE>

· Host : Registrar CSE
· Payload: resource <container>  containing announceTo attribute with value empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 3

to = <CSEBase>/<container>

fr = <AE-ID>

rqi = <Request ID>

pc = <Content(<container> resource representation including announceTo attribute set as empty(NULL))>

	10
	Check

Mcc
	Primitive 
	

	
	
	HTTP


	Send DELETE request contains
· Request URI <Hosting-CSE>

· Host : Hosting-CSE 
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Hosting CSE-ID>”
· Payload: 


op = 4

to = <Hosting CSE-ID>/<CSEBase>/<containerAnnc>

fr = <Registrar CSE-ID>

rqi = <Request ID>

	11
	
	Verify
	Check if possible that the <containerAnnc> resource is deleted in Hosting-CSE.

	12
	Check Mcc
	Primitive 
	

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 201
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Hosting CSE-ID>”
· Payload: 


to = <Registrar CSE-ID>

fr = <Hosting CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(deleted <containerAnnc> resource representation>

	13
	Check Mca
	Primitive 
	

	
	
	HTTP


	Registrar CSE forwards response to AE containing:
· Code = 200
· Payload: modified <container> (assigned and/or modified attributes)

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(updated <container> resource representation>

	14
	
	Verify
	AE indicates successful operation

	
	
	
	


8.2.5.4 Container Delete AnnounceTo 

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_XX

	Objective:
	AE deletes an container resource and de-announces it from a remote CSE

	Configuration:
	M2M_CFG_03

	References:

	[1] 9.6.26, 10.2.18 

[2] 7.2.3.9

	

	Pre-test conditions:
	· Registrar-CSE is registered to Hosting-CSE

· Resource <container> has been created on Registrar-CSE

· Resource <containerAnnc> has been created in Hosting-CSE

· 

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an container Delete Request

	2
	Check

Mca
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI <Registrar-CSE>/<container>
· Host : Registrar CSE

· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


op = 4

to = <CSEBase>/<container>

fr = <AE-ID>

rqi = <Request ID>

	3
	Check

Mcc
	Primitive 
	

	
	
	HTTP


	Sent DELETE request contains

· Request URI < Hosting-CSE >/<containerAnnc>
· Host : Hosting-CSE
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the request topic “/oneM2M/req/<Registrar CSE-ID>/<Hosting CSE-ID>”
· Payload: 


op = 4

to = <Hosting CSE-ID>/<CSEBase>/<containerAnnc>

fr = <Registrar CSE-ID>

rqi = <Request ID>

	4
	Check

Mcc
	Primitive
	· 

	
	
	HTTP


	Remote CSE sends response to registrar CSE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<Registrar CSE-ID>/<Hosting CSE-ID>”
· Payload: 


to = <Registrar CSE-ID>

fr = <Hosting CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(deleted <containerAnnc> resource representation)>

	5
	Check

Mca
	Primitive
	

	
	
	HTTP


	Registrar CSE sends response to AE containing:
· Code = 200
· Payload: empty

	
	
	CoAP
	

	
	
	MQTT
	Sent a MQTT PUBLISH protocol packet to the response topic “/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar CSE-ID>”
· Payload: 


to = <SP-Relative-AE-ID>

fr = <Registrar CSE-ID>

rqi = <Request ID>


rsc = <Response Status Code(2000)>

pc = <Content(deleted <container> resource representation)>

	6
	
	Verify
	Check if possible that the <containerAnnc> resource is deleted in Hosting-CSE and <container> resource is deleted in Registrar-CSE

	7
	
	Verify
	AE indicates successful operation


----------------------- End of text 1 -----------------------
�Is there payload ???
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