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-----------------------Start of change 1-------------------------------------------

7.1.2.x
CFG_SH_03

The configuration is about device management using external technologies.
This configuration is mapped to cases include:

· AE sends request addressing <mgmtObj> in IN-CSE. IN-CSE then further acts as a Management Server to send management commands to Managed Entity over the mc interface. The management command is defined in OMA DM, BBF TR069 or LWM2M.
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-----------------------End of change 1--------------------------------------------
-----------------------Start of change 2-------------------------------------------
X.6
Management Session between Management Server and Management Client
Before the device management using external technologies, it’s required that a management session has already been established between the Management Server and Management Client. If there is no existing management session, the IN-CSE shall request to establish a management session between the Management Server and Management Client.
-----------------------End of change 2--------------------------------------------

-----------------------Start of change 3-------------------------------------------

8.2.12 <mgmtObj> Test Description

8.2.12.1
<mgmtObj> Create

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_0x

	Objective:
	AE creates a <mgmtObj> resource

	Configuration:
	CFG_SH_03

	References:
	[1] 10.2.8.2

	

	Pre-test conditions:
	· Management Session between Management Server and Management Client

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an <mgmtObj> Create Request to create an <mgmtObj> on IN-CSE.

	2
	Mca
	PRO Check Primitive 
	fr: AE-ID
to: <CSEBase of IN-CSE>/<node of Managed Entity>

op: C

cn: Representation of the <mgmtObj> resource

	
	
	PRO Check HTTP


	Sent POST request contains
· Request URI: <CSEBase of IN-CSE>/<node of Managed Entity>?rty=13
· Host : FQDN or IP address of the IN-CSE
· Payload: xml or json serialization of the cn of the primitive.

	
	
	PRO Check CoAP
	Sent POST request contains

· Method: 0.02 (POST)

· Uri-Host: FQDN or IP address of the IN-CSE
· Uri-Port: IN-CSE port
· Uri-Path: <CSEBase of IN-CSE>/<node of Managed Entity>
· Uri-Query: rty=13
· Payload: xml or json serialization of the cn of the primitive

	
	
	PRO Check MQTT
	

	4
	
	IOP Check
	Check if possible that the <mgmtObj> resource is created in IN-CSE

	5
	mc
	PRO Check Primitive
	N/A

	
	
	PRO Check OMA DM

	Requests to create the corresponding MO using Add DM command.
The mapping of <mgmtObj> and MO can be referenced from 5.3 of TS-0005.

	
	
	PRO Check BBF TR069
	Requests to create the corresponding information model using AddObject RPC.

The mapping of <mgmtObj> and information model or RPC can be referenced from clause 7 of TS-0006.

	
	
	PRO Check OMA LWM2M
	Requests to create the corresponding Objects using Create LWM2M Create operations.

The mapping of <mgmtObj> and Object can be referenced from 6.3 of TS-0005.

	6
	
	IOP Check
	Check if possible that the corresponding MO for OMA DM, information model for BBF TR069 or Object for OMA LWM2M is created on the Managed Entity.

	6
	mc
	PRO Check Primitive 
	N/A

	
	
	PRO Check OMA DM

	Response with status code (200) OK. Details can be found in clause 5.4 TS-0005.

	
	
	PRO Check BBF TR069
	Successful response of the RPC. Details can be found in clause 8.1 TS-0006.

	
	
	PRO Check OMA LWM2M
	Response with status code 2.01 Created. Details can be found in clause 6.4 TS-0005.

	6
	Mca
	PRO Check Primitive 
	· Response Status Code (rsc) = 2001 (CREATED)

· Content (pc) = Serialized Representation of <mgmtObj> resource

	
	
	PRO Check HTTP

	IN-CSE responds to AE containing:
· Code = 201
· Content-Location : <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
· Payload: Created <mgmtObj> (assigned and/or modified attributes)

	
	
	PRO Check CoAP
	IN-CSE responds to AE containing:
· Response Code = 2.01 
· Location-Path: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
· Payload: Created <mgmtObj> (assigned and/or modified attributes)

	
	
	PRO Check MQTT
	

	7
	
	IOP Check
	AE indicates successful operation

	
	
	
	Repeat step 1-7 creating AE resource with short lifetime

	
	
	
	Check the created resource is removed after the expiry of its lifetime

	IOP Verdict
	

	PRO Verdict
	


8.2.12.2
<mgmtObj> Update

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_0x

	Objective:
	AE updates a <mgmtObj> resource

	Configuration:
	CFG_SH_03

	References:
	[1] 10.2.8.4

	

	Pre-test conditions:
	· Management Session between Management Server and Management Client

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an <mgmtObj> Update Request to update an <mgmtObj> on IN-CSE.

	2
	Mca
	PRO Check Primitive 
	fr: AE-ID

to: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
op: U
cn: Representation of the <mgmtObj> resource

	
	
	PRO Check HTTP


	Sent PUT request contains
· Request URI: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
· Host : FQDN or IP address of the IN-CSE
· Payload: xml or json serialization of the cn of the primitive.

	
	
	PRO Check CoAP
	Sent PUT request contains

· Method: 0.03 (PUT)

· Uri-Host: FQDN or IP address of the IN-CSE
· Uri-Port: IN-CSE port
· Uri-Path: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
· Payload: xml or json serialization of the cn of the primitive

	
	
	PRO Check MQTT
	

	4
	
	IOP Check
	Check if possible that the <mgmtObj> resource is updated in IN-CSE

	5
	mc
	PRO Check Primitive
	N/A

	
	
	PRO Check OMA DM

	Requests to update the corresponding MO using Replace DM command.

The mapping of <mgmtObj> and MO can be referenced from 5.3 of TS-0005.

	
	
	PRO Check BBF TR069
	Requests to Update the corresponding information model using SetParameterValues RPC.

The mapping of <mgmtObj> and information model or RPC can be referenced from clause 7 of TS-0006.

	
	
	PRO Check OMA LWM2M
	Requests to Update the corresponding Objects using LWM2M Write operations.

The mapping of <mgmtObj> and Object can be referenced from 6.3 of TS-0005.

	6
	
	IOP Check
	Check if possible that the corresponding MO for OMA DM, information model for BBF TR069 or Object for OMA LWM2M is Updated on the Managed Entity.

	6
	mc
	PRO Check Primitive 
	N/A

	
	
	PRO Check OMA DM

	Response with status code (200) OK. Details can be found in clause 5.4 TS-0005.

	
	
	PRO Check BBF TR069
	Successful response of the RPC. Details can be found in clause 8.1 TS-0006.

	
	
	PRO Check OMA LWM2M
	Response with status code 2.04 Changed. Details can be found in clause 6.4 TS-0005.

	6
	Mca
	PRO Check Primitive 
	· Response Status Code (rsc) = 2004 (UPDATED)

· Content (pc) = Serialized Representation of <mgmtObj> resource

	
	
	PRO Check HTTP

	IN-CSE responds to AE containing:
· Code = 200

· X-M2M-RSC: 2004
· Payload: Updated <mgmtObj> (assigned and/or modified attributes)

	
	
	PRO Check CoAP
	IN-CSE responds to AE containing:
· Response Code = 2.05 
· Payload: Updated <mgmtObj> (assigned and/or modified attributes)

	
	
	PRO Check MQTT
	

	7
	
	IOP Check
	AE indicates successful operation

	
	
	
	Repeat step 1-7 creating AE resource with short lifetime

	
	
	
	Check the Updated resource is removed after the expiry of its lifetime

	IOP Verdict
	

	PRO Verdict
	


8.2.12.3
<mgmtObj> Retrieve

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_0x

	Objective:
	AE retrieves a <mgmtObj> resource

	Configuration:
	CFG_SH_03

	References:
	[1] 10.2.8.3

	

	Pre-test conditions:
	· Management Session between Management Server and Management Client

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an <mgmtObj> Retrieve Request to retrieve an <mgmtObj> on IN-CSE.

	2
	Mca
	PRO Check Primitive 
	fr: AE-ID

to: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
op: R

	
	
	PRO Check HTTP


	Sent GET request contains
· Request URI: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
· Host : FQDN or IP address of the IN-CSE

	
	
	PRO Check CoAP
	Sent GET request contains

· Method: 0.01 (GET)

· Uri-Host: FQDN or IP address of the IN-CSE
· Uri-Port: IN-CSE port
· Uri-Path: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>

	
	
	PRO Check MQTT
	

	4
	
	IOP Check
	Check if possible that the <mgmtObj> resource is retrieved in IN-CSE

	5
	mc
	PRO Check Primitive
	N/A

	
	
	PRO Check OMA DM

	Requests to retrieve the corresponding MO using Get DM command.

	
	
	PRO Check BBF TR069
	Requests to retrieve the corresponding information model using GetParametersValue RPC.

	
	
	PRO Check OMA LWM2M
	Requests to retrieve the corresponding Objects using Retrieve LWM2M Read operation.

	6
	
	IOP Check
	

	6
	mc
	PRO Check Primitive 
	N/A

	
	
	PRO Check OMA DM

	Response with status code (200) OK with the information of the MO. Details can be found in clause 5.4 TS-0005.

	
	
	PRO Check BBF TR069
	Successful response of the RPC with the information about the management related information. Details can be found in clause 8.1 TS-0006.

	
	
	PRO Check OMA LWM2M
	Response with status code 2.05 Content with the information of the Object. Details can be found in clause 6.4 TS-0005.

	6
	Mca
	PRO Check Primitive 
	· Response Status Code (rsc) = 2000 (OK)

· Content (pc) = Serialized Representation of <mgmtObj> resource

	
	
	PRO Check HTTP

	IN-CSE responds to AE containing:
· Code = 200
· Payload: Retrieved <mgmtObj> (assigned and/or modified attributes)

	
	
	PRO Check CoAP
	IN-CSE responds to AE containing:
· Response Code = 2.00 
· Payload: Retrieved <mgmtObj> (assigned and/or modified attributes)

	
	
	PRO Check MQTT
	

	7
	
	IOP Check
	AE indicates successful operation

	
	
	
	Repeat step 1-7 creating AE resource with short lifetime

	
	
	
	Check the retrieved resource is removed after the expiry of its lifetime

	IOP Verdict
	

	PRO Verdict
	


8.2.12.4
<mgmtObj> Delete

	Interoperability Test Description

	Identifier:
	TD_M2M_SH_0x

	Objective:
	AE deletes a <mgmtObj> resource

	Configuration:
	CFG_SH_03

	References:
	[1] 10.2.8.5

	

	Pre-test conditions:
	· Management Session between Management Server and Management Client

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send an <mgmtObj> Delete Request to delete an <mgmtObj> on IN-CSE.

	2
	Mca
	PRO Check Primitive 
	fr: AE-ID

to: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
op: D

	
	
	PRO Check HTTP


	Sent DELETE request contains
· Request URI: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>
· Host : FQDN or IP address of the IN-CSE

	
	
	PRO Check CoAP
	Sent DELETE request contains

· Method: 0.04 (DELETE)

· Uri-Host: FQDN or IP address of the IN-CSE
· Uri-Port: IN-CSE port
· Uri-Path: <CSEBase of IN-CSE>/<node of Managed Entity>/<mgmtObj>

	
	
	PRO Check MQTT
	

	4
	
	IOP Check
	Check if possible that the <mgmtObj> resource is deleted in IN-CSE

	5
	mc
	PRO Check Primitive
	N/A

	
	
	PRO Check OMA DM

	Requests to delete the corresponding MO using Delete DM command.

	
	
	PRO Check BBF TR069
	Requests to delete the corresponding information model using DeleteObject RPC.

	
	
	PRO Check OMA LWM2M
	Requests to delete the corresponding Objects using LWM2M Delete operation.

	6
	
	IOP Check
	Check if possible that the corresponding MO for OMA DM, information model for BBF TR069 or Object for OMA LWM2M is deleted on the Managed Entity.

	6
	mc
	PRO Check Primitive 
	N/A

	
	
	PRO Check OMA DM

	Response with status code (200) OK. Details can be found in clause 5.4 TS-0005.

	
	
	PRO Check BBF TR069
	Successful response of the RPC. Details can be found in clause 8.1 TS-0006.

	
	
	PRO Check OMA LWM2M
	Response with status code 2.02 Deleted. Details can be found in clause 6.4 TS-0005.

	6
	Mca
	PRO Check Primitive 
	· Response Status Code (rsc) = 2004 (DELETED)

	
	
	PRO Check HTTP

	IN-CSE responds to AE containing:
· Status Code = 200
· X-M2M-RSC: 2004

	
	
	PRO Check CoAP
	IN-CSE responds to AE containing:
· Response Code = 2.05 

	
	
	PRO Check MQTT
	

	7
	
	IOP Check
	AE indicates successful operation

	
	
	
	Repeat step 1-7 creating AE resource with short lifetime

	
	
	
	Check the deleted resource is removed after the expiry of its lifetime

	IOP Verdict
	

	PRO Verdict
	


-----------------------End of change 3--------------------------------------------
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