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1
Scope

The present document …
EXAMPLE:
The present document provides the necessary adaptions to the endorsed document.

The Scope shall not contain requirements.

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

Clause 2.1 only shall contain normative (essential) references which are cited in the document itself. These references have to be publicly available and in English.
The following referenced documents are necessary for the application of the present document.
· Use the EX style, enclose the number in square brackets and separate it from the title with a tab (you may use sequence fields for automatically numbering references, see clause A.4: "Sequence numbering") (see example).

EXAMPLE:

[1]
 ETSI TR 102 473: "<Title>". 
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
· Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references).
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABREVIATION1>
<Explanation>

<ABREVIATION2>
<Explanation>

<ABREVIATION3>
<Explanation>

3.4
Acronyms

Acronyms should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Acronym format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4
Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Prerequisites and Test Configurations

5.1
Test Configurations
 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 




6
Test Suite Structure (TSS)
6.1
Structure for oneM2M tests

6.2
Test groups

The test groups are organized in 2 levels. The first level defines the functional entity of oneM2M. The second level defines the common services functions which are represented in oneM2M functional architecture.
6.2.1 Functional Entity Groups

The functional entity groups identify the types of entity which are specified in oneM2M functional architecture(TS-0001).
· AE

· CSE

6.2.2 Common Services Functions Subgroups

The common services functions subgroups identify the general procedures in each common services functions specified in oneM2M functional architecture(TS-0001).
· Registration
· Data Management and Repository
· Subscription and Notification

· Group Management
· Discovery
· Location
· Device Management
· Communication Management and Delivery Handling

· Security

6.3
Test Suite Structure (TSS) for oneM2M

The Test Suite Structure (TSS) for oneM2M will be present as bellow:
· Group 1: AE(AE)
· Subgroup 1.1: Registration(REG)
· Subgroup 1.2: Data Management and Repository(DMR)
· Subgroup 1.3: Subscription and Notification(SUB)
· Subgroup 1.4: Group Management(GMG)
· Subgroup 1.5: Discovery(DIS)
· Subgroup 1.6: Location(LOC)
· Subgroup 1.7: Device Management(DMG)
· Subgroup 1.8: Communication Management and Delivery Handling(CMDH)
· Subgroup 1.9: Security(SEC)
· Group 2: CSE(CSE)
· Subgroup 2.1: Registration(REG)
· Subgroup 2.2: Data Management and Repository(DMR)
· Subgroup 2.3: Subscription and Notification(SUB)
· Subgroup 2.4: Group Management(GMG)
· Subgroup 2.5: Discovery(DIS)
· Subgroup 2.6: Location(LOC)
· Subgroup 2.7: Device Management(DMG)
· Subgroup 2.8: Communication Management and Delivery Handling(CMDH)
· Subgroup 2.9: Security(SEC)
7
Test Purposes (TP)
7.1
Introduction

7.1.1
TP definition conventions

The TP definition is constructed according to Test Suite Structure & Test Purposes(TSS&TP) in Testing Framework(TS-0015).
7.1.2
TP Identifier naming conventions
The identifier of the TP is constructed according to table 7.1.2.-1.
Table 7.1.2.-1: TP naming convention for oneM2M 

	TP/<root>/<gr>/<sgr>/<xx>/<nnn>

	<root> = root
	oneM2M
	oneM2M

	<gr> = group
	AE
	Application Entity

	
	CSE
	Common Services Entity

	<sgr> = sub- group
	REG
	Registration

	
	DMR
	Data Management and Repository

	
	SUB
	Subscription and Notification

	
	GMG
	Group Management

	
	DIS
	Discovery 

	
	LOC
	Location

	
	DMG
	Device Management

	
	CMDH
	Communication Management and Delivery Handling

	
	SEC
	Security

	<xx> = type of testing
	BV
	Valid Behaviour tests

	
	BI
	Invalid Behaviour tests

	<nnn> = sequential number
	
	001 to 999


7.1.3
Rules for the behaviour description

7.1.4
Source of TP definitions

7.1.5
ICS reference

Editor note: the table 7.1.5.-1 and 7.1.5.-2 are for examples and are here for being referenced in the Table 7.1.5.-3: mnemonics for PICS reference. Table 7.1.5.-1 and 7.1.5.-2 should be included in the ICS TS-0017.

Table 7.1.5.-1: Node
	Item
	Name of field
	Reference
	Status
	Support

	1
	ASN (Application Service Node)
	6.1
	o.1
	

	2
	ADN (Application Dedicated Node)
	6.1
	o.1
	

	3
	IN (Infrastructure Node)
	6.1
	o.1
	

	4
	MN (Middle Node)
	6.1
	o.1
	

	o.1: Exactly one item shall be supported


Table 7.1.5.-2: Functional entity type
	Prerequisite: A.1

	Item
	Name of field
	Reference
	Status
	Support

	1
	AE
	5.2.1
	c.1
	

	2
	CSE
	5.2.1
	c.2
	

	c.1: If A.1-1 or A.1-2 then m else o

c.2: If A.1-2 x else m 


Table 7.1.5.-3: Mnemonics for PICS reference

	Mnemonic
	PICS item

	PICS_AE
	A.2/1 [PICS document]

	PICS_CSE
	A.2/2 [PICS document]

	PICS_ASN
	A.1/1 [PICS document]

	PICS_ADN
	A.1/2 [PICS document]

	PICS_IN
	A.1/3 [PICS document]

	PICS_MN
	A.1/4 [PICS document]


7.2
Test Purposes for oneM2M

Editor Note: The following TPs contain some test variables (using upper-case and italic) which will be instantiated during test execution.  

	TP Id
	TP/oneM2M/CSE/REG/BV/001

	Test objective
	Check that the IUT accepts an AE registration (allowed App-ID, C-AE-ID-STEM not provided by AE) 

	Reference
	TS-0001 10.1.1.2.2 - case C, 9.6.19 

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" and

the IUT having a CSEBase resource containing 


a ServiceSubscribedProfile resource containing 



a ServiceSubscribedNode resource containing 




RuleLinks attribute pointing to 





a ServiceSubscribedAppRule resource
containing 






applicableCredIDs attribute set to None and 






allowedApp-IDs attribute indicating APP-ID and






allowedAEs attribute indicating C-AE-ID-STEM
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid CREATE request from AE containing 



Resource-Type set to 2 (AE) and


From set to empty and 



Content <AE> containing 




App-ID attribute set to APP-ID
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 2001 (CREATED)

}
	IUT ( AE


	TP Id
	TP/oneM2M/CSE/REG/02

	Test objective
	Check that the IUT accepts an AE re-registration (allowed App-ID, C-AE-ID-STEM provided by AE) 

	Reference
	TS-0001 10.1.1.2.2 - case d, 9.6.19 

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and


the IUT having a CSEBase resource



containing a ServiceSubscribedProfile resource




containing a ServiceSubscribedNode resource





containing RuleLinks attribute 






pointing to a ServiceSubscribedAppRule resource







containing applicableCredIDs attribute set to None







containing allowedApp-IDs attribute indicating APP-ID






containing allowedAEs attribute indicating C-AE-ID-STEM
}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing Resource-Type set to 2 (AE) and




containing From set to C-AE-ID-STEM and 




containing Content <AE>





containing App-ID attribute set to APP-ID

}

then {


the IUT sends a Response message



containing Response Status Code set to 2001 (CREATED)


}
}


	TP Id
	TP/oneM2M/CSE/REG/03

	Test objective
	Check that the IUT rejects an AE registration (not allowed App-ID) 

	Reference
	TS-0001 10.1.1.2.2 – step 3, 9.6.19

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and


the IUT having a CSEBase resource



containing a ServiceSubscribedProfile resource




not containing a ServiceSubscribedNode resource





containing RuleLinks attribute 






pointing to a ServiceSubscribedAppRule resource







containing applicableCredIDs attribute set to None







containing allowedApp-IDs attribute indicating APP-ID
}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing Resource-Type set to 2 (AE) and




containing Content <AE>





containing App-ID attribute set to APP-ID

}

then {


the IUT sends a Response message



containing Response Status Code set to 4005 (OPERATION_NOT_ALLOWED)


}
}


	TP Id
	TP/oneM2M/CSE/REG/04

	Test objective
	Check that the IUT rejects an AE registration (allowed App-ID, not allowed C-AE-ID-STEM provided by AE) 

	Reference
	TS-0001 10.1.1.2.2 – step 3, 9.6.19 

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and


the IUT having a CSEBase resource



containing a ServiceSubscribedProfile resource




containing a ServiceSubscribedNode resource





containing RuleLinks attribute 






pointing to a ServiceSubscribedAppRule resource







containing applicableCredIDs attribute set to None







containing allowedApp-IDs attribute indicating APP-ID






not containing allowedAEs attribute indicating C-AE-ID-STEM
}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing Resource-Type set to 2 (AE) and




containing From set to C-AE-ID-STEM and 




containing Content <AE>





containing App-ID attribute set to APP-ID

}

then {


the IUT sends a Response message



containing Response Status Code set to 4005 (OPERATION_NOT_ALLOWED)


}
}


	TP Id
	TP/oneM2M/CSE/REG/05

	Test objective
	Check that the IUT accepts an AE registration (allowed App-ID, S-AE-ID-STEM not provided by AE) 

	Reference
	TS-0001 10.1.1.2.2 - case a, 9.6.19 

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and


the IUT having a CSEBase resource



containing a ServiceSubscribedProfile resource




containing a ServiceSubscribedNode resource





containing RuleLinks attribute 






pointing to a ServiceSubscribedAppRule resource







containing applicableCredIDs attribute set to None







containing allowedApp-IDs attribute indicating APP-ID






containing allowedAEs attribute indicating a value








starting with ‘S’ and 








containing wildcard

}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing Resource-Type set to 2 (AE) and




containing From set to empty and 




containing Content <AE>





containing App-ID attribute set to APP-ID

}

then {


the IUT sends a CREATE request message to the IN-CSE



containing Resource-Type set to 10002 (AEAnnc) and



containing From set to ‘/S’ and 




containing Content <AEAnnc>





containing App-ID attribute set to APP-ID




containing nodeLink attribute set to 





containing Labels indicating ‘Credential-ID:None’

}
}


	TP Id
	TP/oneM2M/CSE/CRE/01

	Test objective
	Check that the IUT accepts the creation of a RESOURCE_TYPE resource with resource name not provided by AE 

	Reference
	TS-0001 10.1.1.1

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and

the IUT having registered the AE and


the IUT having a resource PARENT_RESOURCE_ADDRESS


allowing the AE to perform CREATE operation

}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing To set to PARENT_RESOURCE_ADDRESS and



containing Resource-Type set to RESOURCE_TYPE and




containing From set to AE-ID and 




not containing Name attribute and




containing Content RESOURCE_TYPE

}

then {


the IUT sends a Response message 



containing Name and



containing Response Status Code set to 2001 (CREATED)


}
}


	TP Id
	TP/oneM2M/CSE/CRE/02

	Test objective
	Check that the IUT accepts the creation of a RESOURCE_TYPE resource with a non-existing resource name provided by AE

	Reference
	TS-0001 10.1.1.1

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and

the IUT having registered the AE and


the IUT having a resource PARENT_RESOURCE_ADDRESS


allowing the AE to perform CREATE operation and



not containing a child resource



containing Name attribute set to NAME
}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing To set to PARENT_RESOURCE_ADDRESS and



containing Resource-Type set to RESOURCE_TYPE and




containing From set to AE-ID and 




containing Name attribute set to NAME and




containing Content RESOURCE_TYPE

}

then {


the IUT sends a Response message




containing Response Status Code set to 2001 (CREATED)


}
}


	TP Id
	TP/oneM2M/CSE/CRE/03

	Test objective
	Check that the IUT rejects the creation of a RESOURCE_TYPE resource with an existing resource name provided by AE

	Reference
	TS-0001 10.1.1.1

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and

the IUT having registered the AE and


the IUT having a resource PARENT_RESOURCE_ADDRESS


allowing the AE to perform CREATE operation and



containing a child resource



containing Name attribute set to NAME
}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing To set to PARENT_RESOURCE_ADDRESS and



containing Resource-Type set to RESOURCE_TYPE and




containing From set to AE-ID and 




containing Name attribute set to NAME and




containing Content RESOURCE_TYPE

}

then {


the IUT sends a Response message




containing Response Status Code set to 5106  (ALREADY_EXISTS)


}
}


	TP Id
	TP/oneM2M/sCSE/CRE/04

	Test objective
	Check that the IUT rejects the creation of a RESOURCE_TYPE resource when AE has no privileges

	Reference
	TS-0001 10.1.1.1

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions

	with {

the IUT being in the "initial state" and

the IUT having registered the AE and


the IUT having a resource PARENT_RESOURCE_ADDRESS


containing accessControlPolicyIDs attribute pointing to accessControlPolicy resource




containing Privileges attribute





containing accessControlRule 






containing accessControlOriginators indicating ‘all’





containing accessControlOperations not indicating CREATE
}

	Expected behaviour

	ensure that {

when {


the IUT receives a valid CREATE request from AE




containing To set to PARENT_RESOURCE_ADDRESS and



containing Resource-Type set to RESOURCE_TYPE and




containing From set to AE-ID and 




containing Content RESOURCE_TYPE

}

then {


the IUT sends a Response message




containing Response Status Code set to 4103 (ACCESS_DENIED)


}
}


Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, oneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.
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Annexes

Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).

Use the Heading 9 style for the title and the Normal style for the text.
Annex <A> Conformance Test Requirement
A.1
MQTT Protocol Conformance Test Requirement
	Test Items
	TS Chapter
	Obligation
	Condition for 
Optional Item
	Checking point
	Fail condition

	Commonly Repeated Items
	TS-0010, Sec5.1
	Mandatory
	 
	"QoS=1"
	Fail when QoS is other than “1”

	
	TS-0010, Sec5.1
	Mandatory
	 
	"Retain" flag set as "0"
	Fail if DUT sends with “Retain” flag=1

	Connection
Items
	Connect
	TS-0010, Sec6.3
	Mandatory
	 
	Prefix A:: or C:: is added to the ID
	Fail if Prefix A:: or C:: are not added to the ID

	
	
	TS-0010, Sec6.3
	Mandatory
	 
	if Clean session (ex: Retain) flag is 
set  to “False” in CONNECT 
	Fail when clean session is “True” when
 DUT want to be connected

	
	
	TS-0010, Sec6.3
	Mandatory
	 
	if  “Will Flag” is not set in CONNECT 
	Fail when will flag is enabled

	
	Disconnect
	TS-0010, Sec6.3
	Mandatory
	 
	if Clean session (ex: Retain) flag is 
set  to “True” in CONNECT
	Fail when clean session is “False” when
 DUT want to be disconnected

	Subscription Items
	TS-0010, Sec5.1
	Mandatory
	 
	if the message is set to Durable
	Fail is the message is not Durable

	
	TS-0010, Sec6.4.4
	Conditional
	 (for Initial Registration)
when Originator doesn’t knows it’s ID
	if DUT’s  Initial ID assigning 
/oneM2M/reg_req/<originator>/<receiver> oneM2M/reg_resp/<originator>/<receiver>
	Fail if DUT's ID assigning is other than this

	Publish Item
	TS-0010, 
Figure  6.4.5-2
	Conditional
	when Originator knows 
it’s ID
	if DUT’s  Initial ID assigning 
 oneM2M/req/<Originator>/<Receiver> 
	Fail if DUT's ID assigning is other than this

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	When Originator uses 
wild card
	if DUT’s  Initial ID assigning  oneM2M/req/+/<Receiver> 
	Fail if DUT's ID assigning is other than this

	
	MQTT v3.1.1
	Conditional
	 
	if the has proper Primitive contents
 (“op”, “fr”, “to”, “ri”, “pc”, “ty”)
	Fail if any of primitive contents feature wrong

	Reception Item
	TS-0010, 
Figure  6.4.5-2
	Conditional
	when Originator knows 
it’s ID
	if DUT’s  Initial ID assigning 
oneM2M/resp/<Originator>/<Receiver> 
	Fail if DUT's ID assigning is other than this

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	When Originator uses 
wild card
	if DUT’s  Initial ID assigning 
oneM2M/resp/<Originator>/+ 
	Fail if DUT's ID assigning is other than this

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	 
	server Delete received contents properly 
not storing data
	Fail if Receiver stores message

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	 
	If the receiver sends PubACK 
when receives messages
	Fail if the receiver doesn’t send PubACK

	
	MQTT v3.1.1
	Mandatory
	 
	if the has proper Primitive contents
 (“op”, “fr”, “to”, “ri”, “pc”, “ty”)
	Fail if any of primitive contents feature wrong


<PAGE BREAK>
Annex <B>(Informative): TP template
	TP Id
	

	Test objective
	

	Reference
	

	Config Id
	

	PICS Selection
	

	Initial conditions
	

	Expected behaviour
	Test events
	Direction

	
	when {
}
	IUT ( AE

	
	then {
}
	IUT ( AE
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Use the Heading 9 style for the title and B1+ or Normal for the text.

· <Publication>: "<Title>".
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<Publication>: "<Title>".
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Figure � SEQ Figure \* ARABIC �2�. Test configuration 2 (CF02)
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