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1. Introduction
This contribution proposes Interoperability test descriptions for missing ACP verification to be added into the TS-0013.

The clause numbers and the TD identifier names in the following proposal may change when included in to TS-0013. 
2. Proposal
     =================== Start of  1st Part: Proposed Test Descriptions ================
8.1.1.10 Unauthorized operation (Insufficient Access Rights)
	Interoperability Test Description

	Identifier:
	TD_M2M_SH_10

	Objective:
	AE delete request is rejected after access rights verification using retargeting.

	Configuration:
	M2M_CFG_03

	References:
	[2] 7.3.1.2

	

	Pre-test conditions:
	· An <accessControlPolicy> resource with name {ACPName} has been created in remote hosting CSE, not allowing delete operation.

· AE has created an <AE> resource on registrar CSE with name {AEName}

· AE has created a <container> sub-resource in the <AE> resource  with name {containerName} and having as accessControlPolicy-ID the ID of the remote <accessControlPolicy> .

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a Request to delete the <container> resource from the registrar CSE.

	2
	Mca
	PRO Check Primitive
	· op = 4 (Delete)

· to =  {Registrar CSEBaseName}/{AEName}/{containerName}

· fr = AE-ID

· rqi = (token-string)

· pc = empty

	
	
	PRO Check HTTP


	Sent request contains

· Request method = DELETE

· Request-Target: {Registrar CSEBaseName}/{AEName}/{containerName}

· Host: IP address or the FQDN of Registrar CSE
· X-M2M-RI:  (token-string)

· X-M2M-Origin:  AE-ID

· Message-body: empty

	
	
	PRO Check CoAP
	Sent request contains

· Method: 0.04 (DELETE)

· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {Registrar CSEBaseName}/{AEName}/{containerName}
· oneM2M-FR: AE-ID
· oneM2M-RQI: (token-string)
· Payload: empty

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: “/oneM2M/req/<AE-ID>/<Registrar CSE-ID>”
Payload: 

· op = 4 (Delete)

· to =  {Registrar CSEBaseName}/{AEName}/{containerName}

· fr = AE-ID

· rqi = (token-string)

· pc = empty

	3
	
	IOP Check
	· Check if possible that a request is sent by the registrar CSE to the Hosting CSE to retrive the corresponding remote <accessControlPolicy> resource.

	4
	Mcc
	PRO Check Primitive 
	Sent request contains

· op = 2 (Retrieve)

· to =  {Hosting CSEBase Name}/{ACPname}

· fr = Registrar CSE-ID

· rqi = (token-string)

· pc = empty

	
	
	PRO Check HTTP


	Sent request contains

· Request method = GET

· Request-Target: {Hosting CSEBase Name}/{ACPname}
· Host: IP address or the FQDN of Hosting CSE

· X-M2M-RI:  (token-string)

· X-M2M-Origin:  Registrar CSE-ID
· Message-body: empty

	
	
	PRO Check

CoAP
	Sent request contains

· Method: 0.01 (GET)

· Uri-Host: IP address or the FQDN of Hosting CSE

· Uri-Path: {Hosting CSEBase Name}/{ACPname}
· oneM2M-FR: Registrar CSE-ID
· oneM2M-RQI: (token-string)

· Payload: empty

	
	
	PRO Check

MQTT
	Sent MQTT PUBLISH message:

Topic: “/oneM2M/req/<Registrar CSE-ID>/<Hosting CSE-ID>”

Payload: 

· op = 2 (Retrieve)

· to =  {Hosting CSEBase Name}/{ACPname}
· fr = Registrar CSE-ID
· rqi = (token-string)

· pc = empty

	5
	
	IOP Check
	· Check if possible that the response is sent by the hosting CSE to the registrar CSE.

	6
	Mcc
	PRO Check Primitive 
	Hosting CSE sends response containing:

· rsc = 2000 (OK)

· rqi = (token-string) same as received in request message

· pc = Serialized representation of <accessControlPolicy> resource

	
	
	PRO Check HTTP


	Hosting CSE sends response containing:
· Status Code = 200 (OK)

· X-M2M-RSC: 2000 
· X-M2M-RI:  (token-string) same as received in request message

· Content-Type:  application/vnd.onem2m-res+xml  or application/vnd.onem2m-res+json
· Message-body: Serialized representation of <accessControlPolicy> resource

	
	
	PRO Check CoAP
	Hosting CSE sends response containing:
· Response Code = 2.05 

· oneM2M-RSC: 2000

· oneM2M-RQI: (token-string) same as received in request message
· Content-format:  application/vnd.onem2m-res+xml  or application/vnd.onem2m-res+json

· Payload: Serialized representation of <accessControlPolicy> resource

	
	
	MQTT
	Sent MQTT PUBLISH message:

Topic: “/oneM2M/resp/<Registrar CSE-ID>/<Hosting CSE-ID>”
Payload: 
· to = Registrar CSE-ID

· fr = Hosting CSE-ID

· rsc = 2000 (OK)

· rqi = (token-string) same as received in request message

· pc = Serialized representation of <accessControlPolicy> resource

	7
	
	IOP Check
	· Check if possible that an access denied error response is sent by registrar CSE to AE

	6
	Mca
	PRO Check Primitive
	Registrar CSE sends response containing:

· rsc = 4103 (ACCESS_DENIED)
· rqi = (token-string) same as received in request message

pc = empty

	
	
	PRO Check HTTP


	Registrar CSE sends response containing:
· Status Code = 403 (Forbidden) 
· X-M2M-RSC: 4103 
· X-M2M-RI:  (token-string) same as received in request message
· Message-body: empty

	
	
	PRO Check CoAP
	Registrar sends response containing:
· Response Code = 4.03 (Forbidden)

· oneM2M-RSC: 4103 

· oneM2M-RQI: (token-string) same as received in request message
· Payload: empty

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: “/oneM2M/resp/<AE-ID>/<Registrar CSE-ID>”
Payload: 
· to = AE-ID

· fr = Registrar CSE-ID

· rsc = <Response Status Code(4103, ACCESS_DENIED>

· rqi = (token-string) same as received in request message

· pc = empty

	
	
	IOP Check
	Check if possible that the <container> resource has not been deleted.

	7
	
	IOP Check
	AE indicates unsuccessful operation (Delete error – no privilege)
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