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Introduction
In the Application Develop Guide_0_1_3, Figure 7.2.1-1: Registration phase call flows shows that registration of ADN-AE1 and ADN-AE2 takes place before the creation of Access Control Policy by MN-AE. In section 8.7.3, ACP with ACP ID ‘acp-805496226’ is created by MN-AE. In sections 8.7.4.1 and 8.7.4.2, the same ACP ID is used during registration. However, the registration is supposed to have taken place before creation of ACP so the ACP ID was not available at the time of registration.
This CR proposes that registration of ADN-AE1 and ADN-AE2 be done without accessControlPolicyIDs attribute and MN-AE should update accessControlPolicyIDs attribute of ADN-AE1 and ADN-AE2 after MN-AE has created the Access Control Policy. 
-----------------------Start of change 1-------------------------------------------
7.2.1 
Application registration and Access control policy creation
 Call flows regarding the registration phase depicted in figure 7.2.1-1 are ordered as follows:
1 

Gateway (MN-CSE) registers with the oneM2M service platform (IN-CSE).

2 

Gateway application (MN-AE) registers with the gateway (MN-CSE).

3 

Light applications (ADN-AE1 and ADN-AE2) register with the gateway (MN-CSE).

4 

Smartphone application (IN-AE) registers with the oneM2M service platform (IN-CSE) and then IN-CSE announces the smartphone application resource (IN-AE) to the gateway (MN-CSE).

5 

Gateway application (MN-AE) discovers the smartphone application (IN-AE) from gateway (MN-CSE) with specific filter criteria. The discovered IN-AE could be granted to access to the remote light control service containers.
6 

Gateway application (MN-AE) creates an accessControlPolicy resource granting all the entities playing roles in the current use case including ADN-AE1, ADN-AE2, MN-AE and IN-AE could access to the created container and content instance resources.
7       Gateway application (MN-AE) updates accessControlPolicyIDs attribute of ADN-AE1 and ADN-AE2 with Access Control Policy ID returned in response to Create ACP request. 
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Figure 7.2.1-1: Registration phase call flows
-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2-------------------------------------------
8.6.2 
Home gateway application (MN-AE)
The home gateway application is modelled as a MN-AE which charges to

· initialize the home gateway device, 
· create access control policy resource acp1 in the MN-CSE,
· update <acpi> of ADN-AE1 and ADN-AE2 with acp1 ID
· register the home gateway application with MN-CSE,
· create the group resources with access control policy acp1 in the MN-CSE,

· discover device applications registered with the MN-CSE and group member resources located in the MN-CSE, and

· display all lights’ states.

-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3-------------------------------------------
8.7.3 
Access control policy creation
When user creates the access control policy resource, user has to clearly specify the name of accessControlOriginator in acor field and the granted operations for the access control originator in the acop field. 

The value of acop is set to 63 which indicates that the specified originator is granted to conduct CREATE, RETRIEVE, UPDATE, DELETE, DISCOVERY,and NOTIFY operations. 

The creation of access control policy resource acp1 in MN-CSE could be implemented following procedure as below.
HTTP Request:

POST /~/mn-cse/home_gateway?rcn=0 HTTP/1.1
Host: http://mn.provider.com:8080
X-M2M-Origin: /mn-cse/Cgateway_ae
Content-Type: application/vnd.onem2m-res+xml;ty=1
X-M2M-RI: mncse/62948
<m2m:acp xmlns:m2m="http://www.onem2m.org/xml/protocols" rn=”gateway_acp”>

   <pv>

<acr>
            <acor>/in-cse/home_gateway /mn-cse/Cgateway_ae /mn-cse/Clight_ae1 /mn-cse/Clight_ae2 /in-cse/Csmartphone_ae</acor>
            <acop>63</acop>
        </acr>
    </pv>

<pvs>
        <acr>
            <acor>/in-cse/home_gateway /mn-cse/Cgateway_ae /mn-cse/Clight_ae1 /mn-cse/Clight_ae2 /in-cse/Csmartphone_ae</acor>
            <acop>55</acop>
        </acr>
    </pvs>

</m2m:acp>
HTTP Response:
201 Created
X-M2M-RSC: 2001

X-M2M-RI: mncse/62948

Content-Location: /mn-cse/acp-805496226

The access control policy resource can be used to grant those applications that are registered with MN-CSE the access rights to conduct specific operations and access to specific resources. The list of applications could be obtained with a discovery procedure using filter criteria conditions. For more details about the discovery procedure, please go to clause  8.7.9. Here it is required that the list of applications registered with MN-CSE before creating the access control policy resource has already been discovered.
8.7.4 
Application entities registration
8.7.4.1
Light application ADN-AE1

The registration of ADN-AE1 with MN-CSE could be implemented following procedure as below. Note that the access control policy Identifier (unstructured CSE-relative resourceID) which is assigned to ADN-AE1 is /mn-cse/acp-805496226.
HTTP Request:

POST /~/mn-cse/home_gateway?rcn=0 HTTP/1.1
Host: http://mn.provider.com:8080
X-M2M-Origin: /C
Content-Type: application/vnd.onem2m-res+xml;ty=2
X-M2M-RI: mncse/92345

<?xml version="1.0" encoding="UTF-8"?>

<m2m:ae xmlns:m2m="http://www.onem2m.org/xml/protocols" rn=”light_ae1”>

<api>A01.com.company.lightApp1</api>  
  <rr>TRUE</rr>
  <poa>http://192.168.0.10:9090</poa>

</m2m:ae>
HTTP Response:

201 Created

X-M2M-RSC: 2001

X-M2M-RI: mncse/92345

Content-Location: /mn-cse/ae-CAE340304071

8.7.4.2
Light application ADN-AE2
The registration of ADN-AE2 with MN-CSE could be implemented following procedure as below. Note that the access control policy Identifier (unstructured CSE-relative resourceID) which is assigned to ADN-AE2 is /mn-cse/acp-805496226.
HTTP Request:

POST /~/mn-cse/home_gateway?rcn=0 HTTP/1.1
Host: http://mn.provider.com:8080
X-M2M-Origin: /C
Content-Type: application/vnd.onem2m-res+xml;ty=2
X-M2M-RI: mncse/18346

<?xml version="1.0" encoding="UTF-8"?>

<m2m:ae xmlns:m2m="http://www.onem2m.org/xml/protocols" rn=”light_ae2”>

<api>A01.com.company.lightApp2</api>

<rr>TRUE</rr>
<poa>http://192.168.0.20:9090</poa>


</m2m:ae>
HTTP Response:

201 Created
X-M2M-RSC: 2001

X-M2M-RI: mncse/18346

Content-Location: /mn-cse/ae-CAE340304042

-----------------------End of change 3---------------------------------------------
-----------------------Start of change 4-------------------------------------------
8.7
Implementation Procedures

8.7.13 
Update Application Entities
8.7.13.1
Light application ADN-AE1
The accessControlPolicyIDs attribute of ADN-AE1 is updated by MN-AE.
HTTP Request:

PUT /~/mn-cse/home_gateway/light_ae1?rcn=0 HTTP/1.1
Host: http://mn.provider.com:8080
X-M2M-Origin: /mn-cse/Cgateway_ae
Content-Type: application/vnd.onem2m-res+xml
X-M2M-RI: mncse/76906 

<?xml version="1.0" encoding="UTF-8"?>

<m2m: atrl xmlns:m2m=http://www.onem2m.org/xml/protocols>

 <atr>

        <nm>acpi</nm>

        <val>acp-805496226</val>

    </atr>
</m2m: atrl>
HTTP Response:

200 OK
X-M2M-RSC: 2004
X-M2M-RI: mncse/76906
8.7.13.2
Light application ADN-AE2
The accessControlPolicyIDs attribute of ADN-AE2 is updated by MN-AE.
HTTP Request:

PUT /~/mn-cse/home_gateway/light_ae2?rcn=0 HTTP/1.1
Host: http://mn.provider.com:8080
X-M2M-Origin: /mn-cse/Cgateway_ae
Content-Type: application/vnd.onem2m-res+xml
X-M2M-RI: mncse/62949

<?xml version="1.0" encoding="UTF-8"?>

<m2m: atrl xmlns:m2m=http://www.onem2m.org/xml/protocols>

 <atr>

        <nm>acpi</nm>

        <val>acp-805496226</val>

    </atr>
</m2m: atrl>
HTTP Response:

200 OK
X-M2M-RSC: 2004
X-M2M-RI: mncse/62949
-----------------------End of change 4---------------------------------------------
-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
2.2
Informative references
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror crs been posted?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
MN-AE updates accessControlPolicyIDs attribute of ADN-AE1 and ADN-AE2 
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