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1. Introduction

This contribution introduces security test cases to the InterOperability Session #2.
================ Start of  1st  Change ==================
2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M TS-0001: "Functional Architecture" V1.6.1
[2]
oneM2M TS-0004: "Service Layer Core protocol Specification”  V1.3.0
[3]
oneM2M TS-0008: "CoAP Protocol Binding" V1.1.0
[4]
oneM2M TS-0009: "HTTP Protocol Binding" V1.2.0.

[5]
oneM2M TS-0010: "MQTT Protocol Binding" V1.2.0.
[6]
oneM2M TS-0015: "Testing Framework"
[7]
oneM2M TS-0011: "Common Terminology"

[8]
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[9]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing”

[10]
oneM2M TS-0005: "Management Enablement (OMA)"

[11]
oneM2M TS-0006: "Management Enablement (BBF)"
[12]
oneM2M TS-0003: “Security Solutions” V1.3.0
================ End of  1st  Change ==================
================ Start of  2nd  Change ==================
8.4 8.3.3 Secure AE Registration 
8.4.1  PSK Security Association Establishment Framework
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_XX

	Objective:
	AE uses Provisioned Symmetric Key Security Association Establishment Framework to enable mutual authentication with the Registrar CSE. Registrar CSE performs AE authorization check on incoming AE registration request.

	Configuration:
	M2M_CFG_01

	References:
	[12] 8.2.2.1 

[1] 9.6.29,9.6.19,9.16.20

	

	Pre-test conditions:
	· AE and Registrar CSE are pre-Provisioned with Kpsa = 123456,KpsaId = test@onem2m.com and Cipher Suites = TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_PSK_WITH_AES_128_CCM_8
· Registrar CSE is provisioned with Service Subscribed Profile and Service Subscribed Node Resources.

·  Service Subscribed Node contains csi <Registrar CSE-ID> and rlk < URI of serviceSubscribedAppRule > attributes. 
· Registrar CSE is configured with <serviceSubscribedAppRule> resource having a CredentialD, APP-ID and AE-ID with the following values:

<m2m:asar rn="asar">

<aci>00-test@onem2m.com</aci>

<aai>APP01</aai>

<aae>AE-ID</aae>

</m2m:asar>

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE  is requested to send a primitive to the Registrar CSE

	2
	Mca
	PRO Check Primitive 
	Security Association Establishment



	
	
	PRO Check TCP


	TLS Handshake

· Cipher Suite:TLS_PSK_WITH_AES_128_CBC_SHA256

· Version: TLS v1.2

· KpsaId = test@onem2m.com

	
	
	PRO Check UDP
	DTLS Handshake

· Cipher Suite:TLS_PSK_WITH_AES_128_CCM_8

· Version: DTLS v1.2

· KpsaId =  test@onem2m.com

	3
	
	IOP Check
	Check if possible that Handshake was successful

	2
	Mca
	PRO Check Primitive 
	· op = 1 (Create)

· to =  {CSEBaseName}

· fr = AE-ID
· rqi = (token-string)

· ty = 2 (AE)
· pc = Serialized representation of <AE> resource

	
	
	PRO Check HTTP 


	Sent request contains

· Request method = POST

· Request-Target:{CSEBaseName}

· Host: IP address or the FQDN of Registrar CSE
· X-M2M-RI:  (token-string)

· X-M2M-Origin:  AE-ID
· Content-Type:  application/vnd.onem2m-res+xml; ty=2   or  application/vnd.onem2m-res+json; ty=2

· Message-body: Serialized representation of <AE> resource

	
	
	PRO Check CoAP
	Sent request contains

· Method: 0.02 (POST)

· Uri-Host: IP address or the FQDN of Registrar CSE

· Uri-Path: {CSEBaseName}

· Content-type: application/vnd.onem2m-res+xml  or  application/vnd.onem2m-res+json

· oneM2M-TY: 2

· oneM2M-FR: AE-ID

· oneM2M-RQI: (token-string)

· Payload: Serialized representation of <AE> resource

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: “/oneM2M/req/<AE-ID>/<Registrar CSE-ID>”
Payload: 

· op = 1 (Create)

· to =  {CSEBaseName}

· fr = AE-ID
· rqi = (token-string)

· ty = 2 (AE)
· pc = Serialized representation of <AE> resource

	3
	
	IOP Check
	Check that APP-ID, AE-ID, Credential ID are in <serviceSubscribedAppRule>

Check if possible that the <AE> resource is created in registrar CSE.

	4
	Mca
	PRO Check Primitive
	· rsc = 2001 (CREATED)

· rqi = (token-string) same as received in request message

· pc = Serialized representation of <AE> resource

	
	
	PRO Check HTTP


	Registrar CSE sends response containing:
· Status Code = 201 (OK)
· X-M2M-RSC: 2001 
· X-M2M-RI:  (token-string) same as received in request message

· Content-Location: URI of the created AE resource.
· Content-Type:  application/vnd.onem2m-res+xml  or application/vnd.onem2m-res+json

· Message-body: Serialized representation of <AE> resource

	
	
	PRO Check CoAP
	
Registrar sends response containing:

· Response Code = 2.01 
· oneM2M-RSC: 2001

· oneM2M-RQI: (token-string) same as received in request message
· Location-Path: URI of the created AE resource
· Payload: Serialized representation of <AE> resource

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: “/oneM2M/resp/<AE-ID>/<Registrar CSE-ID>”
Payload: 

· to = AE-ID

· fr = Registrar CSE-ID

· rsc = 2001 (CREATED)

· rqi = (token-string) same as received in request message

· pc = Serialized representation of <AE> resource

	5
	
	IOP Check
	AE indicates successful operation

	IOP Verdict
	

	PRO Verdict
	


================ End of  2nd  Change ==================
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