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-----------------------Start of change 1-------------------------------------------

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
·  
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[i.2]
ISO/IEC 9646 (all parts):  "Information technology - Open Systems Interconnection – Conformance testing methodology and framework".
[i.3]
ETSI EG 202 237: "Methods for Testing and Specification (MTS); Internet Protocol Testing (IPT); Generic approach to interoperability testing".
[i.4]
ETSI ES 201 873-1: "Methods for Testing and Specification (MTS); The Testing and Test Control Notation version 3; Part 1: TTCN-3 Core Language".

[i.5]
oneM2M TS-0001: “Functionnal Architecture”.
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

3
Definitions and abbreviations







3.2
Abbreviations







For the purposes of the present document, the terms and definitions given in oneM2M TS-0001 [i.4] and the following apply:

API
Application Programming Interface
APT
Abstract Protocol Tester
ATS
Abstract Test Suite

CoAP
Constrained Application Protocol

EUT
Equipment Under Test
FQDN
Fully Qualified Domain Name

HTTP
HyperText Transfer Protocol

IFS
Interoperable Features Statement

IUT
Implementation Under Test

IWF
InterWorking Function
JSON
JavaScript Object Notation
MMI
Man-Machine Interface
MQTT
Message Queue Telemetry Transport
PICS
Protocol Implementation Conformance Statement 

QE
Qualified Equipment

SUT
System Under Test
TC
Test Case

TCP
Transmission Control Protocol
TD
Test Description
TP
Test Purpose

TSS
Test Suite Structure
TTCN-3
Testing and Test Control Notation version 3
UDP
User Datagram Protocol
URI
Uniform Resource Identifier
XML
eXtensible Markup Language









-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

5
Introduction to the oneM2M testing methodology 

The present document provides:

· Identification of the implementations under test (IUT) for conformance testing and the device under test (DUTs) for interoperability, i.e. answering the question "what is to be tested".

· Definition of the applicable test procedures, i.e. answering the question "how is to be tested".

· Definition of the procedure for development of test specifications and deliverables (for instance: TSS&TP, TP proforma, TTCN-3 test suite and documentation) .
Figure 1 illustrates the oneM2M testing framework and the interactions with oneM2M base standards and test specifications. The oneM2M testing framework is based on concepts defined in ISO 9646 [i.2], TTCN-3 [i.4] , EG 202 237 [i.3].

[image: image4.png][image: image1]
The test specifications are usually developed for a single base protocol standard or for a coherent set of standards. As such, it is possible to follow the methodology specified for conformance test development in ISO/IEC 9646-1 [i.2] without much difficulty. However, oneM2M testing requirements are, in many cases, distributed across a wide range of documents and, thus, an adaptation of the ISO/IEC 9646 [i.2] approach to test development is necessary. Also, for readability, consistency and to ease reusability of TTCN-3 code it is necessary to apply some guidelines on the use of TTCN-3.

It is this approach that is referred to as the "oneM2M testing framework".

As its name implies, the framework is oriented towards the production of Test specifications. The oneM2M testing Framework comprises:

· a documentation structure:

· catalogue of capabilities/features/functions (PICS or IFS)
· Test Suite Structure (TSS)
· Test Purposes
· Conformance 

· Interoperability

· a methodology linking the individual elements of a test specification together:

· style guidelines and examples;

· naming conventions; 

· a structured notation for TP;

· guidelines on the development of TTCN-3 Test Cases (TCs);

· guidelines on the use of tabulated English Test Descriptions (TDs).

-----------------------End of change 3-------------------------------------------

-----------------------Start of change 4-------------------------------------------

6.3.2.2
Test Suite Structure

Defining the test suite structure consists of grouping the test purposes according to different criteria like for instance:

· The functional groups and sub-groups of procedures in the base standard, from which the requirement of the test purpose is derived.

· The category of test applying to the test purposes, for instance:

· valid behaviour test;

· invalid behaviour test;

· timer test;

· etc.

Usually the identification of the different functional groups of procedures leads to the definition of the top levels of the TSS. Then further levels at the bottom of the TSS is used to group test purposes belonging to the same type of test.

Table 6.3.2.2-1 shows an example of a two level TSS used in the TSS&TP for the oneM2M system.

Table 6.3.2.2-1: Example of test suite structure for oneM2M system


	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	TP/<root>/<gr>/<sgr>/<xx>/<nnn>

	<root> = root
	oneM2M
	oneM2M

	<gr> = group
	AE
	Application Entity

	
	CSE
	Common Services Entity

	<sgr> = sub- group
	REG
	Registration

	
	DMR
	Data Management and Repository

	
	SUB
	Subscription and Notification

	
	GMG
	Group Management

	
	DIS
	Discovery 

	
	LOC
	Location

	
	DMG
	Device Management

	
	CMDH
	Communication Management and Delivery Handling

	
	SEC
	Security

	<xx> = type of testing
	BV
	Valid Behaviour tests

	
	BI
	Invalid Behaviour tests

	<nnn> = sequential number
	
	001 to 999


-----------------------End of change 4-------------------------------------------

-----------------------Start of change 5-------------------------------------------

6.3.2.3
Test Purpose

A test purpose is an informal description of the expected test behaviour. As such it is written in prose.
When needed to clarify the TP, it is helpful to add some graphical presentations, mainly tables, and include message sequence charts.
In order to increase the readability of the TP, the following two recommendations should be followed:

· Each TP should be presented in a table, containing two main parts:

· The TP header, which contains the TP identifier, the TP objective and the external references (ICS, and base standard).

· The behaviour part, which contains the test behaviour description. This part can be optionally divided in the three following parts, in order to increase the readability:

· the initial conditions;

· the expected behaviour;

· the final conditions.

· The prose describing the test behaviour (including initial and final conditions) should follow some rules, as for instance the use of reserved keywords and syntax.

Table 6.3.2.3-1: TP pro-forma template 

	
	

	
	

	
	

	
	

	

	

	

	

	

	


	TP Id
	

	Test objective
	

	Reference
	

	Config Id
	

	PICS Selection
	

	Initial conditions
	

	Expected behaviour
	Test events
	Direction

	
	when {
}
	IUT ( AE

	
	then {
}
	IUT ( AE


Table 6.3.2.3-2: Description of the fields of the TP pro-forma

	TP Header

	TP ID
	The TP ID is a unique identifier. It shall be specified according to the TP naming conventions defined in the above clause.

	Test objective
	Short description of test purpose objective according to the requirements from the base standard.

	Reference
	The reference indicates the clauses of the reference standard specifications in which the conformance requirement is expressed.

	ICS selection
	Reference to the ICS statement involved for selection of the TP. Contains a Boolean expression.

	TP Behaviour

	Initial conditions
	The initial conditions defines in which initial state the IUT has to be to apply the actual TP. In the corresponding Test Case, when the execution of the initial condition does not succeed, it leads to the assignment of an Inconclusive verdict.

	Expected behaviour
(TP body)
	Definition of the events, which are parts of the TP objective, and the IUT are expected to perform in order to conform to the base specification. In the corresponding Test Case, Pass or Fail verdicts can be assigned there.

	Final conditions
	Definition of the events that the IUT is expected to perform or shall not perform, according to the base standard and following the correct execution of the actions in the expected behaviour above. In the corresponding Test Case, the execution of the final conditions is evaluated for the assignment of the final verdict.


Defining the initial and final conditions, separately from the expected behaviour, makes the reading of the TP easier and avoid misinterpretations.

The "expected behaviour", which matches the events corresponding to the TP objective, can also be named "TP body", which is similar to the "test case body" in an abstract test suite (ATS).


-----------------------End of change 5-------------------------------------------

-----------------------Start of change 6-------------------------------------------

6.3.2.3.1
TP identifier

The TP identifier identifies uniquely the test purposes. In order to ensure the uniqueness of the TP identifier, it follows a naming convention.

The more useful and straightforward naming convention consists of using the test suite structure, to form the first part of the TP identifier. Then the final part consists of a number to identify the TP order within a TP group.

Table y shows an example of TP naming convention applying to the TSS described in table x. 

The TP identifier is formed by the abbreviation "TP", followed by abbreviation representing the group of the following TSS levels, ending with a number representing the TP order. Each field of the TP identifier is separated by a "/".

Table 6.3.2.3.1-1: Example of TP naming convention for oneM2M 

	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	TP/<root>/<gr>/<sgr>/<xx>/<nnn>

	<root> = root
	oneM2M
	oneM2M

	<gr> = group
	AE
	Application Entity

	
	CSE
	Common Services Entity

	<sgr> = sub- group
	REG
	Registration

	
	DMR
	Data Management and Repository

	
	SUB
	Subscription and Notification

	
	GMG
	Group Management

	
	DIS
	Discovery 

	
	LOC
	Location

	
	DMG
	Device Management

	
	CMDH
	Communication Management and Delivery Handling

	
	SEC
	Security

	<xx> = type of testing
	BV
	Valid Behaviour tests

	
	BI
	Invalid Behaviour tests

	<nnn> = sequential number
	
	001 to 999




A TP identifier, following the TP naming convention of the table could be for instance TP/oneM2M/CSE/DMR/BV/001.

The TP numbering uses two digits for presentation, and starts with 01 rather than with 00. Exceeding 99 TPs per group is not recommended. In such a case, it is rather recommended to create sub-groups, in order to keep clarity in the Test Suite Structure. 
-----------------------End of change 6-------------------------------------------

-----------------------Start of change 7-------------------------------------------

6.3.2.3.4
ICS selection

The ICS selection row contains a Boolean expression, made of ICS parameters. It is recommended to use ICS acronym, which clearly identify the role of the ICS.

A mapping table is included in the TP document to link the ICS acronym with its corresponding reference in the ICS document. 
Table 6.3.2.3.4-1: Example of pre-defined keywords for ICS

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	


	Mnemonic
	ICS item

	PICS_REGISTRATION
	A.5.2. 1/1 [ICS document]

	PICS_DATA_MGMT
	A.5.2. 1/2 [ICS document]

	
	

	PICS_AE
	A.2/1 [ICS document]

	PICS_CSE
	A.2/2 [ICS document]

	PICS_ASN
	A.1/1 [ICS document]

	PICS_ADN
	A.1/2 [ICS document]

	PICS_IN
	A.1/3 [ICS document]





-----------------------End of change 7-------------------------------------------

-----------------------Start of change 8-------------------------------------------

Table 6.3.2.3.5-2: TP example for oneM2M 
	
	

	
	

	
	

	
	

	

	

	

	



	TP Id
	TP/oneM2M/CSE/DMR/RET/BO/002

	Test objective
	Check that the IUT responds with an error when the AE tries to retrieve the resource TARGET_RESOURCE_ADDRESS which does not exist

	Reference
	TS-0001 10.1.2 - item 13) 

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"

and the IUT having registered the AE 


and the IUT not having created a resource TARGET_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request from AE containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and


no Content attribute

}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4004 (NOT_FOUND)
 }
	IUT ( AE


-----------------------End of change 8-------------------------------------------

-----------------------Start of change 9-------------------------------------------
6.3.3.3
Test configurations

The test suite uses test configurations in order to cover the different test scenarios.

In following 2 examples, the IUT is tested by the test system simulating an AE in CF01 (no hop configuration) or an AE and a CSE in a CF02 (single hop configuration)

 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 




6.3.3.4
ATS Conventions



6.3.3.4.1
Importing XSD definition

The oneM2M set of standards uses XSD for the definition of the message types. The process for using XSD data types and values in TTCN-3 modules consists of importing the existing XSD productions. For this purpose, the TTCN-3 "import from" statement should be used, in association with the "language" statement. 


6.3.3.4.2
The TTCN-3 naming conventions

TTCN-3 core language contains several types of elements with different rules of usage. Applying naming conventions aims to enable the identification of the type when using specific identifiers according to the type of element.

For instance, a variable declared in a component has different scoping rules than a local variable declared in a test case. Then identifiers of component variables are different from identifiers of local variables, in order to recognize which type of variable the identifier belongs to.

Furthermore, applying naming conventions maintains the consistency of the TTCN-3 code across the test suites, and thus increase the readability for multiple users and ease the maintenance.
	Language element
	Naming convention
	Prefix
	Example identifier

	Module
	Use upper-case initial letter
	none
	OneM2M_Templates

	Group within a module
	Use lower-case initial letter
	none
	messageGroup

	Data type
	Use upper-case initial letter
	none
	SetupContents

	Message template
	Use lower-case initial letter
	m_
	m_setupInit

	Message template with wildcard or matching expression
	Use lower-case initial letters
	mw_
	mw_anyUserReply

	Signature template
	Use lower-case initial letter
	s_
	s_callSignature

	Port instance
	Use lower-case initial letter
	none
	signallingPort

	Test component instance
	Use lower-case initial letter
	none
	userTerminal

	Constant
	Use lower-case initial letter
	c_
	c_maxRetransmission

	Constant (defined within component type)
	Use lower-case initial letter
	cc_
	cc_minDuration

	External constant
	Use lower-case initial letter
	cx_
	cx_macId

	Function
	Use lower-case initial letter
	f_
	f_authentication()

	External function
	Use lower-case initial letter
	fx_
	fx_calculateLength()

	Altstep (incl. Default)
	Use lower-case initial letter
	a_
	a_receiveSetup()

	Test case
	Use a naming convention
	TC_
	TC_COR_0009_47_ND

	Variable (local)
	Use lower-case initial letter
	v_
	v_macId

	Variable (defined within a component type)
	Use lower-case initial letters
	vc_
	vc_systemName

	Timer (local)
	Use lower-case initial letter
	t_
	t_wait

	Timer (defined within a component)
	Use lower-case initial letters
	tc_
	tc_authMin

	Module parameters for PICS
	Use all upper case letters
	PICS_
	PICS_DOOROPEN

	Module parameters for other parameters
	Use all upper case letters
	PX_
	PX_TESTER_STATION_ID

	Formal Parameters
	Use lower-case initial letter
	p_
	p_macId

	Enumerated Values
	Use lower-case initial letter
	e_
	e_syncOk



6.3.4
Implementation eXtra Information for Testing (IXIT)

The ICS contains base specification dependent information. To derive executable tests this is insufficient; also information about the IUT and its environment shall be supplied. Such information is called Implementation eXtra Information for Testing (IXIT).
An IXIT proforma identifies which ICS items are to be tested and which parameters to be instantiated for the TSS&TP being developed. The production of a IXIT Proforma is specified in ISO/IEC 9646-6 [i.2]. A supplier, providing an IUT for conformance testing, is required to complete a IXIT proforma, which contains additional questions that need to be answered in order to  turn on/off the "switches" and identify Means of Testing for a particular Implementation Under Test (IUT).

The IXIT may contain address information of the IUT, or parameter and timer values which are necessary for the execution of the test suite. The IXIT information , is supplied by the supplier of the IUT to the testing laboratory. To guide production of the IXIT the testing laboratory provides an IXIT proforma.

The selected and implemented test cases with parameter values according to the IXIT form the executable test suite, which are executed on a test system. The testing laboratory uses the IXIT values stated in the IXIT proforma for executing test cases according to the capabilities of the Implementation Under Test. Supported values are given as a single value or a range depending on the nature of the parameter. 
-----------------------End of change 9-------------------------------------------

-----------------------Start of change 10-------------------------------------------
7.3.5
Test Descriptions (TD)

A "Test Description" (TD) is a well detailed description of a process that pretends to test one or more functionalities of an implementation. Applying to interoperability testing, these testing objectives address the interoperable functionalities between two or more vendor implementations.

In order to ensure the correct execution of an interoperability test, the following information should be provided by the test description:

· The proper configuration of the vendor implementations.

· The availability of additional equipment (protocol monitors, functional equipment, …) requires to achieve the correct behaviour of the vendor implementations. 

· The correct initial conditions.

· The correct sequence of the test events and test results.

TDs are based on the test scenarios.

In order to facilitate the specification of test cases an interoperability test description should include as a minimum the items of the table 7.3.5-1.
Table 7.3.5-1: Interoperability test description

	Identifier
	a unique test description ID

	Objective
	a concise summary of the test which should reflect the purpose of the test and enable readers to easily distinguish this test from any other test in the document

	References
	a list of references to the base specification section(s), use case(s), requirement(s), TP(s) which are either used in the test or define the functionality being tested

	Applicability
	a list of features and capabilities which are required to be supported by the SUT in order to execute this test (e.g. if this list contains an optional feature to be supported, then the test is optional)

	Configuration or Architecture
	a list of all required equipment for testing and possibly also including a (reference to) an illustration of a test architecture or test configuration

	Pre-Test Conditions
	a list of test specific pre-conditions that need to be met by the SUT including information about equipment configuration, i.e. precise description of the initial state of the SUT required to start executing the test sequence

	Test Sequence
	an ordered list of equipment operation and observations. In case of a conformance test description the test sequence contains also the conformance checks as part of the observations


The TDs play a similar role as TPs for conformance testing.


Table 7.3.5-2: Example of Test Description
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	Interoperability Test Description

	Identifier:
	TD_M2M_NH_06

	Objective:
	AE registers to its registrar CSE via an AE Create Request

	Configuration:
	M2M_CFG_01

	References:
	TS-0001 [1], clause 10.2.1.1 

TS-0004 [2], clause 7.3.5.2.1

	

	Pre-test conditions:
	·  CSEBase resource has been created in CSE with name {CSEBaseName}

·  AE does not have an AE-ID, i.e. it registers from scratch

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a AE Create request to register to the Registrar CSE

	2
	Mca
	PRO Check Primitive 
	· op = 1 (Create)

· to = {CSEBaseName}

· fr = AE-ID
· rqi = (token-string)

· ty = 2 (AE)
· pc = Serialized representation of <AE> resource

	
	
	PRO Check HTTP 


	Sent request contains

· Request method = POST

· Request-Target:{CSEBaseName}

· Host: IP address or the FQDN of Registrar CSE
· X-M2M-RI: (token-string)

· X-M2M-Origin: AE-ID
· Content-Type: application/vnd.onem2m-res+xml; ty=2 or application/vnd.onem2m-res+json; ty=2

· Message-body: Serialized representation of <AE> resource

	
	
	PRO Check CoAP
	Sent request contains

· Method: 0.02 (POST)

· Uri-Host: IP address or the FQDN of Registrar CSE

· Uri-Path: {CSEBaseName}

· Content-type: application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json

· oneM2M-TY: 2

· oneM2M-FR: AE-ID

· oneM2M-RQI: (token-string)

· Payload: Serialized representation of <AE> resource

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: "/oneM2M/req/<AE-ID>/<Registrar CSE-ID>"
Payload: 

· op = 1 (Create)

· to = {CSEBaseName}

· fr = AE-ID
· rqi = (token-string)

· ty = 2 (AE)
· pc = Serialized representation of <AE> resource

	3
	
	IOP Check
	Check if possible that the <AE> resource is created in registrar CSE.

	4
	Mca
	PRO Check Primitive
	· rsc = 2001 (CREATED)

· rqi = (token-string) same as received in request message

· pc = Serialized representation of <AE> resource

	
	
	PRO Check HTTP


	Registrar CSE sends response containing:
· Status Code = 201 (OK)
· X-M2M-RSC: 2001 
· X-M2M-RI: (token-string) same as received in request message

· Content-Location: URI of the created AE resource.
· Content-Type: application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json

· Message-body: Serialized representation of <AE> resource

	
	
	PRO Check CoAP
	
Registrar sends response containing:

· Response Code = 2.01 
· oneM2M-RSC: 2001

· oneM2M-RQI: (token-string) same as received in request message
· Location-Path: URI of the created AE resource
· Payload: Serialized representation of <AE> resource

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: "/oneM2M/resp/<AE-ID>/<Registrar CSE-ID>"
Payload: 

· to = AE-ID

· fr = Registrar CSE-ID

· rsc = 2001 (CREATED)

· rqi = (token-string) same as received in request message

· pc = Serialized representation of <AE> resource

	5
	
	IOP Check
	AE indicates successful operation


Types of events:

· A stimulus corresponds to an event that enforces an DUT to proceed with a specific protocol action, like sending a message for instance.

· A configure corresponds to an action to modify the DUT configuration.

· An IOP check consists of observing that one DUT behaves as described in the standard: i.e. resource creation, update, deletion, etc… For each IOP check in the Test Sequence, a result can be recorded. The overall IOP Verdict will be considered OK if all the IOP checks in the sequence are OK.

· In the context of Interoperability Testing with Conformance Checks, an additional step type, PRO checks can be used to verify the appropriate sequence and contents of protocol messages, helpful for debugging purpose. PRO Verdict will be PASS if all the PRO checks are PASS.

-----------------------End of change 10-------------------------------------------

-----------------------Start of change 11-------------------------------------------

Annex <A> (Informative): Example of ICS table
A.1 Capability Statement
A list of capabilities defined in the oneM2M TS [i.5] are presented in Table A.5.2.1. The capability list can be used to check whether the IUT supports part or whole of the capabilities listed as below.
Table A.1-1 Capabilities for oneM2M Conformance Testing
	Item
	Capability
	Mnemonic
	Reference
	Status
	Support

	1
	Registration
	
	[i.5] 10.2.1
	C.1
	O Yes  O No

	2
	Data Management
	
	[i.5] 10.2.4,

[i.5] 10.2.19
	C.1
	O Yes  O No

	3
	Subscription and Notification
	
	[i.5] 10.2.11
	C.2
	O Yes  O No

	4
	Group Management
	
	[i.5] 10.2.7
	C.2
	O Yes  O No

	5
	Discovery
	
	[i.5] 10.2.6
	C.2
	O Yes  O No

	6
	Location Management
	
	[i.5] 10.2.10
	C.2
	O Yes  O No

	7
	Device Management
	
	[i.5]10.2.8
	C.2
	O Yes  O No

	8
	Communication Management and Delivery Handling 
	
	[i.5] 10.2.5,

[i.5] 10.2.20
	   C.2


	O Yes  O No



C.1: Mandatory IF the IUT is declaimed to be developed conforming to oneM2M TS-0001 [i.5].

C.2: Optional IF the IUT is declaimed to be developed conforming to oneM2M TS-0001 [i.5].











· 



-----------------------End of change 11-------------------------------------------
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Figure � SEQ Figure \* ARABIC �1�. Test configuration 1 (CF01)
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Figure � SEQ Figure \* ARABIC �2�. Test configuration 2 (CF02)
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