Doc# TST-2016-0079-TS-0013-ACP_and_Notification_Modification

	Input Contribution

	Meeting ID*
	TST22.3

	Title:*
	TS-0013-ACP_and_Notification_Modification

	Source:*
	Keebum Kim, TTA, keebum.kim@tta.or.kr
Sookhyun Jeon, TTA, shjeon@tta.or.kr
Seonsu Jeon, TTA, ssjeon@tta.or.kr

	Uploaded Date:*
	2015-MM-DD

	Document(s) 

Impacted*
	TS-0013

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	The contribution propose some modification to be applied to TS-0013.

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1. Introduction

This contribution proposes some modification in AccessControlPolicy and Notification Test Descriptions.

Proposal

================ Start of  1st  Part: Unauthorized operation==================
8.1.8.5
Unauthorized operation (Insufficient Access Rights)
	Interoperability Test Description

	Identifier:
	TD_M2M_NH_30

	Objective:
	AE delete request is rejected due to accessControlPolicy

	Configuration:
	M2M_CFG_01

	References:
	[2] ] 7.3.1.2

	

	Pre-test conditions:
	· CSEBase resource has been created in registrar CSE with name {CSEBaseName}

· AE has created a <AE> resource on registrar CSE with name {AE}

· accessControlPolicy resource has been created in registrar CSE under <AE> resource with name {accessControlPolicyName} and accessContorlOperations with no delete privilege.
· AE has created a <container> resource on registrar CSE under <AE> resource with name {containerName} and accessControlPolicyIDs including proper identifier of accessControlPolicy resource.

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE is requested to send a container Delete Request for resource <container>

	2
	Mca
	PRO Check Primitive 
	· op = 4 (Delete)

· to = {CSEBaseName}/{AE}/{containerName}

· fr = AE-ID

· rqi = (token-string)

· pc = empty

	
	
	PRO Check HTTP


	Sent request contains

· Request method = DELETE

· Request-Target: {CSEBaseName}/{AE}/{containerName}

· Host: IP address or the FQDN of Registrar CSE
· X-M2M-RI: (token-string)

· X-M2M-Origin: AE-ID

· Message-body: empty

	
	
	PRO Check CoAP
	Sent request contains

· Method: 0.04 (DELETE)

· Uri-Host: IP address or the FQDN of Registrar CSE

· Uri-Path: {CSEBaseName}/{AE}/{containerName}

· oneM2M-FR: AE-ID

· oneM2M-RQI: (token-string)

· Payload: empty

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: "/oneM2M/req/<AE-ID>/<Registrar CSE-ID>"
Payload: 

· op = 4 (Delete)

· to = {CSEBaseName}/{AE}/{containerName}

· fr = AE-ID

· rqi = (token-string)

· pc = empty

	3
	Mca
	PRO Check Primitive
	Registrar CSE sends response containing:

· rsc = 4103 (ACCESS_DENIED)
· rqi = (token-string) same as received in request message

pc = empty

	
	
	PRO Check HTTP


	Registrar CSE sends response containing:
· Status Code = 403 (Forbidden) 
· X-M2M-RSC: 4103 
· X-M2M-RI: (token-string) same as received in request message
· Message-body: empty

	
	
	PRO Check CoAP
	Registrar sends response containing:
· Response Code = 4.03 (Forbidden)

· oneM2M-RSC: 4103 

· oneM2M-RQI: (token-string) same as received in request message

· Payload: empty

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: "/oneM2M/resp/<AE-ID>/<Registrar CSE-ID>"
Payload: 
· to = AE-ID

· fr = Registrar CSE-ID

· rsc = <Response Status Code(4103, ACCESS_DENIED>

· rqi = (token-string) same as received in request message

· pc = empty

	4
	
	IOP Check
	Check if possible that the <container> resource has not been removed in registrar CSE.

	5
	
	IOP Check
	AE indicates unsuccessful operation (Delete error – no privilege)

	IOP Verdict
	

	PRO Verdict
	


================ End of  1st  Part: Unauthorized operation ==================
================ Start of  2nd  Part: Notification ==================
8.1.13
Notifcation Management
8.1.13.1
Notification Create

	Interoperability Test Description

	Identifier:
	TD_M2M_NH_48

	Objective:
	AE receives a notification request from the HOST CSE

	Configuration:
	M2M_CFG_01

	References:
	TS-0001 [1], clause 10.2.12
TS-0004 [2], clause 7.4.1

	

	Pre-test conditions:
	· AE1 has created an application resource <AE> on registrar CSE

· AE1 has created a container resource <container> on registrar CSE 

· AE1 has created a <subscription> as a child resource of a <container>

· AE2 has created an application resource <AE> on registrar CSE

· AE2 has permisions to UPDATE the container created by AE1

	Test Sequence

	Step
	RP
	Type
	Description

	1
	
	Stimulus
	AE2 is requested to send a Update request to the <container> created by AE1. This triggers or causes the HOST CSE to send a notification to AE1.

	2
	Check

Mca
	PRO Check Primitive 
	· op = 5 (Notify)

· to = notificationURI of subscription resource
· from = Registrar CSE-ID 

· rqi = (token-string)

· pc = Serialized representation of Notification data object

	
	
	PRO Check HTTP


	Sent request contains

· Request method = POST

· Request-Target: notificationURI of subscription resource
· Host: IP address or FQDN of notificationURI

· X-M2M-RI: (token-string)

· X-M2M-Origin: {CSEBaseName}

· Content-Type: application/vnd.onem2m-ntfy+xml; 
or application/vnd.onem2m-ntfy+json;

· Message-body: Serialized Representation of Notification data object 

	
	
	PRO Check CoAP
	Sent request contains
· Method: 0.02 (POST)

· Uri-Host: notificationURI host

· Uri-Port: notificationURI port

· Uri-Path: AE1 AE-ID

· oneM2M-FR: Registrar CSE-ID

· oneM2M-RQI: (token-string)

· Content-Format: application/vnd.onem2m-ntfy+xml; or application/vnd.onem2m-ntfy+json;

· Payload: Serialized Representation of Notification data object

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: "/oneM2M/req/<Registrar CSE-ID>/<AE-ID>"
Payload:
· op = 5 (Notify)

· to = notificationURI of subscription resource
· fr = Registrar CSE-ID

· rqi = (token-string)

· pc = empty

	3
	
	IOP Check
	Check if the notification representation 

	4
	Check

Mca
	PRO Check Primitive
	Sent response contains

· rsc = 2000 (OK)
· 
rqi = (token-string) same as received in request message

	
	
	PRO Check HTTP


	Sent response contains:
· Status Code = 200 (OK)

· X-M2M-RSC: 2000
· X-M2M-RI: (token-string) same as received in request message

	
	
	PRO Check CoAP
	Sent response contains:
· Response Code = 2.01 
· oneM2M-RSC: 2000(OK)
· oneM2M-RQI: (token-string) same as received in request message

	
	
	PRO Check MQTT
	Sent MQTT PUBLISH message:

Topic: "/oneM2M/resp/<Registrar CSE-ID>/<AE-ID>"
Payload: 

· 
to = Registrar CSE-ID
· 
fr = AE1 AE-ID
· 
rsc = 2000(OK)

· 
rqi = (token-string) same as received in request message

	5
	
	IOP Check
	AE1 indicates notification received

	IOP Verdict
	

	PRO Verdict
	


================ End of  2nd  Part: Notification ==================
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