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1. Introduction

This contribution proposes some additional TPs for group Security/AccessControlPolicy of the TS-0018 – Test Suite Structure and Test Purposes.
Proposal

================ Start of  1st  Part: Test Purposes ==================
7.2.2
Group CSE
	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/001

	Test objective
	Check that the IUT accepts the creation of a <accessControlPolicy> resource with privileges attribute having multiple access control rules

	Reference
	TS-0001 9.6.2 & TS-0001 10.2.21

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the AE having privileges to perform CREATE operation on the resource 
TARGET_RESOURCE_ADDRESS


}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid CREATE request containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and


primitiveContent containing




<accessControlPolicy> resource containing




privileges attribute containing





accessControlRule attribute containing






ACCESS_CONTROL_RULE_1 and






ACCESS_CONTROL_RULE_2
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 



Response Status Code set to 2001 (CREATED)
}
	IUT ( AE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/002

	Test objective
	Check that the IUT accepts the creation of a  <accessControlPolicy> resource with selfPrivileges attribute having multiple access control rules

	Reference
	TS-0001 9.6.2 & TS-0001 10.2.21

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the AE having privileges to perform CREATE operation on the resource 
TARGET_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid CREATE request containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and


primitiveContent containing




<accessControlPolicy> resource containing




selfPrivileges attribute containing





accessControlRule attribute containing






ACCESS_CONTROL_RULE_1 and






ACCESS_CONTROL_RULE_2
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 



Response Status Code set to 2001 (CREATED) 
}
	IUT ( AE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/003

	Test objective
	Check that the IUT responds successfully when an allowed DOMAIN tries an OPERATION on a AE_RESOURCE_TYPE resource.

	Reference
	TS-0001 9.6.2.1

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 

and the DOMAIN having privileges to perform an OPERATION on the resource 
AE_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to AE_RESOURCE_ADDRESS and


From set to DOMAIN 
}
	IUT ( DOMAIN

	
	then {

the IUT sends a Response message containing 


Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT ( DOMAIN


	TP Id
	OPERATION
	RESPONSE STATUS

	TP/oneM2M/CSE/SEC/ACP/BV/003_01
	CREATE
	2001

	TP/oneM2M/CSE/SEC/ACP/BV/003_02
	RETRIEVE
	2000

	TP/oneM2M/CSE/SEC/ACP/BV/003_03
	UPDATE
	2004

	TP/oneM2M/CSE/SEC/ACP/BV/003_04
	DELETE
	2002


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/004

	Test objective
	Check that the IUT responds successfully when any ORIGINATOR tries an OPERATION on a AE_RESOURCE_TYPE resource for which all originators are allowed

	Reference
	TS-0001 9.6.2.1

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and any originator (*) having privileges to perform an OPERATION on the resource 
AE_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to AE_RESOURCE_ADDRESS and


From set to ORIGINATOR 
}
	IUT ( ORIGINATOR

	
	then {

the IUT sends a Response message containing 


Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT ( ORIGINATOR


	TP Id
	OPERATION
	RESPONSE STATUS

	TP/oneM2M/CSE/SEC/ACP/BV/004_01
	CREATE
	2001

	TP/oneM2M/CSE/SEC/ACP/BV/004_02
	RETRIEVE
	2000

	TP/oneM2M/CSE/SEC/ACP/BV/004_03
	UPDATE
	2004

	TP/oneM2M/CSE/SEC/ACP/BV/004_04
	DELETE
	2002


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/005

	Test objective
	Check that the IUT responds successfully when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource and that the request is within accessControlTimeWindow context.

	Reference
	TS-0001 9.6.2.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE


and the AE having privileges to perform OPERATION on the 
AE_RESOURCE_ADDRESS within TIME_WINDOW
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

within TIME_WINDOW
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT ( AE


	TP Id
	OPERATION
	RESPONSE STATUS

	TP/oneM2M/CSE/SEC/ACP/BV/005_01
	CREATE
	2001

	TP/oneM2M/CSE/SEC/ACP/BV/005_02
	RETRIEVE
	2000

	TP/oneM2M/CSE/SEC/ACP/BV/005_03
	UPDATE
	2004

	TP/oneM2M/CSE/SEC/ACP/BV/005_04
	DELETE
	2002


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BO/006

	Test objective
	Check that the IUT responds with an error when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource out of accessControlTimeWindow context.

	Reference
	TS-0001 9.6.2.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE


and the AE having privileges to perform OPERATION on the 
AE_RESOURCE_ADDRESS within TIME_WINDOW
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

out of TIME_WINDOW
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4103 (ACCESS_DENIED)
}
	IUT ( AE


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/BO/006_01
	CREATE

	TP/oneM2M/CSE/SEC/ACP/BO/006_02
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/BO/006_03
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/BO/006_04
	DELETE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/007

	Test objective
	Check that the IUT responds successfully when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource and that the request is within accessControlLocationRegion context.

	Reference
	TS-0001 9.6.2.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE containing


a child locationPolicy resource containing



locationContainerID attribute set to CONTAINER_ID 



and a child container resource containing



locationID attribute set to LOCATION_POLICY_ID and




contentInstance resource containing




content attribute set to LOCATION


and the AE having privileges to perform OPERATION on the 
AE_RESOURCE_ADDRESS within LOCATION_RESTRICTION
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

and LOCATION within LOCATION_RESTRICTION
 }
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT ( AE


	TP Id
	OPERATION
	RESPONSE STATUS

	TP/oneM2M/CSE/SEC/ACP/BV/007_01
	CREATE
	2001

	TP/oneM2M/CSE/SEC/ACP/BV/007_02
	RETRIEVE
	2000

	TP/oneM2M/CSE/SEC/ACP/BV/007_03
	UPDATE
	2004

	TP/oneM2M/CSE/SEC/ACP/BV/007_04
	DELETE
	2002


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BO/008

	Test objective
	Check that the IUT responds with an error when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource out of accessControlLocationRegion context.

	Reference
	TS-0001 9.6.2.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE 

and the AE having privileges to perform OPERATION on the 
AE_RESOURCE_ADDRESS within LOCATION_RESTRICTION
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing


To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

out of LOCATION_RESTRICTION
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4103 (ACCESS_DENIED)
}
	IUT ( AE


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/BO/008_01
	CREATE

	TP/oneM2M/CSE/SEC/ACP/BO/008_02
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/BO/008_03
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/BO/008_04
	DELETE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/009

	Test objective
	Check that the IUT responds successfully when the AE tries an OPERATION on a TARGET_RESOURCE_TYPE resource and that the request is within accessControlIpAddresses context.

	Reference
	TS-0001 9.6.2.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE

and the AE having privileges to perform OPERATION on the 
AE_RESOURCE_ADDRESS within IP_ADDRESS_RESTRICTION

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

and AE_IP_ADDRESS within IP_ADDRESS_RESTRICTION
 }
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT ( AE


	TP Id
	OPERATION
	RESPONSE STATUS

	TP/oneM2M/CSE/SEC/ACP/BV/009_01
	CREATE
	2001

	TP/oneM2M/CSE/SEC/ACP/BV/009_02
	RETRIEVE
	2000

	TP/oneM2M/CSE/SEC/ACP/BV/009_03
	UPDATE
	2004

	TP/oneM2M/CSE/SEC/ACP/BV/009_04
	DELETE
	2002


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BO/010

	Test objective
	Check that the IUT responds with an error when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource out of accessControlIpAddresses context.

	Reference
	TS-0001 9.6.2.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE 

and the AE having privileges to perform OPERATION on the 










AE_RESOURCE_ADDRESS within IP_ADDRESS_RESTRICTION

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing


To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

and AE_IP_ADDRESS out of IP_ADDRESS_RESTRICTION
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4103 (ACCESS_DENIED)
}
	IUT ( AE


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/BO/010_01
	CREATE

	TP/oneM2M/CSE/SEC/ACP/BO/010_02
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/BO/010_03
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/BO/010_04
	DELETE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/011

	Test objective
	Check that the IUT responds successfully when the AE tries an OPERATION on its child <container> resource whose accessControlPolicyID attribute is not set and  AE has privileges for such OPERATION on its associated accessControlPolicy resource

	Reference
	TS-0001 9.6.1.3.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the AE having a child <Container> resource containing



no accessControlPolicyID attribute


and the AE having privileges to perform an OPERATION on the resource 
CONTAINER_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to CONTAINER_RESOURCE_ADDRESS and


From set to AE_ID 

}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT ( AE


	TP Id
	OPERATION
	RESPONSE STATUS

	TP/oneM2M/CSE/SEC/ACP/BV/011_01
	CREATE
	2001

	TP/oneM2M/CSE/SEC/ACP/BV/011_02
	RETRIEVE
	2000

	TP/oneM2M/CSE/SEC/ACP/BV/011_03
	UPDATE
	2004

	TP/oneM2M/CSE/SEC/ACP/BV/011_04
	DELETE
	2002


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BO/012

	Test objective
	Check that the IUT responds with an error when an ORIGINATOR tries an OPERATION on a <Container>  resource with no accessControlPolicyID associated and such ORIGINATOR not having privileges for performing the OPERATION on the <Container> resource.

	Reference
	TS-0001 9.6.1.3.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE, PICS_ACP_SUPPORT

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the AE having a child <Container> resource containing



no accessControlPolicyID attribute


and the ORIGINATOR not having privileges to perform an OPERATION on the <Container> resource 


}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to CONTAINER_RESOURCE_ADDRESS and


From set to ORIGINATOR_ID 

}
	IUT ( ORIGINATOR

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4103 (ACCESS_DENIED)
}
	IUT ( ORIGINATOR


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/BO/012_01
	CREATE

	TP/oneM2M/CSE/SEC/ACP/BO/012_02
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/BO/012_03
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/BO/012_04
	DELETE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BO/0013

	Test objective
	Check that the IUT responds with an error when an ORIGINATOR tries an OPERATION without having privileges for performing the OPERATION on the TARGET_RESOURCE_TYPE resource.

	Reference
	TS-0001 9.6.1.3.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the ORIGINATOR not having privileges to perform an OPERATION on the resource 
TARGET_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to ORIGINATOR_ID 

}
	IUT ( ORIGINATOR

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4103 (ACCESS_DENIED)
}
	IUT ( ORIGINATOR


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/BO/013_01
	CREATE

	TP/oneM2M/CSE/SEC/ACP/BO/013_02
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/BO/013_03
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/BO/013_04
	DELETE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/014

	Test objective
	Check that the IUT responds successfully when the AE tries an OPERATION on a <Container> resource which has multiple accessControlPolicyID attribute

	Reference
	TS-0001 9.6.1.3.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the AE having a child <Container> resource containing



accessControlPolicyID attribute containing



ACP_ID_1 and



ACP_ID_2

and the AE having privileges to perform an OPERATION on the 
resource CONTAINER_RESOURCE_ADDRESS
 given by 
 ACP_ID_2 only
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION request containing 



To set to CONTAINER_RESOURCE_ADDRESS and


From set to AE_ID 

}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT ( AE


	TP Id
	OPERATION
	RESPONSE STATUS

	TP/oneM2M/CSE/SEC/ACP/BV/014_01
	CREATE
	2001

	TP/oneM2M/CSE/SEC/ACP/BV/014_02
	RETRIEVE
	2000

	TP/oneM2M/CSE/SEC/ACP/BV/014_03
	UPDATE
	2004

	TP/oneM2M/CSE/SEC/ACP/BV/014_04
	DELETE
	2002


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/015

	Test objective
	Check that the IUT updates successfully the accessControlPolicyIDs attribute of the <AE> resource when the AE has privileges for UPDATE operation in any selfPrivileges of the <accessControlPolicy> resources which this attribute originally indicates.

	Reference
	TS-0001 9.6.1.3.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE containing


accessControlPolicyID attribute set to ACP_ID_1

and the AE  having privileges to perform UPDATE operation on the 
AE_RESOURCE_ADDRESS in selfPrivileges
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid UPDATE request containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID



PrimitiveContent attribute containing



<AE> resource containing




accessControlPolicyIDs attribute set to ACP_ID_2
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 2004 (UPDATED)



PrimitiveContent attribute containing





<AE> resource containing






accessControlPolicyID set to ACP_ID_2
}
	IUT ( AE


	TP Id
	TP/oneM2M/CSE/SEC/ACP/BV/016

	Test objective
	Check that the IUT responds with an error when the AE tries an UPDATE operation on the accessControlPolicyIDs attribute without having privileges for such operation in any selfPrivileges of the <accessControlPolicy> resources which this attribute originally indicates.

	Reference
	TS-0001 9.6.1.3.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE containing


accessControlPolicyID attribute set to ACP_ID_1

and the AE not having privileges to perform UPDATE operation on the 
AE_RESOURCE_ADDRESS in selfPrivileges
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid UPDATE request containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID



PrimitiveContent attribute containing



<AE> resource containing




accessControlPolicyID attribute set to ACP_ID_2
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4103 (ACCESS_DENIED)
}
	IUT ( AE


�It would be more clear in initial condition that adding an additional initial condition about ACP to indicate AE HAS privilege to ACCESS the container as below:





the IUT having created an accessControlPolicy            containing 


resourceID set to ACP_ID_2 and 


Privileges containing 


          accessControlRule containing 


              accessControlOriginators containing 


  						AE_ID and


					accessControlOperations set to 15 (CRUD)


					





�Same comment as above. Need to define separately what “having privileges” means





