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1. Introduction

This contribution proposes some additional TPs for the TS-0028 – Security Test Suite Structure and Test Purposes, Release 2.

Proposal

================ Start of  1st  Part: Test Purposes ==================
	TP Id
	TP/oneM2M/CSE/SEC/BV/001

	Test objective
	Check that the IUT sends a new ESPrimRandObject when the old one is expired 

	Reference
	TS-0003 8.4.2 – step B.2C.2, TS-0004 7.5.1.2.11

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


 and the IUT having established a pairwiseESPrimKey
 with AE


 and the AE obtained e2eSecInfo resource from IUT with 



a Suid set to {13,23,33,43} 
and


sharedReceivedESPrimRandObject with 




esprimRandExpiry expired 

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY request from AE containing 


      

To set to CSE-ID and


From set to AE-ID and


Content containing



securityInfo containing




securityInfoType set to 3
}
	IUT ( AE

	
	then {

the IUT sends a notification Response/Request
 message containing 


Content containing



securityInfo containing




securityInfoType set to 4 and




esprimRandObject set to a generated ESPrim Object





}
	IUT ( AE


	TP Id
	TP/oneM2M/CSE/SEC/BV/002

	Test objective
	Check that the IUT can retrieve the list of security features available on the CSE

	Reference
	TS-0003 8.4.2 – step B.2B

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


 and the IUT having established a pairwiseESPrimKey 
with AE

 and the IUT having created a resource e2eSecInfo

 and the AE having privileges to perform RETRIEVE operation on the resource 
e2eSecInfo

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request from AE containing 


      To set to CSE-ID/e2eSecInfo and


From set to AE-ID and


no Content attribute
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 2000 (OK) and


Content attribute containing




attributeList containing e2eSecInfo
}
	IUT ( AE


	TP Id
	TP/oneM2M/CSE/SEC/BV/003

	Test objective
	Check that the IUT responds with an error when there is no e2eSecInfo attribute

	Reference
	TS-0003 8.4.2 – step B.2B

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having established a pairwiseESPrimKey 
with AE
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request from AE containing 


      To set to CSE-ID/e2eSecInfo and


From set to AE-ID and


no Content attribute
}
	IUT ( AE

	
	then {

the IUT sends a Response message containing 


Response Status Code set to 4004 (NOT_FOUND) 
}
	IUT ( AE


================ End of  1st  Part: Test Purposes ==================
�This structure doesn’t exist in the XSD, but it is mentioned multiple times in TS-0003 and TS-0004. 


�Here should be at least one of those 4, depending on what the IUT is supporting. 


�This is not clear in TS-0004, once it is stated “… the Receiver sends a notification response…”, then it states “… in the Notify request primitive”


�As before, it doesn’t exist in XSD


�Is it necessary to check if the ACP will allow this or should be RETRIEVE-able by default?


�As before, it doesn’t exist in XSD





