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Introduction
This contribution proposes to define function call flows for authentication identifier generation and usage.
-----------------------Start of change 1--------------------------------------------
7
Function Call Flows 

7.0 
Introduction
The use case addressing the smart farm control involves a group of components and functions are called to exchange data between two designated components.The cloud server provides a set of services for entity registration, data management and authenticated access control etc. Function calls are normally initialized by the AE entity and reacted by CSE (including MN-CSE and IN-CSE) and result in resource generation, delete, and update, and/or command execution etc. The following clauses introduces function calls in different procedures that are required to implment services addressed in this use case.
7.1
Authentication Identifier Generation and Usage
The authenticatin identifier is generated using normal authentication procedure, e.g. farm service provider

We assume the cloud server also incorporates an authentication server that is responsible for verify users identity.
The authentication identifier is a secure identifier number provided by the farm service provider to any customer who intends to join farm services and the authentication identifier is a temporary verification code that can be only used for authentication verification during CSE registration procedure.
Only authenticated users can continue to perform MN-CSE and bADN-AE Registration with the cloud server, respectively. After successful CSE registration, a remoteCSE resource is created to represent the MN-CSE in IN-CSE locally and similarly, a remoteCSE resource is also created under the MN-CSE to represent the IN-CSE after receiving a CSE successful registration response from IN-CSE. 
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Figure 7.1- 1 Authentication Idetifier Generation and MN-CSE Registration Flow
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7.2
Entity Registration
Different sensors and actuators are involved in the smart farm control use case and each hosts an ADN-AE to interface with the farm gateway which host a MN-CSE. In addition, an ADN-AE is also hosted on each IoT application to interface with the IN-CSE. 
Sensors, actuators, smartphone applications and farm gateway are required to register with relevant registrar CSE in order to implement oneM2M services such as data management and authenticated access control etc. 
We assume all AE entities have never been registered with any CSE in this use case and the authentication identifiers that are generated from in authentication identifier generation procedure (section 7.1) apply into the entity registration procedures. 

The initial registration (that differentitates with re-registration) procedures is defined with order as following: 
· The farm gateway (MN-CSE) performs registration with the cloud server (IN-CSE).
· The sensors and actuators (ADN-AE) perform initial registration with the farm gateway (MN-CSE).
· The IoT applications (ADN-AE) perform initial registration with the cloud server (IN-CSE).
After the sensors and actuators registed with the farm gateway, 
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Figure 7.2-1 ADN-AE Registration Flows 
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