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Introduction
This contribution proposes to define function call flows for initial resource creation including container resource for each sensor and actutor as well as subscription resources under interested containers created for sensors and actuators, respectively.
-----------------------Start of change 1--------------------------------------------
7
Function Call Flows 

7.2
Initial Resource Generation

A group of resources are required as preconditions to implement services such as data management, subscription and notification etc. Procedures for creating container and subscription resources are stated as following:
· Each sensor creates a container resource under its AE resource located in the farm gateway (MN-CSE). The created container resource is used as a repository of environment measurement data and subscription resources are also created under these container resources for monitoring any update to this data repository.
· Each actuator creates a container resource unders its AE resource located in the farm gateway (MN-CSE). The created container resource is used as a repository of execution commands for actuators in this use case. Each subscription resource (at least one) is created under each created container resource to trigger actuators using subscription&notificiation mechanism whose working principle is present at section 7.3. 
· The farm gateway subscribes to a particular container resource that is created for controlling purpose in an AE hosted on sensors to receive notifications which contain triggering commands for a particular actuator. 
· Each IoT application subscribes to a particular container that is created as a repository of environment measurement data for a sensor to monitor the farm environment.
The function call flows are depicted in Figure 7.2-1.
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Figure 7.2-1 Initial Resource Creation Flows
The initial resource creation procedure results generation of hierarchical structure as shown in Figure 7.2-2 for an AE that is hosted on a sensor and an actuator, respectively. 
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Figure 7.2-2 oneM2M Resource tree of sensors and actuators registered into farm gateway
-----------------------End of change 1--------------------------------------------
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Farm Administator
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accessControlPolicy
[2-1] Request to the farm administrator for access to particular sensor and actuator and/or specific resources hosted by those devices
[3-1]Perform an accessControlPolicy Update Request and grant the requested entity access right to the particular AE resource
[3-2] Accept the accessControlPolicy Update Request and grant the requested entity access right to the particular AE resource
[1-1]Perform AE Update Request for any sensor and actuator which intends to apply access control rules
[1-2] Accept AE Update Request and Update the AE to link with a valid accessControlPolicy resource
[2-2] Verify the identity of the customer 
and Accept and process the request



