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1. Introduction
This contribution proposes some additional TPs for the TS-0028 – Security Test Suite Structure and Test Purposes, Release 2.
Proposal
================ Start of  1st  Part: Test Purposes ==================
	TP Id
	TP/oneM2M/CSE/SEC/BV/001

	Test objective
	Check that the IUT sends a DAS request when it receives a valid request from AE to perform operation on a resource without corresponding permissions

	Reference
	TS-0003 7.3.2.2 – step 1 & 2.3, 

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"

and the IUT having registered the AE


and the IUT having registered at least one DAS AE


and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type Container under the AE resource

and the AE having no privileges to perform RETRIEVE operation on the resource 
TARGET_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request from AE containing 


      To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and


no Content 
}
	IUT  AE

	
	then {

the IUT sends a valid NOTIFY Request to DAS AE containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and


Notification containing



securityInfo containing




securityInfoType set to 1 and




dynAuthDasRequest containing






originator set to AE_ID and





targetedResourceType set to 3 (Container) and





operation set to Retrieve



}
	IUT  DAS AE


	TP Id
	TP/oneM2M/CSE/SEC/BV/002

	Test objective
	Check that the IUT sends a DAS response when it receives a DAS Request concerning an originator request to access a resource on the CSE

	Reference
	TS-0003 7.3.2.2 – step 2.3 & 3.2, 

	Config Id
	CF01

	PICS Selection
	PICS_DAS_AE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE 
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from CSE containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and


Notification containing



securityInfo containing




securityInfoType set to 1 and




dynAuthDasRequest containing






originator set to AE_ID and





targetedResourceType set to 3 (Container) and





operation set to Retrieve
}
	IUT  CSE

	
	then {

the IUT sends a valid NOTIFY Response to CSE containing 

     

ResponseStatusCode set to OK (2000) and


Content containing



securityInfo containing




securityInfoType set to 2 and




dynAuthDasResponse representation
}
	IUT  CSE


	TP Id
	TP/oneM2M/CSE/SEC/BV/003

	Test objective
	Check that the IUT accepts the response from the DAS AE processes the authorisation and sends a correct response to the AE originator

	Reference
	TS-0003 7.3.2.2 – step 3.2, 

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE


and the IUT having registered at least one DAS AE


and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type Container under the AE resource

and the AE having no privileges to perform RETRIEVE operation on the resource 
TARGET_RESOURCE_ADDRESS

      and the AE having sent a RETRIEVE request for the TARGET_RESOURCE_ADDRESS resource
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Response from DAS AE containing 

     

ResponseStatusCode set to OK (2000) and


Content containing



securityInfo containing




securityInfoType set to 2 and




dynAuthDasResponse representation
}
	IUT  DAS AE

	
	then {

the IUT sends a valid Response to AE containing 

     

ResponseStatusCode set to OK (2000) and


Content containing



Container representation
}
	IUT  AE


	TP Id
	TP/oneM2M/CSE/SEC/BV/004

	Test objective
	Check that the IUT sends the first Notify response with the ESCertKE message 2 when the CSE has sent the ESCertKE message 1.

	Reference
	TS-0003 8.7.2.2 – step C.1.b, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE
      and the IUT has been provisioned with private key and certificate

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from CSE containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to CSE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 1 (TLS Message: Client Hello)
}
	IUT  CSE

	
	then {

the IUT sends a valid NOTIFY Response to CSE containing 

     

ResponseStatusCode set to OK (2000) and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 2 (TLS Messages: Server Hello, Certificate*, ServerKeyExchange*, CertificateRequest*, ServerHelloDone)
}
	IUT  CSE


	TP Id
	TP/oneM2M/CSE/SEC/BV/005

	Test objective
	Check that the IUT sends the first Notify response with the ESCertKE message 4 when the CSE has sent the ESCertKE message 3.

	Reference
	TS-0003 8.7.2.2 – step C.1.d, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE

      and the IUT has been provisioned with private key and certificate

      and the IUT has received ESCertKE Message 1

      and the IUT has sent ESCertKE Message 2

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from CSE containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to CSE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 3 (TLS Messages: Certificate*, ClientKeyExchange, CertificateVerify*, [ChangeCipherSpec], Finished)
}
	IUT  CSE

	
	then {

the IUT sends a valid NOTIFY Response to CSE containing 

     

ResponseStatusCode set to OK (2000) and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 4 (TLS Messages: [ChangeCipherSpec], Finished)
}
	IUT  CSE


	TP Id
	TP/oneM2M/AE/SEC/BV/001

	Test objective
	Check that the IUT sends the first Notify request with the ESCertKE message 1 when it is triggered

	Reference
	TS-0003 8.7.2.2 – step C.1.a, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE

      and the IUT has been provisioned with private key and certificate

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a valid NOTIFY Request containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to CSE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 1 (TLS Message: Client Hello)
}
	NA

	
	then {

the IUT sends a valid NOTIFY Request to CSE containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to CSE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 1 (TLS Message: Client Hello)
}
	IUT  CSE


	TP Id
	TP/oneM2M/AE/SEC/BV/002

	Test objective
	Check that the IUT sends the Notify request with the ESCertKE message 3 

	Reference
	TS-0003 8.7.2.2 – step C.1.c, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE

      and the IUT has been provisioned with private key and certificate

      and the IUT has sent ESCertKE Message 1

}

	Expected behaviour
	Test events
	Direction

	
	when {
     the IUT receives a valid NOTIFY Response from CSE containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to CSE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 2 (TLS Messages: Server Hello, Certificate*, ServerKeyExchange*, CertificateRequest*, ServerHelloDone)
}
	IUT  CSE

	
	then {

the IUT sends a valid NOTIFY Request to CSE containing 

     

To set to TARGET_RESOURCE_ADDRESS and


From set to CSE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 3 (TLS Messages: Certificate*, ClientKeyExchange, CertificateVerify*, [ChangeCipherSpec], Finished)
}
	IUT  CSE


================ End of  1st  Part: Test Purposes ==================
