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1
Scope

The present document specifies oneM2M test suite structure and test purposes that are designed to evaluate  the comformity of oneM2M implementations to the oneM2M security specifications. It also specifies 

· Guidelines for description of  test behaviours and definition of test purpose structure,

· Notations to define a test purpose for conformance testing, and 
· Test configurations for conformance testing.
2
References

2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

The following referenced documents are necessary for the application of the present document.

 [1]
oneM2M TS-0001: "Functional Architecture".
[2]



 
oneM2M TS-0004: "Service Layer Core Protocol Specification".
[3]
oneM2M TS-0015: "Testing Framework".

[4]
oneM2M TS-0017: "Implementation Conformance Statements".

2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3
Definitions, symbols and abbreviations

3.1 
Definitions

For the purposes of the present document, the terms and definitions given in TS-0015 Testing Framework and the following ones apply:

valid <OPERATION> Request: a oneM2M Request primitive that only contains all mandatory primitive parameters with correct values which are not required to be explicitly specified in the test purpose. If specific values need to be specified, parameters need to be explicitly indicated in the test purpose. Operation parameter is set to <OPERATION>.

valid Response: a oneM2M Response primitive that only contains all mandatory primitive parameters with correct values which are not required to be explicitly specified in the test purpose. If specific values need to be specified, parameters need to be explicitly indicated in the test purpose. Request Identifier parameter contains the Request Identifier value of the corresponding Request.

valid <ATTRIBUTE_NAME>: a correct value for the <ATTRIBUTE_NAME> attribute which is not required to be explicitly specified in the test purpose.

Editor’s Note:
This may contain additional information.
3.2
Abbreviations

For the purposes of the present document, abbreviations given in TS-0001[1] apply:
ADN 


Application Dedicated Node
ADN-AE 

AE which resides in the Application Dedicated Node
AE 



Application Entity
ASN 



Application Service Node
CSE 



Common Service Entity
CSF 



Common Service Function
IN 



Infrastructure Node

IN-CSE 


CSE which resides in the Infrastructure Node

IUT 



Implementation Under Test

MN 



Middle Node
SUT



System Under Test
4
Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Prerequisites and Test Configurations

5.1
Test Configurations
Test configurations are defined to test different entities such as CSE and AE etc.
Figure 5.1-1 and Figure 5.1-2 show CSE test configurations where CSE as a IUT can be tested against TTCN-3 Test System, which is acting as AE or AE and CSE respectively. Test system may include as well other entities which are necessary for each configuration, i.e. a second AE (AE2) for receiving notifications These entities are represented with dashed rectangles.

Figure 5.1-3 shows AE test configuration (CF03) for ADN-AE testing scenario where ADN-AE is IUT and TTCN-3 Test System is acting as a CSE. 

Figure 5.1-4 depicts test configurations between two CSEs, where one CSE is acting as a Test System, the other is SUT.
Figure 5.1-5 shows test configurations for 3GPP interworking testing scenario where 3GPP SCEF is working in a Test System.
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Figure 1. Test configuration 1 (CF01)
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Figure 5.1-1: Test configuration 1 (CF01)
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Figure 2. Test configuration 2 (CF02)
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Figure 5.1-2: Test configuration 2 (CF02)
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Figure 3. Test configuration 3 (CF03)
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 Figure 5.1-3: Test configuration 3 (CF03)
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 Figure 5.1-4: Test configuration 4 (CF04)
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Figure 5.1-5: Test configuration 5 (CF05)










6 
Test Suite Structure (TSS)
6.1
Structure for oneM2M tests

6.2
Test groups

The test groups are organized in 2 levels. The first level defines the functional entity of oneM2M. The second level defines the security functions which are represented in oneM2M functional architecture.

6.2.1 
Functional Entity Groups

The functional entity groups identify the types of entity which are specified in oneM2M functional architecture(TS-0001).
· AE

· CSE

6.2.2 
Security Functions Subgroups

The security functions subgroups identify the general procedures in each security functions specified in oneM2M security architecture(TS-0003).
· Security Association Establishment Framework (SAEF)
· ESPrim 

· Editor’s Note: more procedures will be added for future tests extension

6.3
Security Test Suite Structure (TSS) for oneM2M

The Test Suite Structure (TSS) for oneM2M will be present as bellow:

· Group 1: AE(AE)
· Subgroup 1.1: ESPrim
· Subgroup 1.2: Roles
· Group 2: CSE(CSE)
· Subgroup 2.1: ESprim
· Subgroup 2.2: Roles
7
Test Purposes (TP)

7.1
Introduction

7.1.1
TP definition conventions

The TP definition is constructed according to Test Suite Structure & Test Purposes(TSS&TP) in Testing Framework(TS-0015).
7.1.2
TP Identifier naming conventions

The identifier of the TP is constructed according to table 7.1.2.-1.
Table 7.1.2.-1: TP naming convention for oneM2M 

	TP/<root>/<gr>/<sgr>/<xx>/<nnn>

	<root> = root
	oneM2M
	oneM2M

	<gr> = group
	AE
	Application Entity

	
	CSE
	Common Services Entity

	<sgr> = sub- group
	ESP
	ESPrim

	
	ROL
	Roles

	<xx> = type of testing
	BV
	Valid Behaviour tests

	
	BI
	Invalid Behaviour tests

	<nnn> = sequential number
	
	001 to 999


7.1.3
Rules for the behaviour description

The description of the TP is built according to TS-0015 Testing Framework.
In addition, the following rules apply:

· Primitive parameters shall use their Parameter name as indicated in TS-0004 [] table 8.2.2-1

· Resource attributes shall use their Attribute name as indicated in TS-0004 [] tables 8.2.3 followed by “attribute”.

· When Content request parameter contains a resource respresentation, such representation shall contain all mandatory attributes and could contain some optional attributes. Only those attributes and/or child resources required by the test purpose will be explicitly indicated.

· When Content response parameter contains a resource respresentation, such representation shall contain attributes and/or child resources according to the Result Content parameter of the corresponding request. Only those attributes and/or child resources required by the test purpose will be explicitly indicated. 

7.1.4
Source of TP definitions

7.1.5
ICS reference

Editor note: the table 7.1.5.-1 and 7.1.5.-2 are for examples and are here for being referenced in the Table 7.1.5.-3: mnemonics for PICS reference. Table 7.1.5.-1 and 7.1.5.-2 should be included in the ICS TS-0017.

Table 7.1.5.-1: Node

	Item
	Name of field
	Reference
	Status
	Support

	1
	ASN (Application Service Node)
	6.1
	o.1
	

	2
	ADN (Application Dedicated Node)
	6.1
	o.1
	

	3
	IN (Infrastructure Node)
	6.1
	o.1
	

	4
	MN (Middle Node)
	6.1
	o.1
	

	o.1: Exactly one item shall be supported


Table 7.1.5.-2: Functional entity type

	Prerequisite: A.1

	Item
	Name of field
	Reference
	Status
	Support

	1
	AE
	5.2.1
	c.1
	

	2
	CSE
	5.2.1
	c.2
	

	c.1: If A.1-1 or A.1-2 then m else o

c.2: If A.1-2 x else m 


Table 7.1.5.-3: Mnemonics for PICS reference

	Mnemonic
	PICS item

	PICS_AE
	A.2/1 [PICS document]

	PICS_CSE
	A.2/2 [PICS document]

	PICS_ASN
	A.1/1 [PICS document]

	PICS_ADN
	A.1/2 [PICS document]

	PICS_IN
	A.1/3 [PICS document]

	PICS_MN
	A.1/4 [PICS document]


7.2
Test Purposes for oneM2M Service Primitives
7.2.1. Group AE
7.2.1.1 ESPrim (ESP)

TP/oneM2M/AE/ESP/BV/001

	TP Id
	TP/oneM2M/AE/ESP/BV/001

	Test objective
	Check that the IUT sends an request for receiverESPrimRandObject, if in the e2eSecInfo object from the Target CSE retrieved at Receiver CSE there is no sharedReceiverESPrimRandObject 

	Reference
	TS-0003 8.4.2 – step B.2D, TS-0004 7.5.1.2.11

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT being registered and

the IUT being switched on and 

the IUT having sent a RETRIEVE Request for the e2eSecInfo attribute from the Receiver CSE

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid Response from the Receiver CSE containing
 

Response Status Code set to 2000 (OK) and


Content containing
CSEBase resource containing



  e2eSecInfo attribute containing




no sharedReceiverESPrimRandObject parameter

}
	IUT ( CSE

	
	then {

the IUT sends a valid NOTIFY Request to Receiver CSE containing 
           To set to CSE1_ID  and


From set to AE_ID and


Content containing



securityInfo resource containing




securityInfoType attribute set to 3 
}
	CSE ( IUT


TP/oneM2M/AE/ESP/BV/002

	TP Id
	TP/oneM2M/AE/ESP/BV/002

	Test objective
	Check that the IUT sends a valid ESPrim object to the Target CSE

	Reference
	TS-0003 8.4.2 – step B.2D, TS-0004 7.5.1.2.11

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT is being registered and

the IUT being switched on and

the IUT having received receiverESPrimRandObject 
and the IUT having established a sessionESPrimKey with Target CSE
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a NOTIFY Request with ESPrimObject to Target CSE
}
	NA

	
	then {

the IUT sends a valid NOTIFY Request to Receiver CSE containing 


      

To set to CSE1_ID and


From set to AE_IDand


Content containing



securityInfo resource containing




securityInfoType attribute set to 5 (ESPrim Object) and




esprimObject attribute set to JSON Web Encryption (JWE) Compact Serialization on inner request primitive
}
	CSE ( IUT


TP/oneM2M/AE/ESP/BV/003

	TP Id
	TP/oneM2M/AE/SEC/BV/003

	Test objective
	Check that the IUT sends a request for e2eSecInfo for Target CSE to Receiver CSE

	Reference
	TS-0003 8.4.2 – step B.2A, TS-0004 7.5.1.2.11

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT is being registered and

the IUT being switched on and 


the IUT having established a pairwiseESPrimKey with the Target CSE
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a RETRIEVE Request for e2eSecInfo to Receiver CSE
}
	NA

	
	then {

the IUT sends a valid RETRIEVE Request to Receiver CSE containing 



To set to CSE1_ID and


From set to AE_ID and


no Content
}
	CSE ( IUT


Note: TARGET_ATTRIBUTE_ADDRESS = remoteCSE#e2eSecInfo
Roles
TP/oneM2M/AE/ROL/BV/001

	TP Id
	TP/oneM2M/AE/ROL/BV/001

	Test objective
	Check that the AE sends successfully the role create request to the Authorization Authority (CSE)

	Reference
	TS-0003 7.4.2.2 – step 1

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT being in the "initial state"
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT is triggered to send a CREATE Request to CSE on the  CSE1_ID with role resource
}
	NA

	
	then {

     the IUT sends a valid CREATE Request to CSE containing 



From set to AE_ID and



To set to CSE1_ID and



Content containing




valid role resource 
}
	 IUT  CSE


ESCertKE

TP/oneM2M/AE/ESC/BV/001

	TP Id
	TP/oneM2M/AE/ESC/BV/001

	Test objective
	Check that the IUT sends the first Notify request with the ESCertKE message 1 when it is triggered

	Reference
	TS-0003 8.7.2.2 – step C.1.a, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE

      and the IUT has been provisioned with private key and certificate

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT is triggered to send a valid NOTIFY Request containing 

     

To set to CSE1_ID and


From set to AE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 1 (TLS Message: Client Hello)
}
	NA

	
	then {

the IUT sends a valid NOTIFY Request to CSE containing 

     

To set to CSE1_ID and


From set to AE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 1 (TLS Message: Client Hello)
}
	IUT  CSE


TP/oneM2M/AE/ESC/BV/002

	TP Id
	TP/oneM2M/AE/ESC/BV/002

	Test objective
	Check that the IUT sends the Notify request with the ESCertKE message 3 

	Reference
	TS-0003 8.7.2.2 – step C.1.c, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE

      and the IUT has been provisioned with private key and certificate

      and the IUT has sent ESCertKE Message 1

}

	Expected behaviour
	Test events
	Direction

	
	when {
     the IUT receives a valid NOTIFY Response from CSE containing 

     

To set to AE_ID  and


From set to CSE1_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 2 (TLS Messages: Server Hello, Certificate*, ServerKeyExchange*, CertificateRequest*, ServerHelloDone)
}
	IUT  CSE

	
	then {

the IUT sends a valid NOTIFY Request to CSE containing 

     

To set to CSE1_ID  and


From set to AE_ID and


Notification containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 3 (TLS Messages: Certificate*, ClientKeyExchange, CertificateVerify*, [ChangeCipherSpec], Finished)
}
	IUT  CSE


7.2.2. Group CSE

7.2.2.1. ESPrim (ESP)

TP/oneM2M/CSE/ESP/BV/001
	TP Id
	TP/oneM2M/CSE/ESP/BV/001

	Test objective
	Check that the IUT sends a new ESPrimRandObject when the old one is expired 

	Reference
	TS-0003 8.4.2 – step B.2C.2, TS-0004 7.5.1.2.11

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


 and the IUT having established a pairwiseESPrimKey with AE


 and the AE obtained e2eSecInfo attribute from IUT with 



a Suid set to support ESPrim and


sharedReceivedESPrimRandObject with 




esprimRandExpiry attribute expired 

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY request from AE containing 


      

To set to CSE_ID and


From set to AE1_ID and


Content containing



securityInfo element containing




securityInfoType attribute set to 3 

}
	IUT  AE

	
	then {

the IUT sends a valid NOTIFY Response containing 


Content containing



securityInfo containing




securityInfoType set to 4 and




esprimRandObject set to a generated ESPrim Object




}
	IUT  AE


TP/oneM2M/CSE/ESP/BV/002

	TP Id
	TP/oneM2M/CSE/ESP/BV/002

	Test objective
	Check that the IUT can retrieve the list of security features available on the CSE

	Reference
	TS-0003 8.4.2 – step B.2B

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"

 and the IUT having established a pairwiseESPrimKey with AE

 and the IUT having created an attribute e2eSecInfo
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request from AE containing 


      To set to CSE1_ID and


From set to AE_ID and


no Content 
}
	IUT  AE

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing
CSEBase resource containing



  e2eSecInfo attribute containing




no sharedReceiverESPrimRandObject parameter
}
	IUT  AE


Note: TARGET_ATTRIBUTE_ADDRESS = remoteCSE#e2eSecInfo
TP/oneM2M/CSE/ESP/BV/003

	TP Id
	TP/oneM2M/CSE/ESP/BV/003

	Test objective
	Check that the IUT responds with an error when there is no e2eSecInfo attribute

	Reference
	TS-0003 8.4.2 – step B.2B

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"

and the IUT having established a pairwiseESPrimKey with AE
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request containing

      To set to CSE_ID  and


From set to AE1_ID and


no Content attribute
}
	IUT  AE

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 4004 (NOT_FOUND) 
}
	IUT  AE


Note: TARGET_ATTRIBUTE_ADDRESS = remoteCSE#e2eSecInfo
TP/oneM2M/CSE/ESP/BV/004

	TP Id
	TP/oneM2M/CSE/ESP/BV/004

	Test objective
	Check that the IUT responds with a valid ESPrim object 

	Reference
	TS-0003 8.4.2 – step C10, TS-0004 7.6.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


 and the IUT having established a sessionESPrimKey with AE

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from AE containing 


      

To set to CSE_ID and


From set to AE1_ID and


Content containing



securityInfo element containing




securityInfoType attribute set to 5 (ESPrim Object) and





valid esprimObject attribute 
}
	IUT  AE

	
	then {

the IUT sends a valid NOTIFY Response containing 


Response Status Code set to 2000 (OK) and


Content containing



securityInfo element containing




securityInfoType attribute set to 5 and




valid esprimObject attribute
}
	IUT  AE


TP/oneM2M/CSE/ESP/BV/005

	TP Id
	TP/oneM2M/CSE/ESP/BV/005

	Test objective
	Check that the IUT responds with a valid ESPrim object, but with expired session values

	Reference
	TS-0003 8.4.2 – step C11, TS-0004 7.6.2

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"

 and the IUT having established a sessionESPrimKey with AE
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY request from AE containing 


      

To set to CSE_ID and


From set to AE1_ID and


Content containing



securityInfo element containing




securityInfoType attribute set to 5 (ESPrim Object) and




valid esprimObject attribute 
	IUT  AE

	
	then {

the IUT sends a valid NOTIFY Response containing 


Response Status Code set to 2000 (OK) and


Content containing



securityInfo element containing




securityInfoType attribute set to 5 and




valid esprimObject attribute containing





JWE Protected Header containing






expired ATTRIBUTE



}
	IUT  AE


	TP Id
	Reference
	ATTRIBUTE

	 TP/oneM2M/CSE/SEC/BV/005_01
	TS-0003 8.4.3.2
	pairwiseESPrimKeyID

	TP/oneM2M/CSE/SEC/BV/005_02
	TS-0003 8.4.3.2
	originatorESPrimRandObject

	TP/oneM2M/CSE/SEC/BV/005_03
	TS-0003 8.4.3.2
	receiverESPrimRandObject


TP/oneM2M/CSE/ESP/BV/006
	TP Id
	TP/oneM2M/CSE/ESP/BV/006

	Test objective
	Check that the IUT successfully detects AE impersonation in an End-to-End Security of Primitives

	Reference
	TS-0003 7.2.2 – step 4

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"



and the IUT having established a sessionESPrimKey with AE1_ID
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid NOTIFY Request from AE containing 


To set to CSE_ID and



From set to AE2_ID and



Content containing




securityInfo element containing





securityInfoType attribute set to 5 (ESPrim Object) and





valid esprimObject attribute
}
	IUT  AE

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to
 4116  (ESPRIM_IMPERSONATION_ERROR)
}
	 IUT  AE


Roles
TP/oneM2M/CSE/ROL/BV/001

	TP Id
	TP/oneM2M/CSE/ROL/BV/001

	Test objective
	Check that the IUT successfully transfers the request from the AE to the Role Repository (CSE)

	Reference
	TS-0003 7.4.2.2 – step 3

	Config Id
	CF02

	PICS Selection
	PICS_CSE_AA

	Initial conditions
	with {

the IUT being in the "initial state"
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Request from AE containing 


From set to AE1_ID and



To set to CSE1_ID and



Content containing




valid role resource 
}
	IUT  AE

	
	then {

     the IUT sends a valid CREATE Request to CSE containing 



To set to CSE1_ID and



From set to AE1_ID and



Content containing




valid role resource 
}
	 IUT  CSE


TP/oneM2M/CSE/ROL/BV/002

	TP Id
	TP/oneM2M/CSE/ROL/BV/002

	Test objective
	Check that the IUT successfully creates a role for AE

	Reference
	TS-0003 7.4.2.2 – step 5

	Config Id
	CF04

	PICS Selection
	PICS_CSE_RR

	Initial conditions
	with {

the IUT being in the "initial state"
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Request from CSE containing 


From set to AE1_ID and



To set to CSE1_ID and



Content containing




valid role resource 
}
	IUT  AE

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to 2001 (CREATED)
}
	 IUT  AE


TP/oneM2M/CSE/ROL/BV/003

	TP Id
	TP/oneM2M/CSE/ROL/BV/003

	Test objective
	Check that the IUT successfully transfers the response message from the Role Repository (CSE) to the AE

	Reference
	TS-0003 7.4.2.2 – step 6

	Config Id
	CF02

	PICS Selection
	PICS_CSE_AA

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT has received a request from AE  to assign a role


and the IUT has transferred the request to the Role Repository (CSE)
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid Response from CSE containing 


Response Status Code set to 2001 (CREATED)
}
	IUT  CSE

	
	then {

     the IUT sends a valid Response to AE containing 



Response Status Code set to 2001 (CREATED)
}
	 IUT  AE


TP/oneM2M/CSE/ROL/BV/004

	TP Id
	TP/oneM2M/CSE/ROL/BV/004

	Test objective
	Check that the IUT successfully retrieves the role of AE

	Reference
	TS-0003 7.4.2.2 – step 7

	Config Id
	CF01

	PICS Selection
	PICS_CSE_RR

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT has assigned a role for the AE
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request containing 


From set to AE1_ID and



To set to CSE_ID  and


no Content

}
	IUT  AE

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



Valid role resource representation
}
	 IUT  AE


TP/oneM2M/CSE/ROL/BV/005
	TP Id
	TP/oneM2M/CSE/ROL/BV/005

	Test objective
	Check that the IUT sends a Retrieve request to the Role Repository (CSE) after receiving a request from AE with role attribute

	Reference
	TS-0003 7.4.3 – step 2

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request containing 


From set to AE1_ID and



To set to CSE_ID and


Content containing



valid Role ID parameter

}
	IUT  AE

	
	then {


the IUT sends a valid RETRIEVE Request to CSE containing 



From set to CSE_ID and



To set to CSE1_ID and


no Content 

}
	 IUT  CSE


TP/oneM2M/CSE/ROL/BV/006

	TP Id
	TP/oneM2M/CSE/ROL/BV/006

	Test objective
	Check that the IUT sucssesfully retrieves the AE’s role from the Role Repository (CSE)

	Reference
	TS-0003 7.4.3 – step 3

	Config Id
	CF04

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered a role for the AE
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request from CSE containing 



From set to CSE1_ID and



To set to CSE_ID and


no Content

}
	IUT  CSE

	
	then {

          the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



role resource containing




Valid roleID attribute

} 
	 IUT  CSE


TP/oneM2M/CSE/ROL/BV/007
	TP Id
	TP/oneM2M/CSE/ROL/BV/007

	Test objective
	Check that the IUT obtains the AE’s role from the Role Repository (CSE) and verifies if the roleID is correct with the request 

	Reference
	TS-0003 7.4.3 – step 7

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE

and the IUT having received a RETRIEVE request from AE for CSE_ID containing roleID attribute


and the IUT having transfered the request to the CSE 
}

	Expected behaviour
	Test events
	Direction

	
	when {


          the IUT receives a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



role resource containing




Valid roleID attribute

}
	IUT  CSE

	
	then {



    the IUT compares the roleID attributes from the AE and CSE and
          the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing the resource
} 
	 IUT  AE


DAS
TP/oneM2M/CSE/DAS/BV/001
	TP Id
	TP/oneM2M/CSE/DAS/BV/001

	Test objective
	Check that the IUT sends a DAS request when it receives a valid request from AE to perform operation on a resource without corresponding permissions

	Reference
	TS-0003 7.3.2.2 – step 1 & 2.3, TS-0001 11.5.2, TS-0004 6.3.5.46

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE1

and the IUT having registered at least one DAS AE2

and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type Container under the AE1 resource

and the AE1 having no privileges to perform RETRIEVE operation on the resource 
TARGET_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE request from AE1 containing 


      To set to Container_ID and


From set to AE1_ID and


no Content 

}
	IUT  AE

	
	then {

the IUT sends a valid NOTIFY Request to DAS AE2 containing 

     

To set to AE2_ID  and


From set to AE1_ID and


Notification containing



securityInfo containing




securityInfoType set to 1 and




dynAuthDasRequest containing






originator set to AE1_ID and





targetedResourceType set to 3 (Container) and





operation set to Retrieve



}
	IUT  DAS AE


TP/oneM2M/CSE/DAS/BV/002
	TP Id
	TP/oneM2M/CSE/SEC/BV/002

	Test objective
	Check that the IUT accepts the response from the DAS AE2 processes the authorisation and sends a correct response to the AE1 originator

	Reference
	TS-0003 7.3.2.2 – step 3.2, TS-0001 11.5.2, TS-0004 6.3.5.47

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE1

and the IUT having registered at least one DAS AE2

and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type Container under the AE1 resource

and the AE having no privileges to perform RETRIEVE operation on the resource 
TARGET_RESOURCE_ADDRESS

      and the AE having sent a RETRIEVE request for the TARGET_RESOURCE_ADDRESS resource

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Response from DAS AE2 containing 

     

ResponseStatusCode set to OK (2000) and 


Content containing



securityInfo containing




securityInfoType set to 2 and




dynAuthDasResponse representation
}
	IUT  DAS AE

	
	then {

the IUT sends a valid Response to AE1 containing 

     

ResponseStatusCode set to OK (2000) and


Content containing



Container representation
}
	IUT  AE


ESCertKE

TP/oneM2M/CSE/ESC/BV/001
	TP Id
	TP/oneM2M/CSE/ESC/BV/001

	Test objective
	Check that the IUT sends the first Notify response with the ESCertKE message 2 when the CSE1 has sent the ESCertKE message 1.

	Reference
	TS-0003 8.7.2.2 – step C.1.b, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE1
      and the IUT has been provisioned with private key and certificate

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from CSE containing 

     

To set to CSE_ID and


From set to CSE1_ID and


Content containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 1 (TLS Message: Client Hello)
}
	IUT  CSE

	
	then {

the IUT sends a valid NOTIFY Response to CSE containing 

     

ResponseStatusCode set to OK (2000) and


Content containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 2 (TLS Messages: Server Hello, Certificate*, ServerKeyExchange*, CertificateRequest*, ServerHelloDone)
}
	IUT  CSE


TP/oneM2M/CSE/ESC/BV/002

	TP Id
	TP/oneM2M/CSE/ESC/BV/002

	Test objective
	Check that the IUT sends the first Notify response with the ESCertKE message 4 when the CSE1 has sent the ESCertKE message 3.

	Reference
	TS-0003 8.7.2.2 – step C.1.d, TS-0001 11.4.1, TS-0004 6.3.5.48

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered to the CSE1
      and the IUT has been provisioned with private key and certificate

      and the IUT has received ESCertKE Message 1

      and the IUT has sent ESCertKE Message 2

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid NOTIFY Request from CSE containing 

     

To set to CSE_ID and


From set to CSE1_ID and


Content containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 3 (TLS Messages: Certificate*, ClientKeyExchange, CertificateVerify*, [ChangeCipherSpec], Finished)
}
	IUT  CSE

	
	then {

the IUT sends a valid NOTIFY Response to CSE containing 

     

ResponseStatusCode set to OK (2000) and


Content containing



securityInfo containing




securityInfoType set to 6 and




escertkeMessage containing






base64 representation of Message 4 (TLS Messages: [ChangeCipherSpec], Finished)
}
	IUT  CSE
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Annex <A> Conformance Test Requirement
A.1
MQTT Protocol Conformance Test Requirement

	Test Items
	TS Chapter
	Obligation
	Condition for 
Optional Item
	Checking point
	Fail condition

	Commonly Repeated Items
	TS-0010, Sec5.1
	Mandatory
	 
	"QoS=1"
	Fail when QoS is other than “1”

	
	TS-0010, Sec5.1
	Mandatory
	 
	"Retain" flag set as "0"
	Fail if DUT sends with “Retain” flag=1

	Connection
Items
	Connect
	TS-0010, Sec6.3
	Mandatory
	 
	Prefix A:: or C:: is added to the ID
	Fail if Prefix A:: or C:: are not added to the ID

	
	
	TS-0010, Sec6.3
	Mandatory
	 
	if Clean session (ex: Retain) flag is 
set  to “False” in CONNECT 
	Fail when clean session is “True” when
 DUT want to be connected

	
	
	TS-0010, Sec6.3
	Mandatory
	 
	if  “Will Flag” is not set in CONNECT 
	Fail when will flag is enabled

	
	Disconnect
	TS-0010, Sec6.3
	Mandatory
	 
	if Clean session (ex: Retain) flag is 
set  to “True” in CONNECT
	Fail when clean session is “False” when
 DUT want to be disconnected

	Subscription Items
	TS-0010, Sec5.1
	Mandatory
	 
	if the message is set to Durable
	Fail is the message is not Durable

	
	TS-0010, Sec6.4.4
	Conditional
	 (for Initial Registration)
when Originator doesn’t knows it’s ID
	if DUT’s  Initial ID assigning 
/oneM2M/reg_req/<originator>/<receiver> oneM2M/reg_resp/<originator>/<receiver>
	Fail if DUT's ID assigning is other than this

	Publish Item
	TS-0010, 
Figure  6.4.5-2
	Conditional
	when Originator knows 
it’s ID
	if DUT’s  Initial ID assigning 
 oneM2M/req/<Originator>/<Receiver> 
	Fail if DUT's ID assigning is other than this

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	When Originator uses 
wild card
	if DUT’s  Initial ID assigning  oneM2M/req/+/<Receiver> 
	Fail if DUT's ID assigning is other than this

	
	MQTT v3.1.1
	Conditional
	 
	if the has proper Primitive contents
 (“op”, “fr”, “to”, “ri”, “pc”, “ty”)
	Fail if any of primitive contents feature wrong

	Reception Item
	TS-0010, 
Figure  6.4.5-2
	Conditional
	when Originator knows 
it’s ID
	if DUT’s  Initial ID assigning 
oneM2M/resp/<Originator>/<Receiver> 
	Fail if DUT's ID assigning is other than this

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	When Originator uses 
wild card
	if DUT’s  Initial ID assigning 
oneM2M/resp/<Originator>/+ 
	Fail if DUT's ID assigning is other than this

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	 
	server Delete received contents properly 
not storing data
	Fail if Receiver stores message

	
	TS-0010, 
Figure  6.4.5-2
	Conditional
	 
	If the receiver sends PubACK 
when receives messages
	Fail if the receiver doesn’t send PubACK

	
	MQTT v3.1.1
	Mandatory
	 
	if the has proper Primitive contents
 (“op”, “fr”, “to”, “ri”, “pc”, “ty”)
	Fail if any of primitive contents feature wrong
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Annex <B>(Informative): TP template
	TP Id
	

	Test objective
	

	Reference
	

	Config Id
	

	PICS Selection
	

	Initial conditions
	

	Expected behaviour
	Test events
	Direction

	
	when {
}
	IUT ( AE

	
	then {
}
	IUT ( AE
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