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9
Abstract data models for public warning services

9.1
Design principle of information models 
9.1.1
Introduction
This clause defines a design principle of the information model for the oneM2M public warning service. Defining an information model is important to ensure interoperability between the devices which are developed individually to provide the same service. In terms of the oneM2M-based public warning service, there are two interfaces which are required to guarantee interoperability by sharing a common information model. The first one is the interface between the oneM2M public warning service gateway and oneM2M system to disseminate the warning message from authority to public devices through the oneM2M system, and the second one is the interface provided by individual devcies in the M2M system to trigger emergency tasks when the system received public warning messages.
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Figure 9.1.1-1 oneM2M based public warning service interfaces
The clause 9.1.2 shows a way to define an information model that can be used to represent emergencies in the oneM2M system based public warning services. By investigating of CAP (Common Alerting Protocol) 1.2 message format which is widely used to exchange public warnings between heterogeneous warning systems and applications, information constituting the CAP warning message can be divided into machine interpretable or not. To define oneM2M public warning service information model, machine interpretable information are used as main elements, and other information can be used as optional element. The clause 9.1.3 provides two approaches to define information model for oneM2M devices that supports public warning service features by using the Smart Device Template (SDT). The SDT is a template which is used to model the capabilities, actions and events of smart devices, and used to define information model for home and industrial domain applications in the oneM2M. 

9.1.2
Extracting machine interpretable information from CAP public warning message format
9.1.2.1
Information model of OASIS CAP 1.2

The Common Alerting Protocol (CAP) is the digital message format designed to exchange all types of emergency alerts and notifications. 
Compatibility with the CAP message format is an important factor for integrated operation and functional complementation with existing warning systems. Therefore, compatibility with the CAP message format is important consideration in designing information model of  IoT based public warning service.


As a result of the analysis on the structure of the CAP message, the characteritics of each property of the CAP message were provided in terms of name, data type, optionality and machine interpretability as mentioned in clause 9.1.1.2. This information can be used to design an information model of IoT enabled public warning service so that it supports compatibility with CAP based external public warning systems.
A CAP alert message instance is an XML document that consists of an <alert> element as a root element. An <alert> element may contain one or more <info> element, each <info> element may include one or more <area> and/or <resource> element. CAP document object model depicted in Figure 9.1.2.1-1 is designed to minimize operational complexity by eliminating the need for multiple custom interfaces between many warning sources and dissemination systems involved in all-hazard warning.
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Figure 9.1.2.1-1 CAP document object modeling [i.x]
NOTE: “CONDITIONAL” in the Optionality column can be required or optional according to the value of other properties. 
9.1.2.2
Extracting machine interpretable information from CAP <alert> element

The <alert> element provides basic information for current public warning message that consists of its purpose, source and status, as well as a unique indentifier for the current warning message.

Table 9.1.2.2-1 The list of attributes for CAP <alert> element
	Name
	Type
	Optionality
	Description
	Machine interpretable

	identifier 
	xs:string
	REQUIRED
	The identifier of the alert message, contains a number or string value that uniquely identifying this message.
	Interpretable

	sender
	xs:string
	 REQUIRED
	The identifier of the originator of this alert message. This value must guaranteed by assigner to be unique globally.
	Interpretable

	sent
	xs:dateTime
	REQUIRED
	The time and date of the origination of this alert message. This value shall be represented in the DateTime format (e.g., "2002-05-24T16:49:00-07:00" for 24 May 2002 at 16:49 PDT)
	Interpretable

	status
	xs:string
	REQUIRED
	The code to represent the appropriate handling of the alert message receiver. The CAP 1.2 specification restricts code values as belows.

· “Actual” - Actionable by all targeted recipients

· “Exercise” - Actionable only by designated exercise participants; exercise identifier SHOULD appear in <note> 

· “System” - For messages that support alert network internal functions

· “Test” - Technical testing only, all recipients disregard

· “Draft” – A preliminary template or draft, not actionable in its current form
	Interpretable

	msgType
	xs:string
	REQUIRED
	The code to represent the nature of the alert message. The CAP 1.2 specification restricts code values as belows. 

·  “Alert” - Initial information requiring attention by targeted recipients

· “Update” - Updates and supercedes the earlier message(s) identified in <references>

· “Cancel” - Cancels the earlier message(s) identified in <references>

· “Ack” - Acknowledges receipt and acceptance of the message(s) identified in <references>

· “Error” - Indicates rejection of the message(s) identified in <references>; explanation SHOULD appear in <note>
	Interpretable

	source 
	xs:string
	REQUIRED
	Not standardised human readable text identifying an operator or a specific device as the source of the alert message.
	Not interpretable

	scope
	xs:string
	REQUIRED
	The code to represent the intending scope of distribution for this alert message. The CAP 1.2 specification restricts code values as belows. 

· “Public” - For general dissemination to unrestricted audiences

· “Restricted” - For dissemination only to users with a known operational requirement (see <restriction>, below)

· “Private” - For dissemination only to specified addresses (see <addresses>, below)
	Interpretable

	restriction
	xs:string
	CONDITIONAL
	Not standardised human readable text to denote the rule for limiting distribution of the restricted alert message. This property appears when “scope” value is “Restricted”.
	Not interpretable

	addresses
	xs:string
(Separated by white space)
	CONDITIONAL
	The list of address for a recipients of the alert message. Value of address can be an identifier or an address. This property is required when “scope” value is “Private” and optional when “scope” value is “Public” or “Restricted”. 
	If the value of an address is an identifier, this field would be Machine interpretable

	code
	xs:string
	 OPTIONAL
	User-defined flag or special code used to handle specially. Multiple code can be presented for an alert message.  The format and semantics of the code value are not defined in CAP 1.2 specification. 
	Interpretable

	note 
	xs:string
	OPTIONAL
	Not standardised human readable text clarifying the purpose or significant of the the alert message when “status” value is “Exercise” and “msgType” value is “Error”.
	Not interpretable

	references 
	xs:string
(Separated by white space)
	OPTIONAL
	The list of identifiers for earlier message(s) referenced by this alert message.
	Interpretable

	incidents
	xs:string
(Separated by white space)
	OPTIONAL
	The list of names which are referenced incident(s) of the alert message.
	Not interpretable

	info
	xs:complexType(<info> element)
	OPTIONAL
	The container for all component parts of the info sub-element of the alert message.

Multiple occurrences are permitted within a single <alert> element to support multiple language or sequence of alert information for an alert message.
	n/a (This property is a sub-element described inclause 9.1.2.3)


9.1.2.3
Extracting machine interpretable information from CAP <info> element

The <info> element provides both categorical and textual description of the subject emergency event. It may also provide instructions for appropriate response against the received warning message and extra details (e.g. hazard duration, tehnical parameters, contact information, links to additional media resource, etc.) 

Table 9.1.2-2 The list of attributes for CAP <info> element
	Name
	Type
	Optionality
	Description
	Machine interpretability

	language
	xs:language
	OPTIONAL
	Contains a [RFC 3066] code value denoting the language of the info sub-element of the alert message.
	Interpretable

	category
	xs:string
	 REQUIRED
	The code denoting the category of the alerting event of the alert message. The CAP 1.2 specification restricts code values as belows. Multiple caterory can be presented in an <info> element.
· “Geo” - Geophysical (inc. landslide)

· “Met” - Meteorological (inc. flood)

· “Safety” - General emergency and public safety

· “Security” - Law enforcement, military, homeland and local/private security

· “Rescue” - Rescue and recovery

· “Fire” - Fire suppression and rescue

· “Health” - Medical and public health

· “Env” - Pollution and other environmental

· “Transport” - Public and private transportation

· “Infra” - Utility, telecommunication, other non-transport infrastructure

· “CBRNE” – Chemical, Biological, Radiological, Nuclear or High-Yield Explosive threat or attack

· “Other” - Other events
	Interpretable

	event
	xs:string
	REQUIRED
	Not standardised human readable text describing the type of the subject event of the alert message
	Not interpretable

	responseType
	xs:string
	OPTIONAL
	The code denoting the type of recommended response action for the target audience when the alert message received. The CAP 1.2 specification restricts code values as belows. Multiple responseType can be presented in an <info> element.

·  “Shelter” – Take shelter in place or per <instruction>

· “Evacuate” – Relocate as instructed in the <instruction>

· “Prepare” – Make preparations per the <instruction>

· “Execute” – Execute a pre-planned activity identified in <instruction>

· “Avoid” – Avoid the subject event as per the <instruction>

· “Monitor” – Attend to information sources as described in <instruction>

· “Assess” – Evaluate the information in this message.  (This value SHOULD NOT be used in public warning applications.)

· “AllClear” – The subject event no longer poses a threat or concern and any follow on action is described in <instruction>

· “None” – No action recommended
	Interpretable

	urgency
	xs:string
	REQUIRED
	The code representing the urgency of the subject event of the alert message. The CAP 1.2 specification restricts code values as belows.
· “Immediate” - Responsive action SHOULD be taken immediately

· “Expected” - Responsive action SHOULD be taken soon (within next hour)

· “Future” - Responsive action SHOULD be taken in the near future

· “Past” - Responsive action is no longer required

· “Unknown” - Urgency not known
	Interpretable

	severity
	xs:string
	REQUIRED
	The code representing the severity of the subject event of the alert message. The CAP 1.2 specification restricts code values as belows.
· “Extreme” - Extraordinary threat to life or property

· “Severe” - Significant threat to life or property

· “Moderate” - Possible threat to life or property

· “Minor” – Minimal to no known threat to life or property

· “Unknown” - Severity unknown
	Interpretable

	certainty
	xs:string
	REQUIRED
	The code representing the certainty of the subject event of the alert message. The CAP 1.2 specification restricts code values as belows.

· “Observed” – Determined to have occurred or to be ongoing

· “Likely” - Likely (p > ~50%)

· “Possible” - Possible but not likely (p <= ~50%)

· “Unlikely” - Not expected to occur (p ~ 0)

· “Unknown” - Certainty unknown
	Interpretable

	audience
	xs:string
	OPTIONAL
	Not standardised human readable text describing the intended audience of the alert message
	Not interpretable

	eventCode  
	xs:complexType
	OPTIONAL
	The definitions of system-specific codes identifying the event type of the alert message. A code definition consists of valueName and value. Multiple eventCode can be presented in an <info> element.
	Interpretable

	effective
	xs:dateTime
	OPTIONAL
	The effective time of the information of the alert message. This value shall be represented in the DateTime format (e.g., "2002-05-24T16:49:00-07:00" for 24 May 2002 at 16:49 PDT). If this value is not presented, effective time is assumed to be the same time as in “sent”
	Interpretable

	onset
	xs:dateTime
	OPTIONAL
	The expected time of the beginning of the subject event of the alert message. This value shall be represented in the DateTime format (e.g., "2002-05-24T16:49:00-07:00" for 24 May 2002 at 16:49 PDT).
	Interpretable

	expires
	xs:dateTime
	 OPTIONAL
	The expiry time of the information of the alert message. This value shall be represented in the DateTime format (e.g., "2002-05-24T16:49:00-07:00" for 24 May 2002 at 16:49 PDT). If this value is not presented, recipient can set own expiration policy.
	Interpretable

	senderName
	xs:string
	 OPTIONAL
	Not standardised human readable name of the agency or authority issuing this alert message.
	Not interpretable

	headline
	xs:string
	 OPTIONAL
	Not standardised human readable short headline text of the alert message. 160 characters are recommended.
	Not interpretable

	description
	xs:string
	OPTIONAL
	Not standardised human readable extended description of the hazard or event that occasioned this message.
	Not interpretable

	instruction
	xs:string
	OPTIONAL
	Not standardised human readable instruction describing recommended action to targeted recipients.
	Not interpretable

	web
	xs:anyURI
	 OPTIONAL
	The hyperlink URI for an HTML page or text resource to provide additional information for the alert message
	Interpretable

	contact
	xs:string
	 OPTIONAL
	Not standardised human readable text describing the contact for follow-up and confirmation of the alert message.
	Not interpretable

	parameter
	xs:complexType
	 OPTIONAL
	The definitions of system-specific parameter associated with the alert message. A parameter definition consists of valueName and value. Multiple parameter can be presented in an <info> element.
	Interpretable

	resource
	xs:complexType(<resource> element)
	OPTIONAL
	The definitions of  all component parts of the resource referes to an additional file. This definition to be used to provide multimedia file to recipients. Multiple resource can be presented in an <info> element.
	n/a (This property is a sub-element described inclause 9.1.2.4)

	area
	xs:complexType(<area> element)
	 OPTIONAL
	The definition of all component parts of the area identifying an affected area. A <info> element may contain one or multiple area definition to identify union of all the included area.
	n/a (This property is a sub-element described inclause 9.1.2.5)


9.1.2.4
Extracting machine interpretable information from CAP <resource> element

The <resource> element provides additional information about subject event in the form of a digital asset such as an image or audio resource link.
Table 9.1.2.4-1 The list of attributes for CAP <resource> element
	Name
	Type
	Optionality
	Description
	Machine understandability

	resourceDesc
	xs:string
	 REQUIRED
	Not standardised human readable description of the thpe and content of a referenced resource file (for example a map or photograph).
	Not interpretable

	mimeType
	xs:string
	 REQUIRED
	The MIME type, as described in [RFC2046], identifier describing the referenced resource file.
	Interpretable

	size
	xs:integer
	 OPTIONAL
	The approximate size of the resource file in bytes indicating the size of the referenced resource file.
	Interpretable

	uri
	xs:anyURI
	 OPTIONAL
	The hyperlink URL that can be used to retrieve the resource over the Internet.
	Interpretable

	derefUri
	xs:string
	CONDITIONAL
	An alternative to the uri resource hyperlink giving the Base64 encoded content of the resource file.
	Interpretable

	digest
	xs:string
	 OPTIONAL
	The SHA-1 hash value of the resource file for validation.
	Interpretable


9.1.2.5
Extracting machine interpretable information from CAP <area> element

The <area> element describes a geographic area that specifies the target area to which propagate for the related emergency event.
Table 9.1.2.5-1 The list of attributes for CAP <area> element
	Name
	Type
	Optionality
	Description
	Machine interpretability

	areaDesc
	xs:string
	REQUIRED
	Not standardised human readable description of the affected area of the alert message.
	Not interpretable

	polygon
	xs:string
	OPTIONAL
	The space-separated list of coordinate pair defines the polygon that identify the affected area of the alert message. Each coordinate value contains geolocation position value as specified in [WGS84] standard. Multiple polygon in an <area> element is used to identify union of all polygons.
	Interpretable

	circle
	xs:string
	OPTIONAL
	The space-separated list of coordinates for a center position and a radius that identify the affected area of the alert message. The first two [WGS84] geolocation position value represents the center position of the circle, and last value represents the radius delineating in kilometres. Multiple circle in an <area> element is used to identify union of all polygons.
	Interpretable

	geocode
	xs:complexType
	OPTIONAL
	The geographic code identifying the affected area of the alert message.  A geocode consists of valueName and value. Multiple geocode can be presented in an <area> element.
	Interpretable

	altitude
	xs:decimal
	OPTIONAL
	The specific or minimum altitude in feet above mean sea level of the affected area of the alert message.
	Interpretable

	ceiling
	xs:decimal
	CONDITIONAL
	The maximum altitude in feet above mean sea level of the affected area of the alert message.
	Interpretable


9.1.3
Defining information model using SDT 
9.1.3.1
Generalize features of public warning service supporting device
As a result of studies on the clause 6, generalized features of public warning service supporting device can be draw an usecase diagram (Figure 9.1.3.1-1).
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Figure 9.1.3.1-1 Use case for a public warning service supporting device
The figure 9.1.3.1-1 has three use cases :

a) Configure opt-out settings;

b) Trigger emergency task with PWS message;

c) Terminate emergency mode.

In the following clause 9.2.3 and clause 9.2.4 provides an example of definition information model for a device that supporting these use cases.
9.1.3.2
Possible approaches to define information model
Since the public warning service is a cross-domain service, defining a device information model for the public warning service need to be considered any different approaches from the domain specific service domain. The cross-domain service means that a service has been implemented to target two or more application domains (e.g. home, industry, and vehicle domains) rather than to target a single specific application domain. In other points of view, the public warning service is working on a device that provide domain-specific functionalities on peacetime, and provides public warning service on the emergency situation. Therefore, the information model for public warning service must be linked to application-specific information models.
oneM2M TS-0023 provides the home appliance information model for home domain devices (e.g. TV, refrigerator, air conditioner, etc.,) based on HGI SDT. This clause describes two possible approaches to define an information model for a public warning service on the oneM2M device by showing examples about adding public warning service features to a home appliance information model. The SDT is used to represent the liked relationship between application domain specific information model and public warning service domain information model.


Figure 9.1.3.2-1 depicts an example of defining emergencyWarningDisplay module in the deviceTelevision which is an information model for TV in TS-0023. This approach is one of the ways to define features of the public warning service through modification of the original domain-specific information model.
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Figure 9.1.3.2-1 An example of the TV information model extension 

Figure 9.1.3.2-2 depicts an example of defining a virtual device named devicePWS for public warning service domain. Both the deviceTelevision and the devicePWS are assigned to one physical device TV that supports not only for the home appliance domain but also the public warning service domain in this example. This approach provides the other way to define a virtual device which supports public warning device without modifying the original domain-specific information model.

[image: image5]
Figure 9.1.3.2-2 An example of a virtual device information model
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