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Introduction
This contribution provides new use case on acces control using dynamic authorization for security isolation to Clause 12 “Other Use Cases” in TR-0001.
---------------------- Start of change 1 -------------------------------------------
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[bookmark: _Hlk507876991]In order prevent some hacker attacks when an access is allowed from not protected networks, ASN node is enhaced to use several roleIDs and to expose only non-sensitive resources throught Maintainer roleID and to protect an access to sensitive resources with Owner roleID (e.g. Firwmare update, sensitive data retrieval) . This will allow giving external company an access to the resources  and in the same keep a strict control of ressources by the owner of AEs.

In order to allow this control, the proposal is to  allow DAS (Dynamic Authorisation Server) from the Owner to control an access to the Owner roleID sensitive resources with Owner token.  
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RDM-2019-XXXX-Access_Control_Using_several_tokens
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[bookmark: _Toc404088203][bookmark: _Toc404088679][bookmark: _Toc404089626][bookmark: _Toc404090100][bookmark: _Toc405548707][bookmark: _Toc405800150][bookmark: _Toc405801359][bookmark: _Toc405812737][bookmark: _Toc405813204][bookmark: _Toc405813675][bookmark: _Toc405816498][bookmark: _Toc405816971][bookmark: _Toc405817440][bookmark: _Toc405817910][bookmark: _Toc406056092][bookmark: _Toc435795437][bookmark: _Toc404088270][bookmark: _Toc404088745][bookmark: _Toc404089692][bookmark: _Toc404090166][bookmark: _Toc405548773][bookmark: _Toc405800216][bookmark: _Toc405801425][bookmark: _Toc405812802][bookmark: _Toc405813269][bookmark: _Toc405813740][bookmark: _Toc405816565][bookmark: _Toc405817038][bookmark: _Toc405817507][bookmark: _Toc405817977][bookmark: _Toc406056159][bookmark: _Toc435795503][bookmark: _Toc488238777][bookmark: _Toc488240127][bookmark: _Toc489445827][bookmark: _Toc489446116][bookmark: _Toc500712747]Device (for example Air Conditionners) 
Maintainer (M) who manages the device resources remotely (e.g. maintenance of Air Conditioners is subcontracted to a maintainer (M) who manages the device resources remotely : humidity level, temperature, on/off, power consumption, firmware version,….)
Owner (O) is also able to manage the device remotely (humidity level, temperature,…)
Dynamic Authorisation Server Owner (DAS_O) managing authroisations for Owner resources
Dynamic Authorisation Server Maintainer (DAS_M) managaing authorisations for Maintainer resources
ASN (Access Service Node) which can be a gateway to which devices are connected



12.x.4	Pre-conditions
[bookmark: _Toc404088271][bookmark: _Toc404088746][bookmark: _Toc404089693][bookmark: _Toc404090167][bookmark: _Toc405548774][bookmark: _Toc405800217][bookmark: _Toc405801426][bookmark: _Toc405812803][bookmark: _Toc405813270][bookmark: _Toc405813741][bookmark: _Toc405816566][bookmark: _Toc405817039][bookmark: _Toc405817508][bookmark: _Toc405817978][bookmark: _Toc406056160][bookmark: _Toc435795504][bookmark: _Toc488238778][bookmark: _Toc488240128][bookmark: _Toc489445828][bookmark: _Toc489446117][bookmark: _Toc500712748]Devices (like Air Conditionners) are installed as part of Smart Office and connected via ASN.
Maintainer (M) has an algorithm for maintenance deployed on the devices. M therefore has access to device resources (version, results of processing, alerts)  
Each actor is associated to a roleID
ASN (Access Service Node) manages the resources exposure based on actors roleID. 
Owner, Maintainer each have their own DAS: DAS_O & DAS_M.
For Owner, DAS_O (Dynamic Authorisation Server Owner) emits token(s) 
For Owner CSE in ASN validates Owner token(s) emitted by DAS_O 
For Maintainer, DAS_M (Dynamic Authorisation Server Maintainer) emits token(s) 
For Maintainer CSE in ASN validates Maintainer token(s) emitted by DAS_M.

12.x.5	Triggers
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12.x.6	Normal Flow

Figure 12.x.6.1 illusrates the high-level flows of a use case showing how Maintainer process to update a Firmware of the devices which consists  of the following steps:
1. Maintainer from M requests firmware update (via Originator CSE/AE)
1.1 CSE in ASN detects that this request requires authorization from DAS_M
2. CSE in ASN rejects the request (Indirect Dynamic Authorisation Schema)
3. Maintaner Originator CSE/AE requests token from  DAS_M
3.1 DAS_M detects that this kind of operation requires the second token request from DAS_O (DAS_M needs to know whether a DAS_O token is needed or not. DAS_O can communicate this information through a security policy, documentation or a specific API)
3.2 DAS_M requests a second token from DAS_O
3.3 DAS_O provides a second token to DAS_M
3.4 DAS_M sends both tokens as a list to Originator CSE/AE
4. Maintaner Originator CSE/AE sends a request for Firmware Update including both tokens 
4.1     CSE in ASN verifies token provided by DAS_M, extracts Owner token
4.2     CSE verifies token provided by DAS_O 
4.3 	CSE performs Firware Update on Devices
4.4 	CSE confirms Firmware Udate request has been proceeded


Maintainer resources DAS
Owner resources DAS
Device 
Originator CSE/AE (maintenance company remote access tool)
Devices Management Hub (ASN)
4.0 Requests firmware update (Maintainer Token + Owner Token)
2.1 Token shall be requested to DAS 
2.0 Request is rejected: Token  is required (Dynamic Authorisation schema)
3.0  Token request
1.0 Maintenance requests firmware update

 
4.4 Firmware updated
3.4 Maintainer Token is provided and Owner Token is provided as a list of Tokens (with different Issuer field)
3.3 Owner Token is provided 
3.2 Owner Token request
4.3 Firmware update
4.2  Verify Owner Token provided by Owner DAS
4.1 Verify Token provided by DAS_M, extract Owner Token   
3.1 DAS_M detects Owner token is required
Here Token ID also can be requested 
1.1 CSE detects a request that requires token authorization 
CSE


























Figure 12.x.6.1: Normal flow for access control request using two tokens
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None
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12.x.9	High Level Illustration
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Figure 12.x.9.1: High level illustration
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The M2M System shall support sensitive resources protecting in ASN so that access control can be performed by ASN validating different tokens from mdifferent DAS servers
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