Doc# ARC-2018-0353-Resource_Ownership

	Input Contribution

	Meeting ID*
	ARC 38

	Title:*
	Resource Ownership

	Source:*
	Dale Seed, Convida, Seed.Dale@convidawireless.com 

	Date:*
	2018-12-01

	Input related to*
	WI-0083 - oneM2M Service Subscribers and Users (TR-0054)

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Impacted other TS/TR(s)
	

	Decision requested or recommendation:*
	Approval for insertion into TR-0054

	Template Version: January 2017 (Do not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

Introduction
oneM2M currently supports a creator attribute for many resources.  The  creator is configured with the AE-ID or CSE-ID of the Originator that creates the resource.  This configuration is performed by the Hosting CSE at the time the resource is created.  The creator attribute is currently used for functionality such as the default access control policies.  If the accessControlPolicyIDs attribute is NULL, the Hosting CSE shall apply the default access privileges and grant access to the creator of the resource.
However in many real-life use cases, resources are sold or exchanged via transferring their ownership from one party to another.   oneM2M currently lacks the capability to define the current owner of a resource.  Supporting a mechanism to track the ownership of a resource would be a very useful feature.  For example, the owner of resource would be a better option to use for the default access control policy.  In addition, collecting statistics for the resources of an owner would also be useful.

This contribution proposes to add a new owner attribute to oneM2M resources.  This attribute could be defined as a common or even a universal attribute.  The contribution proposes that the owner attribute can be configured with an AE-ID, CSE-ID or M2M-User-ID to denote the AE, CSE or M2M Service User that currently has ownership of the resource.  
-----------------------Start of change 1-------------------------------------------
6.2 Resource Creator Limitations
oneM2M currently supports a creator attribute for many resources.  The creator is configured with the AE-ID or CSE-ID of the Originator that creates the resource.  This creator attribute is used for functionality such as the default access control policies.  If the accessControlPolicyIDs attribute is NULL, the Hosting CSE shall apply the default access privileges and grant access to the creator of the resource.
oneM2M currently lacks the capability to define the current owner of a resource.  Supporting a mechanism to track the ownership of a resource would be a very useful feature.  For example, the owner of resource would be a better option to use for the default access control policy since ownership of a resource may change and providing access to the original creator of a resource by default may present a security loophole.  A resource owner could also be used for enhancements to the oneM2M statistics collection functionality. For example, statistics can be collected on the requests that target resources of a particular owner.   
6.2.1  Use Case Description
In many real-life use cases, a change in ownership of the resources hosted by a oneM2M CSE can happen.  For example, an IoT brokerage that uses a oneM2M CSE to store IoT data sets (e.g. sensor readings) in the form of oneM2M resources (e.g. <flexContainer> resources) from various users.  The IoT brokerage may offer a service to allow users to buy and sell IoT data sets from and to one another.  The buying and selling of IoT data sets results in a change of ownership of the data sets.  
6.2.2  Potential Requirements

1 The oneM2M System shall support resource owners that are M2M Service Users, M2M Service Subcsribers, AEs and CSEs.
2 The oneM2M System shall support secure configuration the owners of a resource at the time of resource creation. 
3 After a resource has been created, the oneM2M system shall support secure change of the owners of resource to a new owner.
4 The oneM2M system shall support default access control policies for the current owners of a resource.
5 The oneM2M system shall support charging event detection, statistics collection and charging records generation based on the owners of a resource.
-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
7.4 Resource Owner 
7.4.1 Solution Applicability
The definition of a new owner resource attribute provides a solution that is applicable to the current limitation that oneM2M lacks the capability to identify the current owner of a resource.       

7.4.2 Solution Description
To track the current owner of a oneM2M resource, a new owner attribute can be defined. This attribute can be defined as a common or universal attribute.  The owner attribute can be configured with the AE-ID, CSE-ID, M2M-User-ID or M2M-Subscriber-ID of the current owner of the resource.  Changing the value of the owner attribute can function as a change in ownership of the resource.  Like any other resource attribute, the oneM2M access control policy framework can be used to protect and guard against attempts to maliciously change the ownership of resource.
Rather than using the creator attribute for default access controls, the owner attribute can be used instead since resources may have a change of ownership and granting access to the creator in this case can result in a security loophole.   
Adding the owner attribute to oneM2M resources enables a Hosting CSE to use this information when collecting statistics.  For example, a new eventResourceOwners attribute can be added to the <eventConfig> resource as defined in  Table 7.2.2.6-1.   
Table 7.2.2.6-1: Extended attributes of <eventConfig> resource 
	eventResourceOwners
	0..1 (L)
	RW
	This attribute indicates the list of resource owners for which the event is to be captured and reported. Whenever an operation is performed on a resource having an owner that matches an owner specified in this list, an event will be recorded, provided any other specified event criteria have also been met.


-----------------------End of change 2-------------------------------------------
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