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Introduction
This contribution proposes user-based access control policy functionality that enhances the <accessControlPolicy> resource with the capability to specify privileges based on the identity of M2M Service Users and their M2M-User-IDs.
-----------------------Start of change 1-------------------------------------------
7.2.2.4.1 User Based Access Control Policies

To enable a Hosting CSE with support for granting access to a resource based on the M2M-User-ID of the Originator, the following enhancements to the <accessControlPolicy> resource can be made.

The accessControlOriginators parameter in an access-control-tuple can be extended to support M2M-User-ID.  The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 7.2.2.4.1-1 describes the supported types of parameters in accessControlOriginators.  By extending the accessControlOriginators parameter to support M2M-User-ID, access control rules can be defined with a higher level of abstraction.   For example, grant access to requests originating from a particular M2M Service User regardless of the application the M2M Service User is using.      
Table 7.2.2.4.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	UserID
	M2M-User-ID of the Originator


The accessControlContexts parameter in an access-control-tuple can be extended to support M2M-User-ID. The accessControlContexts is an optional parameter in an access-control-rule-tuple that contains a list, where each element of the list, when present, represents a context that is permitted to use this access control rule.  This request context is used to further qualify the accessControlOriginators parameter.   The accessControlContexts is described by a set of parameters as shown in Table 7.2.2.4.1-2.  By extending the accessControlContexts parameter to support M2M-User-ID, finer grain access control rules can be defined.  For example, grant access to requests originating from a particular AE that is currently being used by a particular user.      
Table 7.2.2.4.1-2: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlUserIDs
	Represents a M2M-User-ID constraint which is compared against the M2M-User-ID of the Originator of the request. 


-----------------------End of change 1-------------------------------------------
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