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Introduction

This contribution proposes a new kind of access control policy that can be used for combining heterogeneous access control policies in oneM2M System.
This contribution focuses on resource definition.

-----------------------Start of change 1---------------------------------------------
8.3.x
Solution #1.y: Access control combining policy
8.3.x.1
Introduction
This solution addresses key issue #3.1. It defines a new type of access control policy that is used to integrate different types of access control policies and authorization mechanisms in oneM2M system. This access control policy is named access control combining policy.

Access control combining policy can combine different authorization mechanisms (i.e. static authorization, dynamic authorization and distributed authorization) supported by oneM2M system. For example using dynamic authorization and/or distributed authorization. This is implemented through providing relevant configuration information.
Access control combining policy can directly store concrete access control policies through including corresponding policy resource as a sub-resource of the combining policy resource. The access control combining policy can also refer to access control policies outside of the policy. These policies can be the existing oneM2M access control policies (i.e. stored in <accessControlPolicy> resources) or new defined access control policies (e.g. ABAC policy).
Access control combining policy can manage multiple access control policies. At runtime, these policies are evaluated independently. The policy evaluation results are then combined with policy combining algorithm provided by the access control combining policy. 
Access control combining policy can also support privacy protection through providing privacy policy that is used to filter privacy related information from the access result that will be returned back to the Originator.
An access control combining policy is represented by <accessControlCombiningPolicy> resource. <accessControlCombiningPolicy> resources are located directly under the <CSEBase> resource.
A resource refers to a <accessControlCombiningPolicy> resource via its accessControlPolicyIDs attribute. The resources IDs in accessControlPolicyIDs are the resource IDs of <accessControlPolicy>, <abacPolicy> and/or <accessControlCombiningPolicy> resources. Therefore, from the perspective of data structure, there is no impact on the target resources using the combining policy.
8.3.x.2
Solution details
8.3.x.2.1
Resource Type accessControlCombiningPolicy
An <accessControlCombiningPolicy> resource represents an access control combining policy.
The <accessControlCombiningPolicy> resource contains the child resources specified in table 8.3.x.2.1-1.
Table 8.3.x.2.1-1: Child resources of <accessControlCombiningPolicy> resource

	Child Resources of <accessControlSchedulingPolicy>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<accessControlPolicy>
	0..n
	See clause 9.6.2 in oneM2M TS-0001 [i.1]

	[variable]
	<abacPolicy>
	0..n
	See clause 6.3.x.

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 in oneM2M TS-0001 [i.1]



The <accessControlCpmbiningPolicy> resource contains the attributes specified in table 8.3.x.2.1-2.

Table8.3.x.2.1-2: Attributes of <accessControlCombiningPolicy> resource

	Attributes of 
<accessControlCombiningPolicy>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	resourceID
	1
	RO
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	resourceName
	1
	WO
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	parentID
	1
	RO
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	expirationTime
	1
	RW
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	creationTime
	1
	RO
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 in oneM2M TS-0001 [i.1].

	authorizationDecisionResourceIDs
	0..1 (L)
	RW
	See clause 9.6.2 in oneM2M TS-0001 [i.1].

	authorizationPolicyResourceIDs
	0..1 (L)
	RW
	See clause 9.6.2 in oneM2M TS-0001 [i.1].

	authorizationInformationResourceIDs
	0..1 (L)
	RW
	See clause 9.6.2 in oneM2M TS-0001 [i.1].

	adminPrivileges
	1
	RW
	A set of access control rules that apply to the <accessControlCombiningPolicy> resource itself and accessControlPolicyIDs attribute of any other resource which is linked to this <accessControlCombiningPolicy> resource.

	applicableSubjects
	0..1
	RW
	A set of Originators that apply to this policy.

	applicableResources
	0..1
	RW
	A set of resources that apply to this policy.

	policyCombiningAlgorithm
	0..1
	RW
	See clause 6.3.3.2.1.

	tokenPolicyPriority
	0..1
	RW
	Describe how to use token policies. It can be one of the following values:

· "not-use: do not use token policies;
· override-local-policy: the evaluation result of the token policy overrides the evaluation result of the local policy.
· override-token-policy: the evaluation result of the local policy overrides the evaluation result of the token policy.
· combining-with-local-policy: the evaluation results of token policies and  local policies needs to be combined equally.

	acpReferences
	0..1 (L)
	RW
	A list of resource IDs of <accessControlPolicy> resources.

	abacPolicyReferneces
	0..1 (L)
	RW
	A list of resource IDs of <abacPolicy> resources.

	privacyPolicy
	0..1
	RW
	A list of resource attributes and/or a list of sub-resources that need to be filtered from the results returned to the Originators.


The set of access control rules represented in adminPrivileges attributes are comprised of 2-tuples (accessControlOriginators, accessControlOperations) with parameters shown in table8.3.x.2.1-3 which are further described in the following clauses.

The adminPrivileges attribute contains at least one rule.

Table 8.3.x.2.1-3: Parameters in access-control-rule-tuples

	Name
	Description

	accessControlOriginators
	See clause 9.6.2.1 in oneM2M TS-0001 [i.1].

	accessControlOperations
	See clause 9.6.2.3 in oneM2M TS-0001 [i.1].


8.3.x.2.2
accessControlOriginators
NOTE:
The following text is copied and pasted from clause 9.6.2.1 of TS-0001 [i.1], and then remove the unwanted data fields, i.e. domain and all. The reason for this is that managing ACP should be straightforward. It doesn't need to be as complicated as a normal ACP. For example, accessControlContexts and accessControlObjectDetails are not needed.
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that is allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 8.3.x.2.2-1 describes the supported types of parameters in accessControlOriginators.

Table 8.3.x.2.2-1: Types of Parameters in accessControlOriginators
	Name
	Description

	originatorID
	CSE-ID, AE-ID or the resource-ID of a <group> resource that contains the AE or CSE that represents the Originator.

	Role-ID
	A Role Identifier as defined in clause 7.1.14 in oneM2M TS-0001 [i.1].


When the originatorID is the resource-ID of a <group> resource which contains <AE> or <remoteCSE> as member, the Hosting CSE of the resource checks if the originator of the request matches one of the members in the memberIDs attribute of the <group> resource (e.g. by retrieving the <group> resource). If the <group> resource cannot be retrieved or doesn't exist, the request is rejected.
8.3.x.2.3
accessControlOperations
NOTE:
The following text is copied and pasted from clause 9.6.2.3 of TS-0001 [i.1].
The accessControlOperations is a mandatory parameter in an access-control-rule-tuple that represents the set of operations that are authorized using this access control rule. Table 8.3.x.2.3-1 describes the supported set of operations that are authorized by accessControlOperations.

The following accessControlOperations is considered for access control policy check by the CSE.

Table 8.3.x.2.3: Types of parameters in accessControlOperations
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification


-----------------------End of change 1---------------------------------------------
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