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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separate “mirror CR” should be posted at the same time of this CR
Mirror CR: applies only when the text, including clause numbering are exactly the same.

Companion CR: applies when the change means the same but the baselines differ in some way (e.g. clause number).
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
The CR proposes to validate the request to check if the request has been malformed to perform unauthorized action. These form of malformed request should be categorized as coming from a MALICIOUS Originator.

	A malicious originator can form a request so as to gain access to unauthorized information. It can do so by performing injection e.g. sql injections by injecting malicious patterns in the filter criteria attributes.
In such a case, proper validation is required on the filter criteria attributes against any malicious patterns. If such form of injection is present, then the request should be considered as malicious and originating from a MALICOUS ORIGINATOR. The request should be rejected with a response status code as “MALICIOUS_REQUEST”. Such originator should also be marked blocked by the CSE. Further request from such Originator should be rejected with response status code set to “BLOCKED_ORIGINATOR”. 


-----------------------Start of change 1-------------------------------------------
1.1.1.1 Check existence of the addressed resource

If the Request Expiration Timestamp is given in the request and expired, the Hosting CSE shall reject the request with an "REQUEST_TIMEOUT" Response Status Code parameter value. Otherwise, the Hosting CSE should handle the request before the time specified in Request Expiration Timestamp.
The Hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.
If the From parameter contains an originator id which is present in originator block list except AE Create request, the Receiver CSE shall reject the request with a "BLOCKED_ORIGINATOR" Response Status Code parameter value.
If any of the Filter Criteria Attributes contain any malicous pattern, the request shall be rejected with a Response Status Code indicating "MALICIOUS_REQUEST" error. The corresponding originator shall be added in the Blocked Originator List.
The Hosting CSE shall also check if the conditions specified in the Filter Criteria parameter in the Retrieve/Update/Delete operation are met. If the condition check fails, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.
If the Hosting CSE does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.
If the Hosting CSE does not support the content format sent by the originator, the request shall be rejected with a Response Status Code indicating “UNSUPPORTED_MEDIA_TYPE” error.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.6.3.5
Originator error response class

Table 6.6.3.5-1 specifies the RSCs for Originator error responses.

41xx codes are oneM2M specific.

Table 6.6.3.5‑1: RSCs for Originator error response class

	Numeric Code
	Description

	4000
	BAD_REQUEST

	4001
	RELEASE_VERSION_NOT_SUPPORTED

	4004
	NOT_FOUND

	4005
	OPERATION_NOT_ALLOWED

	4008
	REQUEST_TIMEOUT

	4015
	UNSUPPORTED_MEDIA_TYPE

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE

	4102
	CONTENTS_UNACCEPTABLE

	4103
	ORIGINATOR_HAS_NO_PRIVILEGE

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS

	4105
	CONFLICT

	4106
	ORIGINATOR_HAS_NOT_REGISTERED

	4107
	SECURITY_ASSOCIATION_REQUIRED

	4108
	INVALID_CHILD_RESOURCE_TYPE

	4109
	NO_MEMBERS

	4110
	GROUP_MEMBER_TYPE_INCONSISTENT

	4111
	ESPRIM_UNSUPPORTED_OPTION

	4112
	ESPRIM_UNKNOWN_KEY_ID

	4113
	ESPRIM_UNKNOWN_ORIG_RAND_ID

	4114
	ESPRIM_UNKNOWN_RECV_RAND_ID

	4115
	ESPRIM_BAD_MAC

	4116
	ESPRIM_IMPERSONATION_ERROR

	4117
	ORIGINATOR_HAS_ALREADY_REGISTERED

	4118
	ONTOLOGY_NOT_AVAILABLE

	4119
	LINKED_SEMANTICS_NOT_AVAILABLE

	4120
	INVALID_SEMANTICS

	4121
	MASHUP_MEMBER_NOT_FOUND

	4122
	INVALID_TRIGGER_PURPOSE

	4123
	ILLEGAL_TRANSACTION_STATE_TRANSITION_ATTEMPTED

	4124
	SPECIALIZATION_SCHEMA_NOT_FOUND

	4125
	MALICIOUS_REQUEST

	4126
	BLOCKED_ORIGINATOR


-----------------------End of change 2---------------------------------------------
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