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Introduction
Three attributes of <accessControlPolicy>  are missing in TS-0004. They are: authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs. This contribution addes these missing resource attributes.
----------------------- Start of change 1 -----------------------
7.4.2
Resource type <accessControlPolicy>
7.4.2.1
Introduction

The <accessControlPolicy> resource is comprised of privileges and selfPrivileges attributes which represent a set of access control rules defining which entities (defined as accessControlOriginators) have the privilege to perform certain operations (defined as accessControlOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making access decision to specific resources.

The detailed description can be found in clause 9.6.2 in oneM2M TS-0001 [6].

Table 7.4.2.1‑1: Data type definition of <accessControlPolicy> resource

	Data Type ID
	File Name
	Note

	accessControlPolicy
	CDT-accessControlPolicy-v3_9_0.xsd
	


Table 7.4.2.1‑2: Universal/Common Attributes of <accessControlPolicy> resource
	Attribute Name
	Request Optionality 

	
	Create
	Update

	@resourceName
	O
	NP

	resourceType
	NP
	NP

	resourceID
	NP
	NP

	parentID
	NP
	NP

	expirationTime
	O
	O

	labels
	O
	O

	creationTime
	NP
	NP

	lastModifiedTime
	NP
	NP

	announceTo
	O
	O

	announcedAttribute
	O
	O


Table 7.4.2.1‑3: Resource Specific Attributes of <accessControlPolicy> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	privileges
	M
	O
	m2m:setOfAcrs
	No default

	selfPrivileges
	M
	O
	m2m:setOfAcrs
	No default
At least one accessControlRule shall be present.

	authorizationDecisionResourceIDs
	O
	O
	list of xs:anyURI
	No default

	authorizationPolicyResourceIDs
	O
	O
	list of xs:anyURI
	No default

	authorizationInformationResourceIDs
	O
	O
	list of xs:anyURI
	No default


Table 7.4.2.1-4 includes information about the child resources of the resource type.
Table 7.4.2.1‑4: Child Resources of <accessControlPolicy> resource

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8

	<transaction>
	[variable]
	0..n
	Clause 7.4.61


7.4.2.2
accessControlPolicy resource specific procedures for CRUD operations

7.4.2.2.0
Introduction

This clause describes accessControlPolicy resource-specific behaviour for CRUD operations.

7.4.2.2.1
Create

Originator:

No changes from the generic procedures in clause 7.2.2.1.

Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

If the <accessControlPolicy> received does not have at least one accessControlRule specified in the selfPrivileges attribute then "Create an unsuccessful Response primitive" with the Response Status Code indicating "BAD_REQUEST" error.
7.4.2.2.2
Retrieve

Originator:

No changes from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

7.4.2.2.3
Update

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

If the <accessControlPolicy> received removes all accessControlRules specified in the selfPrivileges attribute then "Create an unsuccessful Response primitive" with the Response Status Code indicating "BAD_REQUEST" error.
7.4.2.2.4
Delete

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

----------------------- End of change 1 -----------------------
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