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Introduction
Three attributes of <accessControlPolicy>  are missing in TS-0004. They are: authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs. This contribution addes these missing resource attributes.
Table 9.6.2.0-2: Attributes of <accessControlPolicy> resource

	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	resourceType 
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1(L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	privileges
	1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	selfPrivileges
	1
	RW
	A set of access control rules that apply to the <accessControlPolicy> resource itself and accessControlPolicyIDs attribute of any other resource which is linked to this <accessControlPolicy> resource.
	MA

	authorizationDecisionResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationDecision> resources. See clause 9.6.41 for further details.
	MA

	authorizationPolicyResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationPolicy> resources. See clause 9.6.42 for further details.
	MA

	authorizationInformationResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationInformation> resources. See clause 9.6.43 for further details.
	MA


The PRO-2018-0106-Minutes_PRO34 minitues as follows:
PRO-2018-0093R02 Presented by Wei on Thursday session-3 PRO/SEC

In addition of the modifications due to comment received, there is new text in change 2 for describing the cases when evaluation failed and Dynamic Authorization results in a failure.

Comment:

· Question: what is the meaning of “evaluation failed” ? In the context, it means it is due to an error, but it may not always be the case to lead to a failure of evaluation. The text should be clarified to better describe what the failure is.

Action: SEC WG, to clarify the text to explain what is a “failure of evaluation”. 

It is agreed to note this contribution, but a revision is expected for the next meeting with the clarified text

PRO-2018-0093R02 was NOTED
-----------------------Start of change 1-------------------------------------------
7.4.2
Resource type <accessControlPolicy>
7.4.2.1
Introduction

The <accessControlPolicy> resource is comprised of privileges and selfPrivileges attributes which represent a set of access control rules defining which entities (defined as accessControlOriginators) have the privilege to perform certain operations (defined as accessControlOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making access decision to specific resources.

The detailed description can be found in clause 9.6.2 in oneM2M TS-0001 [6].

Table 7.4.2.1‑1: Data type definition of <accessControlPolicy> resource

	Data Type ID
	File Name
	Note

	accessControlPolicy
	CDT-accessControlPolicy-v3_9_0.xsd
	


Table 7.4.2.1‑2: Universal/Common Attributes of <accessControlPolicy> resource
	Attribute Name
	Request Optionality 

	
	Create
	Update

	@resourceName
	O
	NP

	resourceType
	NP
	NP

	resourceID
	NP
	NP

	parentID
	NP
	NP

	expirationTime
	O
	O

	labels
	O
	O

	creationTime
	NP
	NP

	lastModifiedTime
	NP
	NP

	announceTo
	O
	O

	announcedAttribute
	O
	O


Table 7.4.2.1‑3: Resource Specific Attributes of <accessControlPolicy> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	privileges
	M
	O
	m2m:setOfAcrs
	No default

	selfPrivileges
	M
	O
	m2m:setOfAcrs
	No default
At least one accessControlRule shall be present.

	authorizationDecisionResourceIDs
	O
	O
	m2m:listOfURIs
	No default

	authorizationPolicyResourceIDs
	O
	O
	m2m:listOfURIs
	No default

	authorizationInformationResourceIDs
	O
	O
	m2m:listOfURIs
	No default


Table 7.4.2.1-4 includes information about the child resources of the resource type.
Table 7.4.2.1‑4: Child Resources of <accessControlPolicy> resource

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8

	<transaction>
	[variable]
	0..n
	Clause 7.4.61


7.4.2.2
accessControlPolicy resource specific procedures for CRUD operations

7.4.2.2.0
Introduction

This clause describes accessControlPolicy resource-specific behaviour for CRUD operations.

7.4.2.2.1
Create

Originator:

No changes from the generic procedures in clause 7.2.2.1.

Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

If the <accessControlPolicy> received does not have at least one accessControlRule specified in the selfPrivileges attribute then "Create an unsuccessful Response primitive" with the Response Status Code indicating "BAD_REQUEST" error.
7.4.2.2.2
Retrieve

Originator:

No changes from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

7.4.2.2.3
Update

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

If the <accessControlPolicy> received removes all accessControlRules specified in the selfPrivileges attribute then "Create an unsuccessful Response primitive" with the Response Status Code indicating "BAD_REQUEST" error.
7.4.2.2.4
Delete

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.2.3
Resource attributes

In protocol bindings, resource attributes names shall be translated into short names shown in the following tables.

Table 8.2.3‑1: Resource attribute short names (1/6)

	Attribute Name
	Occurs in
	Short Name

	accessControlPolicyIDs
	All except accessControlPolicy, contentInstance
	acpi

	announcedAttribute
	accessControlPolicy, AE, container, contentInstance, group, locationPolicy, mgmtObj, node, remoteCSE, schedule, semanticDescriptor
	aa

	announceTo
	accessControlPolicy, AE, container, contentInstance, group, locationPolicy, mgmtObj, node, remoteCSE, schedule, semanticDescriptor
	at

	creationTime
	All
	ct

	expirationTime
	All except contentInstance, CSEBase
	et

	labels
	All (optional)
	lbl

	lastModifiedTime
	All
	lt

	link
	All
	lnk

	parentID
	All
	pi

	resourceID
	All
	ri

	resourceType
	All
	ty*

	stateTag
	container, contentInstance, delivery, request
	st

	resourceName
	All
	rn

	privileges
	accessControlPolicy
	pv

	selfPrivileges
	accessControlPolicy
	pvs

	authorizationDecisionResourceIDs
	accessControlPolicy
	adri

	authorizationPolicyResourceIDs
	accessControlPolicy
	apri

	authorizationInformationResourceIDs
	accessControlPolicy
	airi

	App-ID
	AE
	api

	AE-ID
	AE
	aei

	AE-IDList
	AEContactListPerCSE
	ail

	appName
	AE
	apn

	pointOfAccess
	AE, CSEBase, remoteCSE
	poa

	ontologyRef
	AE, container, contentInstance, semanticDescriptor. flexContainer, timeSeries
	or

	nodeLink
	AE, CSEBase, remoteCSE, flexContainer
	nl

	contentSerialization
	AE
	csz

	registrationStatus
	AE
	regs

	trackRegistrationPoints
	AE
	trps

	sessionCapabilities
	AE
	scp

	activityPatternElements
	AE, remoteCSE
	ape

	triggerEnable
	AE, remoteCSE
	tren

	creator
	container, contentInstance, eventConfig, group, pollingChannel, statsCollect, statsConfig, subscription, semanticDescriptor, notificationTargetPolicy, flexContainer, timeSeries, crossResourceSubscription, backgroundDataTransfer
	cr

	maxNrOfInstances
	container, timeSeries
	mni

	maxByteSize
	container, timeSeries
	mbs

	maxInstanceAge
	container, timeSeries
	mia

	currentNrOfInstances
	container, timeSeries
	cni


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.3.3.15
Check authorization of the originator

If the target resource contains the accessControlPolicyIDs attribute, the Hosting CSE shall use the linked <accessControlPolicy> resources as in the evaluation procedure below. See clause 9.6.1.3.2 in oneM2M TS-0001 [6] for how to handle the case where the target resource has no accessControlPolicyIDs attribute.

The evaluation procedure shall be performed as following:

1) The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the rules from selfPrivilege attribute instead.

2) The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all conditions then the evaluation is successful, otherwise access is denied. For more details, see clause 7.1.5 in oneM2M TS‑0003 [7].

· accessControlOriginators of the rule includes the Originator information. The accessControlOriginators parameter comprises a list of domain, CSE-IDs, AE-IDs, the resource-ID of a <group> resource that contains <AE> or <remoteCSE> as member or Role-ID. The accessControlOriginators parameter can be set to reserved keyword "all" to grant access to all originators. It is allowed to include the wildcard character, "*", into the URI string of domain, CSE-ID and AE‑ID at any level. See clause 9.6.2.1 in oneM2M TS-0001 [6].
Table 7.3.3.15‑1: Types of Parameters in accessControlOriginators
	Name
	Description
	Wildcard applicability

	domain
	A M2M-SP-ID representing domain
	Allowed

	originatorID
	CSE-ID
	Allowed

	
	AE-ID
	Allowed

	group
	The resource-ID of a <group> resource which contains <AE> or <remoteCSE> as member
	Not allowed

	all
	Any Originators are allowed
	Not allowed

	Role-ID
	A Role Identifier as defined in clause 7.1.14 of oneM2M TS-0001 [6]
	Not allowed


· accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts.
· If the accessControlOriginators includes a groupID, the Hosting CSE checks if the Originator is a member of that group resource.

· accessControlOperations of the rule matches the operation type of the request.

· If the accessControlAuthenticationFlag is true, then access control rule applies only if the Originator is considered to be authenticated by the Hosting CSE according to clause 7.1.2 in oneM2M TS-0003 [7].
If the evaluation of these access control rules results in access being permitted, the authorization check process ends. If the result is "DENY", the Hosting CSE proceeds with Dynamic Authorization (see clause 7.3 in oneM2M TS-0003 [7]) if it supports that.  
If Dynamic Authorization returns "PERMIT", the authorization check process ends. If the result is "DENY" the Hosting CSE proceeds with Distributed Authorization (see clause 7.5 in oneM2M TS-0003 [7]) if it supports that. If this returns "PERMIT", the authorization check process ends. 

If the Hosting CSE reaches the point where it has tried all the authorization processes that it supports and they have all returned "DENY" the Hosting CSE shall reject the request with an "ORIGINATOR_HAS_NO_PRIVILEGE" Response Status Code parameter value.




-----------------------End of change 3---------------------------------------------
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