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Introduction

This contribution proposes a new kind of access control policy that can be used for combining heterogeneous access control policies in oneM2M System.
This contribution focuses on the privilege management to the <accessControlSchedulingPolicy> resource itself.
-----------------------Start of change 1---------------------------------------------
8.3.x
Solution #1.y: Access control scheduling policy

8.3.x.1
Introduction
8.3.x.2
Solution details
8.3.x.2.1
Resource Type accessControlSchedulingPolicy
8.3.x.2.2
accessControlOriginators
The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that shall be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 8.3.x.2.2-1 describes the supported types of parameters in accessControlOriginators.

Table 8.3.x.2.2-1: Types of Parameters in accessControlOriginators
	Name
	Description

	originatorID
	CSE-ID, AE-ID or the resource-ID of a <group> resource that contains the AE or CSE that represents the Originator.

	Role-ID
	A Role Identifier as defined in clause 7.1.14 in oneM2M TS-0001 [i.1].


When the originatorID is the resource-ID of a <group> resource which contains <AE> or <remoteCSE> as member, the Hosting CSE of the resource shall check if the originator of the request matches one of the members in the memberIDs attribute of the <group> resource (e.g. by retrieving the <group> resource). If the <group> resource cannot be retrieved or doesn't exist, the request shall be rejected.
8.3.x.2.3
accessControlOperations
The accessControlOperations is a mandatory parameter in an access-control-rule-tuple that represents the set of operations that are authorized using this access control rule. Table 8.3.x.2.3-1 describes the supported set of operations that are authorized by accessControlOperations.

The following accessControlOperations shall be considered for access control policy check by the CSE.

Table 8.3.x.2.3: Types of parameters in accessControlOperations
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification


-----------------------End of change 1---------------------------------------------
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