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Introduction

This contribution proposes a new kind of access control policy that can be used for combining heterogeneous access control policies in oneM2M System.
This contribution focuses on generic procedure.
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The generic procedure of using access control scheduling policy is described as follows:
Step 001:
The Originator sends a resource access request to the hosting CSE.
Step 002:
The hosting CSE obtains the associated access control policy resources according to the target resource’s accessControlPolicyIDs attribute. The resource IDs stored in the accessControlPolicyIDs attribute can be the resource IDs of  <accessControlPolicy> resources or the resource IDs of  <abacPolicy> resources.
Step 003:
The hosting CSE checks the applicableSubjects and applicableResources attributes of the <accessControlSchedulingPolicy> resource in order to determine whether the access control policy is applicable to the resource access request. If the scope attributes are empty, it means the access control policy is applicable to any resource access request.
Step 004: 
The hosting CSE obtains policy combining algorithm for combining multiple access control policies.
Step 005:
The hosting CSE obtains token policy application rule from tokenPolicyPriority attribute in order to determine how to handle token policies. If the Originator is required to provide a token policy, but there is no token in the access request, the resource access request is rejected. The hosting CSE may provide the Originator an address from which the Originator can apply for an access token.
Step 006
The hosting CSE obtains and evaluates applicable access control policies:

· Obtain and evaluate the access control policies stored in the <accessControlSchedulingPolicy> resource, and/or

· Obtain and evaluate the access control policies referred by the acpReferences and/or abacPolicyReferneces attributes, and/or

· Obtain and evaluate the access control policies stored in access tokens.

Step 007:
When there are multiple applicable access control policies, policy combining algorithm should be used to combine the evaluation results of these policies.
Step 008:
If the resource access is permit and the privacyPolicy attribute is not empty, then obtain the privacy policy.

Step 009:
The hosting CSE performs the access control decision, i.e. either permits the resource access or denies the resource access. In case the access is permitted and the privacy policy is not empty, the hosting CSE should filter the privacy-related information from the access result.
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