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Introduction

This contribution does some revision to the Key Issue #3.1 so that the issue of authorization model combination can be addressed.
-----------------------Start of change 1---------------------------------------------
8.2.1.1
Key issue details
Currently oneM2M supports only one kind of access control policy. oneM2M system also supports three authorization models:
· Using local stored access control policies stored in <accessControlPolicy> resources.
· Dynamic Authorization through which access control policies or roles can be provided via security tokens.
· Distributed Authorization through which authorization sub-functions, i.e. making the decision, providing policy and providing information, can be distributed in different CSEs.
Currently only one authorization model can be used for each authorization check process in the oneM2M system. The authorization model check sequence is: using local stored access control policy, Dynamic Authorization and Distributed Authorization. 

It would be useful to be able to use these authorization models in any combination. For example, the local policy takes the priority or token policy takes the priority or these three authorization models are used simultaneously in one authorization check.
This TR investigates some newly defined access control policies that may enhance current oneM2M access control system, e.g. the attributed based access control policy developed in clause 6 and the privacy policy developed in clause 7. In order to support the newly defined access control policies, the following issues should be addressed:
· How the newly defined access control policies are stored in oneM2M System.
· How the newly defined access control policies are used in oneM2M System.
· How the newly defined access control policies can work with the existing access control policies in oneM2M System.
8.2.1.2
Potential security requirements
Authorization model combination should be supported.
The enhanced access control system should be backward compatible with the existing access control system.
-----------------------End of change 1---------------------------------------------
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