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Introduction
This CR proposes a solution for the nonblocking procedure applied when using CoAP.  The main idea is to send a non-blocking request using the CoAP POST method, and to use the response to that operation to pass the URI of the <request> object (if there is one). 

The CR also extends the blocking mode, so that it is free to use the CoAP “separate mode”. This is the mode where the response is not piggybacked on the CoAP ack. This is to reduce the reduce the likelihood of the Originator having to make unnecessary retransmissions of the request.
The CR also adds some further RSCs and has a few other editorial changes.
-----------------------Start of change 1-------------------------------------------
6.2.4
Response Codes Mapping
Table 6.2.4-1 defines a mapping between oneM2M Response Status Code parameter specified in [2] and CoAP Response Code.

In case of where multiple oneM2M Response Status Code parameters are mapped to single CoAP Status Code, Response Status Code parameter shall be specified in oneM2M-RSC Option.
Table 6.2.4-1 Mapping between oneM2M Response Status Code and CoAP Response Code
	oneM2M Response Status Code
	Description
	CoAP Response Code
	Description

	1000
	ACCEPTED
	None
	Not used

	1001
	ACCEPTED for nonBlockingRequestSynch
	2.01
	Created (indicates that a <request> resource has been created

	1002
	ACCEPTED for nonBlockingRequestAsynch
	2.01 or 2.04
	2.01 (Created) is used if a <request> resource was created, otherwise 2.04 (Changed) is used

	2000 (for RETRIEVE operation)
	OK
	2.05
	Content 

	2000 (for NOTIFY operation)
	OK
	2.04
	Changed. CoAP payload shall be empty.

	2001
	CREATED
	2.01
	Created

	2002
	DELETED
	2.02
	Deleted

	2004
	UPDATED
	2.04
	Changed

	4000
	BAD_REQUEST
	4.00
	Bad Request

	4001
	RELEASE_VERSION_NOT_SUPPORTED
	4.00
	Bad Request

	4004
	NOT_FOUND
	4.04
	Not Found

	4005
	OPERATION_NOT_ALLOWED
	4.05
	Method Not Allowed

	4008
	REQUEST_TIMEOUT
	4.04
	Not Found

	4015
	UNSUPPORTED_MEDIA_TYPE
	4.15
	Unsupported Content-Format

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	4102
	CONTENTS_UNACCEPTABLE
	4.00
	Bad Request

	4103
	ORIGINATOR_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS
	4.00
	Bad Request

	4105
	CONFLICT
	4.03
	Forbidden

	4106
	ORIGINATOR_HAS_NOT_REGISTERED
	4.03
	Forbidden

	4107
	SECURITY_ASSOCIATION_REQUIRED
	4.03
	Forbidden

	4108
	INVALID_CHILD_RESOURCE_TYPE
	4.03
	Forbidden

	4109
	NO_MEMBERS
	4.03
	Forbidden

	4110
	GROUP_MEMBER_TYPE_INCONSISTENT
	4.00
	Bad Request

	4111
	ESPRIM_UNSUPPORTED_OPTION
	4.03
	Forbidden

	4112
	ESPRIM_UNKNOWN_KEY_ID
	4.03
	Forbidden

	4113
	ESPRIM_UNKNOWN_ORIG_RAND_ID
	4.03
	Forbidden

	4114
	ESPRIM_UNKNOWN_RECV_RAND_ID
	4.03
	Forbidden

	4115
	ESPRIM_BAD_MAC
	4.03
	Forbidden

	4116
	ESPRIM_IMPERSONATION_ERROR
	4.03
	Forbidden

	4117
	ORIGINATOR_HAS_ALREADY_REGISTERED
	4.03
	Forbidden

	5000
	INTERNAL_SERVER_ERROR
	5.00
	Internal Server Error

	5001
	NOT_IMPLEMENTED
	5.01
	Not Implemented

	5103
	TARGET_NOT_REACHABLE
	4.04
	Not Found

	5105
	RECEIVER_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	5106
	ALREADY_EXISTS
	4.00
	Bad Request

	5203
	TARGET_NOT_ SUBSCRIBABLE
	4.03
	Forbidden

	5204
	SUBSCRIPTION_VERIFICATION_INITIATION_FAILED
	5.00
	Internal Server Error

	5205
	SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	5206
	NON_BLOCKING_SYNCH_REQUEST_NOT_SUPPORTED
	5.01
	Not Implemented

	5207
	NOT_ACCEPTABLE
	4.06
	Not Acceptable

	5208
	DISCOVERY_DENIED_BY_IPE
	4.03
	Forbidden

	5209
	GROUP_MEMBERS_NOT_RESPONDED
	5.00
	Internal Server Error

	5210
	ESPRIM_DECRYPTION_ERROR
	5.00
	Internal Server Error

	5211
	ESPRIM_ENCRYPTION_ERROR
	5.00
	Internal Server Error

	5212
	SPARQL_UPDATE_ERROR
	5.00
	Internal Server Error

	5220
	UNABLE_TO_RECALL_REQUEST
	5.03
	Service Unavailable

	6003
	EXTERNAL_OBJECT_NOT_REACHABLE
	4.04
	Not Found

	6005
	EXTERNAL_OBJECT_NOT_FOUND
	4.04
	Not Found

	6010
	MAX_NUMBER_OF_MEMBER_EXCEEDED
	4.00
	Bad Request

	6020
	MGMT_SESSION_CANNOT_BE_ESTABLISHED
	5.00
	Internal Server Error

	6021
	MGMT_SESSION_ESTABLISHMENT_TIMEOUT
	5.00
	Internal Server Error

	6022
	INVALID_CMDTYPE
	4.00
	Bad Request

	6023
	INVALID_ARGUMENTS
	4.00
	Bad Request

	6024
	INSUFFICIENT_ARGUMENTS
	4.00
	Bad Request


The Receiver shall use this table to determine the CoAP response code that is to be used in the response, based on the value of the oneM2M Response Status Code parameter.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.2.2.3
URI Options
This clause describes how to configure CoAP Uri-Host, Uri-Port, Uri-Path, and Uri-Query Options.

Host and port part of the address specified in pointOfAccess attribute of <remoteCSE> resource shall be mapped to Uri-Host and Uri-Port respectively.

If To parameter contains absolute format, then the first URI-Path Option shall contain a letter "_" and map To parameter removing starting "//" into next URI-Path Option(s).

If To parameter contains SP-relative format, then the first URI-Path Option shall contain a letter "~" and map To parameter removing starting "/" into next URI-Path Option(s).

If To parameter contains CSE-relative format, then To parameter shall be mapped to URI-Path Option(s).

Table 6.2.2.3-1 shows valid mappings between the To request primitive parameter and the Uri-Path of the CoAP.

CSEBase represents the resource name of a <CSEBase> resource, CSEBase/ae12/cont27/contInst696 represents a structured CSE-relative resource ID, and cin00856 an unstructured CSE-relative resource ID.

Table 6.2.2.3-1: Mapping examples between To parameter and Uri-Path of the CoAP

	Method 
	Request Scope

	
	CSE-Relative
	SP-Relative
	Absolute

	Structured
	To
	CSEBase/ae12/cont27/contInst696
	/CSE178/CSEBase/ae12/cont27/contInst696 
	//mym2msp.org/CSE178/CSEBase/ae12/cont27/contInst696

	
	Uri-Path
	CSEBase
	
	_

	
	
	
	~
	mym2msp.org

	
	
	
	CSE178
	CSE178

	
	
	
	CSEBase
	CSEBase

	
	
	ae12
	ae12
	ae12

	
	
	cont27
	cont27
	cont27

	
	
	contInst696
	contInst696
	contInst696

	Unstructured
	To
	cin00856 
	/CSE178/cin00856 
	//mym2msp.org/CSE178/cin00856 

	
	Uri-Path
	cin00856
	
	_

	
	
	
	~
	mym2msp.org

	
	
	
	CSE178
	CSE178

	
	
	
	cin00856
	cin00856

	NOTE:
How to read this table: To primitive - from left to right, Uri-Path - from top to bottom.


The responseTypeValue element of Response Type, and the Result Persistence, Delivery Aggregation, Result Content, parameters of Filter Criteria, Desired Identifier Result Type, Token Request Indicator, Tokens, Token IDs, Local Token IDs and Operation parameters shall be carried, if needed, in the Uri-Query Option in a short name form as specified in clause 8.2.2 of oneM2M TS-0004 [2].
-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

6.3
Accessing Resources in CSEs

6.3.0
Introduction

This clause describes the behaviour of CoAP layer depending on Response Type parameter. Note that the CoAP messaging model defined in [1] applies to all message exchanges. In all cases the Originator shall resend requests until they have been acknowledged, and the Receiver shall resend confirmable responses until they have been acknowledged. The recipient (Receiver or Originator) shall take care to de-duplicate confirmable messages as described in [1].


6.3.1
Blocking case

1) If Response Type parameter is configured as "blockingRequest" (blocking case), the Originator (CoAP client) shall use the Confirmable Method to send the request to the Receiver (CoAP server). The oneM2M Operation parameter shall be mapped to a CoAP Method according to Table 6.2.1-1.
2) After processing the request, the Receiver shall send a CoAP response with a CoAP response code as given by Table 6.2.4-1. It may either piggyback this response to the request on the CoAP ACK message, or send a separate CoAP response message after the CoAP ACK.
3) The Originator’s CoAP binding may generate a response primitive containing a oneM2M Response Status Code of "REQUEST_TIMEOUT" if it considers that it has taken too long for the CoAP response to come back from the Receiver. It shall ignore any response to the original request that it might receive after it has done this.
6.3.2
Non-Blocking Asynchronous case

1) If the Response Type parameter is configured as "nonBlockingRequestAsynch" (non-blocking asynchronous case), the Originator (CoAP client) shall use the Confirmable Method to send the request to the Receiver (CoAP server). This request shall be sent using a CoAP POST method, and shall include the Operation parameter, mapped as described in clause 6.2.2.3.
2) The Receiver, after validating the request and before processing it fully, shall return a CoAP response to the originator. It may either piggyback (2a) this response to the request on the CoAP ACK message, or send a separate CoAP response message after the CoAP ACK (2b).
· If the Receiver supports the <request> resource type, it shall respond with a 2.01 (Created) CoAP response code and a oneM2M Response Status Code of "ACCEPTED for nonBlockingRequestAsynch". The response shall include the URI of the new <request> resource in a sequence of one or more Location-Path and/or Location-Query Options.
· If the Receiver does not support the <request> resource type, it shall respond with a 2.04 (Changed) CoAP response code and a oneM2M Response Status Code of "ACCEPTED for nonBlockingRequestAsynch".
3) The Receiver, upon successful processing of the request, shall send a new CoAP Confirmable request message using POST method (NOTIFY primitive) and whose payload contains the response to the original request.
4) The Originator may either piggyback a response to this request (4a) or send it as a separate CoAP response after the acknowledgment message (4b). This response shall contain the appropriate CoAP response code as defined in table 6.2.4-1 and have an empty payload.
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6.3.3
Non-Blocking Synchronous case

1) If the Response Type parameter is configured as "nonBlockingRequestSynch" (non-blocking synchronous case), the Originator (CoAP client) shall use the Confirmable Method for the resource to the Receiver (CoAP server). This request shall be sent using a CoAP POST method, and shall include the Operation parameter, mapped as described in clause 6.2.2.3.
2) The Receiver, after validating the request and before processing it fully, shall return a CoAP response to the originator. It may either piggyback this response (2a) on the CoAP ACK message or send a separate CoAP response message after the CoAP ACK (2b).
· If the Receiver supports the <request> resource type, it shall respond with a 2.01 (Created) CoAP response code and a oneM2M Response Status Code of "ACCEPTED for nonBlockingRequestSynch". The response shall include the URI of the new <request> resource in a sequence of one or more Location-Path and/or Location-Query Options.
· If the Receiver does not support the <request> resource type, it shall respond with a 5.01 (Not implemented) CoAP response code and a oneM2M Response Status Code of "NON_BLOCKING_REQUEST_NOT_SUPPORTED".
3) The Originator can use the <request> resource reference to synchronously retrieve the <request> resource that contains the response to the original request. 
4) The Receiver, upon receipt of this retrieve request, shall handle it as in clause 6.3.1 since it is a non-blocking request.
NOTE:
If the Receiver is a Transit CSE, the Receiver acts as CoAP client and CoAP server.
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6.3.4
Flex Blocking case

1) If the Response Type parameter is configured as "flex blocking", the Originator (CoAP client) shall use the Confirmable Method for the resource to the Receiver (CoAP server). This request shall be sent using a CoAP POST method, and shall include the Operation parameter, mapped as described in clause 6.2.2.3.
2) The Receiver shall determine whether to handle the request using "nonBlockingRequestSynch" or "nonBlockingRequestAsynch" mode:

· If the Receiver chooses "nonBlockingRequestAsynch" processing proceeds as described in clause 6.2.2, starting from step 2).
· If the Receiver chooses "nonBlockingRequestSynch" processing proceeds as described in clause 6.2.3, starting from step 2).
-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4---------------------------------------------

6.2
Primitive Mapping to CoAP Message

6.2.0
Introduction

This clause describes where to map oneM2M parameters in a primitive to header, Option and payload fields in a CoAP message.

6.2.1
Header

This clause specifies how to configure CoAP header information:

· The Version field shall be configured as 1.

· The Type field shall be configured according to clause 6.3. The Reset message is used to send a error message in response to a malformed Confirmable message in CoAP layer.

· In case of a request, the Code field indicates CoAP Method. If the oneM2M operation is sent as a Blocking request the oneM2M Operation parameter shall be mapped to a CoAP Method according to the table 6.2.1-1. In non-blocking and flex blocking cases, the request shall use the CoAP POST method, and the Operation parameter shall be mapped as described in clause 6.2.2.3.
· In case of a response, the Code field indicates CoAP Response Code. The oneM2M Response Status Code parameter shall be mapped to CoAP Response Code as specified in clause 6.2.4.
· The Originator and Receiver shall set the 16 bit MessageId in accordance with the CoAP specification [1] and shall retry transmission of all unacknowledged Confirmable messages, as required by that specification. 

Table 6.2.1-1: oneM2M Operation Parameter Mapping

	oneM2M Operation Parameter
	CoAP Method
	CoAP Method Code

	CREATE
	POST
	0.02

	RETRIEVE
	GET
	0.01

	UPDATE
	PUT
	0.03

	DELETE
	DELETE
	0.04

	NOTIFY
	POST
	0.02


At the Receiver, a CoAP request message with POST method that does not carry an Operation parameter shall be mapped to oneM2M CREATE or NOTIFY operation in accordance with the existence of Resource Type parameter. If a Resource Type parameter exists then value of the Operation parameter is CREATE and if the Resource Type parameter does not exist, the value of the Operation parameter is NOTIFY.
6.2.2
Configuration of Token and Options
6.2.2.0
Introduction

This clause describes configuration of Token and Options based on oneM2M parameters.

6.2.2.1
Token

The CoAP token is used by the CoAP layer to match a response to a request, in a manner that is similar to the oneM2M Request Identifier. Due to size limitations, a Request Identifier can not be used directly as the CoAP Token. 
The use of tokens by Originator and Receiver shall comply with requirements of the CoAP specification [1].
-----------------------End of change 4---------------------------------------------

CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
© 2019 oneM2M Partners
                                                                                                   Page 3 (of 5)



[image: image12.png]          

image1.png

Originator Receiver
CoAP Client CoAP Server
1) CON POST (Reql whose Operation
parameter is mapped into the URI-Query option)

>}
2a) ACK (2.01)
oneM2M-RSC = 1002
Payload = <request> reference
e
Successful
processing
3) CON ( NOTIFY)
Payload = Rsp1
e
4a3) ACK (2.01)
oneM2M-RSC = 2000 g
Payload = empty







image2.png

Originator
CoAP Client

1) CON POST (Reql whose Operation

parameter is mapped into the URI-Query option)

Receiver
CoAP Server

2b) ACK
e
2b) CON (2.01)
oneM2M-RSC = 1002
Payload = <request> reference
+*
ACK
»
Successful
3) CON ( NOTIFY) processing
Payload = Rsp1
e
4b) ACK
>
4b) CON (2.01) oneM2M-RSC = 2000
Payload = empty A|

ACK








   	

image1.png

Originator Receiver

i CoAP S
CoAP Client 1) CON POST (Reql whose Operation ° erver
parameter is mapped into the URI-Query option)
>}
2a) ACK (2.01)
oneM2M-RSC = 1001
Payload = <request> reference
Successful
processing
3) CON ( RETRIEVE <request> reference)
>}
4) ACK (2.05)
oneM2M-RSC = 2000
Payload = <request> resource which contains Rsp1







image2.png

Originator Receiver
CoAP Client CoAP Server

1) CON POST (Reql whose Operation
parameter is mapped into the URI-Query option)

2b) ACK |
+*
e
2b) CON (2.01)
oneM2M-RSC = 1001 Success.ful
Payload = <request> reference processing
ACK

3) CON ( RETRIEVE <request> reference)

4) ACK (2.05)
oneM2M-RSC = 2000
Payload = <request> resource which contains Rsp1








