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Introduction
1. Motivation:

Today many existing technologies such as OCF, LWM2M, ZigBee Smart Energy 2.0, etc. are RESTful in nature and are based on the premise that the devices themselves host their own local resources which can be targeted by CRUD requests.  For example, an IoT device may host the following resource structure.
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Currently oneM2M has the following restrictions:

1) oneM2M AEs and IPEs must mirror any resources they locally host into CSE hosted resources (e.g. <container> , <flexContainer>, <mgmtObj>,…).   Once mirrored, these resources in the CSE must then be kept synchronized with the local resources hosted by the AE or IPE.   This mirroring and synchronization can introduce extra complexity and overhead for AEs and IPEs (especially those hosted on resource constrained IoT/M2M devices).  This mirroring can also increase the end-to-end latency for requests flowing between AEs and through one or more CSE(s).

2) oneM2M AEs and IPEs are limited to receiving only NOTIFY requests from their Registrar CSE.  AEs and IPEs are not permitted to receive CREATE, RETRIEVE, UPDATE or DELETE (CRUD) requests from their Registrar CSE.  

In the eyes of potential developers and adopters of oneM2M, these restrictions are viewed as fairly significant limitations.    

2. Proposed Solution:

This contribution proposes an enhancement to oneM2M to allow a Hosting CSE to retarget oneM2M CRUD requests towards resources hosted by AEs.  To enable this retargeting, the contribution introduces a new common attribute resourceMappingRules, which can be added to a given oneM2M resource stored at a Hosting CSE. 
3. Summary of Changes:
· The clause 6.2.2 of TR-0053 describes several limitations in the existing oneM2M TS-0001 that prevent retargeting of requests to an AE. 

· In order to solve/mitigate these limitations, this contribution introduces a solution (i.e., a new common attribute resourceMappingRules) to enable retargeting a received request to AE hosted resources. 

· This contribution is targeting a solution for clause 6.2.4 of TR-0053.
-----------------------Start of change 1-------------------------------------------
6.2.4 Potential Solutions
6.2.4.X Solution X: Retargetting via a New Attribute resourceMappingRules
6.2.4.X.1 Definition of a New Attribute resourceMappingRules
A new common attribute resourceMappingRules is proposed.  This attribute can be supported by various oneM2M resources such as <flexContainer>, <mgmtObj>, <container>, <timeSeries>, etc.  As illustrated in Figure 6.2.4.X.1-1, resourceMappingRules serves the following purposes: 

· First, it indicates the mapping from a given oneM2M resource to local resource(s) hosted at an AE. Figure 6.2.4.X.1-1 presents an example, where an AE registers to a CSE and a <AE> resource is created. A <Rsrc-1> child resource of <AE> is also created which has some attributes and child resources as well. The AE hosts some local resources such as <localResource-1>, <localResource-2>, etc.  The resourceMappingRules contains mapping rules that indicate the relationship between oneM2M resources/attributes and locally hosted resources at the AE. Five mapping rule examples are illustrated in Figure 6.2.4.X.1-1. For instance, attribute-1 of <Rsrc-1> maps to <localRsrc-1> locally hosted at the AE. Not shown in Figure 6.2.4.X.1-1, but resourceMappingRules can also include other information such as retargeting filter criteria, retargeting schedule, retargeting policies, etc. 

· The Hosting CSE can automatically and intelligently determine if and how a received CRUD request on a given resource/attribute should be retargeted to an AE based on information contained in resourceMappingRules. Still taking Figure 6.2.4.X.1-1 as an example, if the Hosting CSE receives a RETRIEVE request on attribute-1 of <Rsrc-1>, it will automatically retarget or forward the RETRIEVE request to <localRsrc-1> at the AE according to the MappingRule-1.  As also shown in Figure 6.2.4.X.1-1, resourceMappingRules can be applied to the given resource <Rsrc-1> and/or its child resources, which can be described as retargeting scope and included in resourceMappingRules as well.  
In summary, this new common attribute resourceMappingRules can be introduced to various types of existing or future new oneM2M resources (e.g. <flexContainer>, <mgmtObj>, <container>, <timeSeries>, etc.) and it can be leveraged by the Hosting CSE to flexibly and efficiently determine and perform retargeting a received CRUD requests to an AE.  
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Figure 6.2.4.X.1-1: Mapping between oneM2M Resources/Attributes at a Hosting CSE and Local Resources at an AE
resourceMappingRules is formally defined in Table 6.2.4.X.1-1 as a common attribute. 
Table 6.2.4.X.1-1: Definition of resourceMappingRules Attribute
	Attribute Name
	Multiplicity
	RW/
RO/
WO
	Description

	resourceMappingRules
	0..1 (L)
	RW
	This common attribute contains a list of rules for mapping the attributes and child resources for a resource on the Hosting CSE to corresponding resources and attributes locally hosted by an AE. Each mapping rule contains information for retargeting a CRUD request to an AE such as retargeting schedule, retargeting filter criteria, etc. Table 6.2.4.X.1-2 gives the stage 3 data type definitions for this attribute. 

The mapping information stored in this attribute enables a Hosting CSE to access the services hosted and offered by an AE by retargeting a received oneM2M request primitive as a simpleified CRUD request to an AE for processing.  Once the AE finishes processing the retargeted CRUD request and returns a response, the Hosting CSE can use this information to update its local resource and formulate a oneM2M response primitive that it returns back to the Originator AE/CSE of the oneM2M request.  


Table 6.2.4.X.1-2: Stage 3 Data Type Definitions of resourceMappingRules Attribute (m2m:resourceMappingRules)
	Element Path
	Element Data Type 
	Multiplicity
	Note

	resourceMappingRules
	(anonymous)
	1
	 

	resourceMappingRules/attribute
	(anonymous)
	1..n
	 

	resourceMappingRules/attribute/name
	xs:NCName
	1
	This element is configured with a name of a resource attribute hosted by the Hosting CSE.  

 

Optionally a wildcard character is allowed to specify mapping rules applicable to all attributes (e.g. "*") of a resource. 

	resourceMappingRules/attribute/mappedID
	xs:anyURI
	1
	For the case when the name element of a mapping rule contains a single resource attribute name, this element contains the identifier of the mapped resource attribute hosted by an AE.

 

For the case when a wildcard character is used in the name element of a mapping rule, this element contains the identifier of the mapped resource hosted by an AE.

 

The identifier is configured with the identifier of an <AE> resource followed by a path to the corresponding resource and attribute hosted by the AE.  The identifier of the <AE> resource can be formatted as a structured or unstructured CSE-Relative-Resource-ID, SP-Relative-Resource-ID or Absolute-Resource-ID. 

 

The following is an example.

/CSE0001/AE0001/foo/bar/

 

Where /CSE0001/AE0001 is a structured SP-Relative-Resource-ID of an <AE> resource and foo/bar is the path to the resource attribute hosted by the AE.

 

A Hosting CSE uses this information to determine the proper pointOfAccess and requestReqchability stored in the <AE> resource.   Based on this information, the Hosting CSE can determine which underlying protocol, network address (e.g. IP or FQDN) and port to use when issuing requests to this AE resource attribute.  

 

Note, if a Hosting CSE needs to access multiple attributes of the same AE hosted resource, the Hosting CSE can issue a single request to the AE that performs a request on multiple attributes.

 

Note, if a Hosting CSE needs to access multiple attributes of different AE hosted resources, the Hosting CSE issues different requests to each AE hosted resource.    

	resourceMappingRules/attribute/retargetMode
	m2m:retargetMode
	0..1
	Defines the mode of retargeting performed by the Hosting CSE when receiving a request targeting this resource attribute. See m2m:retargetMode definition in Table 6.2.4.X.1-3.  

	resourceMappingRules/attribute/retargetFilterCriteria
	m2m:filterCriteria
	0..1
	Defines conditions for when the Hosting CSE will retarget received requests that target this attribute. 

	resourceMappingRules/attribute/retargetSchedule
	m2m:scheduleEntries
	0..1
	Defines a schedule for when the Hosting CSE will retarget received requests that target this attribute. 

	resourceMappingRules/attribute/retargetScope
	m2m:resourceType
	0..1
	If this element is not included, then the scope of the retargeting rules apply to the parent resource of the resourceMappingRules attribute. 

For example, if resourceMappingRules is an attribute of a <flexContainer> resource, the Hosting CSE applies retargeting rules to the attributes of the <flexContaier> resource. 

If this element is included, then it is configured with the type of child resource that the Hosting CSE will apply the resourceMappingRules. 

For example, if resourceMappingRules is an attribute of a <container> resource and this element is configured with resourceType of a <contentInstance> resource, the Hosting will apply the retargeting rules to requests it receives that target child <contentInstance> resources of the <container>.  


Table 6.2.4.X.1-3: Interpretation of m2m:retargetMode
	Value
	Interpretation
	Note

	0
	The Hosting CSE never retargets received requests targeting this attribute.  This is the default mode.
	 

	1
	The Hosting CSE always retargets received requests targeting this attribute.
	. 

	2
	The Hosting CSE conditionally retargets received requests targeting this attribute based on the specified retargetFilterCriteria and retargetSchedule elements of the attribute's resourceMappingRules.  
	 


 
For example, assume: 1) a Hosting CSE hosts a <flexContainer> resource named “device1” that has custom attributes named “sensor” and “actuator”; 2) An AE hosts a resource named “d1” that is mapped to this <flexContainer> resource and has corresponding attributes named “s” and “a” mapped to the “sensor” and “actuator” attributes, respectively. 
To map these resources with one another, a resourceMappingRules attribute is configured in the device1 <flexContainer> resource.  In this example, only the sensor and actuator attributes are mapped.  Retargeting is enabled always for the actuator attribute to allow interaction to take place with the actuator. The resourceMappingRules attribute is configured as follows using JSON serialization, but XML or CBOR could also be used:

       {

"resourceMappingRules": {
"attribute": {

"name": "sensor",

"mappedID": "AE01/d1/s",

"retargetMode": 0
}
"attribute": {

"name": "actuator",

"mappedID": "AE01/d1/a",

"retargetMode": 1
}

}

      }

 

6.2.4.X.2 Retargeting Procedure based on a New Attribute resourceMappingRules
The procedure for leveraging the new resourceMappingRules attribute to enable retargeting of CRUD requests to AE hosted resources is illustrated in Figure 6.2.4.X.2-1 and described in detail below. 
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Figure 6.2.4.X.2-1: Retargeting a CRUD Request to an AE based on resourceMappingRules

Step 000: An AE is registered to a Hosting CSE, and an <AE> resource is created for the Registree AE. In addition, one or more data sharing resources (e.g. <flexContainer>) are created for the Registree AE on the Hosting CSE.
Step 001: A request is sent to the Hosting CSE to configures the resouceMappingRules for a given resource (e.g. <flexContainer>).  The resouceMappingRules define rules that map to resource(s) hosted by the AE. 

Step 002: The Hosting CSE configures resouceMappingRules for the given resource. 

Step 003: The Hosting CSE returns a response.

Note: The Registree AE may not perform Steps 001-003 itself. Instead, another AE (e.g. a system administrator AE) on behalf of the Registree AE may perform these steps.   
Step 004: An Originator AE (or CSE) sends an oneM2M request (e.g. RETRIEVE or UPDATE) to a given resource that has a resouceMappingRules attribute configured. 
Step 005: The Hosting CSE processes the oneM2M request. The Hosting CSE checks whether it needs to retarget the request to mapped AE resource(s) based on the resourceMappingRules defined in the clause 6.2.4.X.1.  The Hosting CSE will perform the following:

a.  Based on the targeted resource or attribute(s) (e.g. device1 or device1/sensor or  device1/actuator), the Hosting CSE will parse the resourceMappingRules attribute of the targeted resource for each applicable attribute and detect if retargeting the request is required.   This is done by checking the retargetMode setting for each attribute targeted by the request. 
E.g.  UPDATE CSE01/AE01/device1

E.g. UPDATE CSE01/AE01/device1/actuator "ON"

b. If retargeting is required, the Hosting CSE figures out which Registree AE(s) to retarget request(s) to.  This is done by checking the pointOfAccess information from the <AE> resource(s) associated with the AE-ID(s) configured in the mappedID element(s) of the resourceMappingRules attribute.  The pointOfAccess will provide the Protocol to use, the IP address and the port.  Using this info the Hosting CSE appends the path info (e.g. "/d1/a") to form the URI of where to send a retargeted request.  For example,
coap://192.152.25.10:5683/d1/a

http://192.152.25.10:5683/d1/a
FFS: Investigate how a target should be configured for MQTT and WebSockets retargeting.
Note: A single oneM2M resource can have attributes that are mapped to more than one resource locally hosted by one or more Registree AEs.  Hence a Hosting CSE may need to issue multiple retargeted requests to Registree AEs for a single request that it receives to a targeted resource.

Note: If a Hosting CSE receives a request that accesses multiple attributes that are mapped to a single AE hosted resource, the Hosting CSE can issue a single retargeted request to the Registree AE which accesses the multiple attributes.

c. The Hosting CSE maps the operation of the incoming oneM2M request primitive to a corresponding operation supported by the AE’s underlying protocol binding defined by the AE’s pointOfContact. 
	oneM2M
	CoAP / HTTP

	Create
	POST

	Retrieve
	GET

	Update
	PUT 

	Delete
	DELETE


 

FFS -  Investigate whether oneM2M should support retargeting CREATE and DELETE requests. E.g. retargeting a contentInstance CREATE may make sense. 
FFS - Investigate how mapping oneM2M operations to MQTT and WebSockets should be handled for retargeting.
d. The Hosting CSE gets the supported serialization format from the corresponding <AE> contentSerialization attribute and uses it to determine which serialization format to use when retargeting the request to the Registree AE.
e. If applicable, the Hosting CSE generates the content of the request (e.g. for a UPDATE/PUT request).  Based on the resourceMappingRules of each applicable attribute, the Hosting CSE constructs the content consisting of serialized attributes and values in the serialization format specified by the contentSerialization attribute of the corresponding <AE> resource. Below is a JSON example,
{

"a": "ON"

}
Note: the Hosting CSE does not format the content as a oneM2M Primtive Content parameter (i.e. no "m2m:" or "pc:" root elements are included in the serialization).  Instead, the Hosting CSE formats the content to include only a simplified payload consisting of the applicable attributes as specified in the resourceMappingRules and their corresponding values. This reduces complexity and makes interaction with AEs lighter weight.
Step 006: The Hosting CSE sends the retargeted request(s) to the mapped AE resource attribute(s).

FFS - Verify if any additional oneM2M request header or content parameters are needed in the request  (e.g. From parameter for security purposes)

Step 007: The Registree AE receives and processes the retargeted request. 

Step 008: The Registree AE sends a response back to the Hosting CSE.

Step 009: The Hosting CSE receives the response from the Registree AE and checks the status. If the status indicates a success, the Hosting CSE extracts the content (if present/applicable) from the response payload, parses the attributes and values within the content and based on the resourceMappingRules and configures the values any attributes in the content of the response into the Hosting CSE's locally mapped attributes.  If the status indicates an error, the Hosting CSE includes this error in the oneM2M response primitive that it forms for the Originator AE/CSE. 
Step 010: The Hosting CSE completes processing of the request by returning the oneM2M response primitive to the Originator AE/CSE.

-----------------------End of change 1 -------------------------------------------
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