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Introduction
1. Motivation:

With the exception of the NOTIFY access control privilege, existing oneM2M access control privileges are only applicable to the authorization of entities performing operations on resources hosted by a CSE.  A NOTIFY privilege however is applicable to the authorization of entities issueing notification requests to AEs.  For example, this allows an AE to configure which entities are authorized to send it notification requests.
Clause 6.2.1 of TR-0053 introduces new functionality that enables a Hosting CSE to retarget CRUD requests that it receives to AEs to process.  With this new proposal, corresponding enhancements are also needed to the existing oneM2M access control policies to provide the capability to authorize the retargeting of CRUD requests to AEs.  For example, adding this capability would allow an AE to configure access control policies with privileges that grant entities with the rights to retarget CRUD requests to the AE for processing.  
2. Proposed Solution:
The accessControlOperations parameter of the privileges attribute of the <accessControlPolicy> resource is extended to support a new RETARGET operation, as shown in Table 1. 
3. Summary of Changes:
A potential solution for the clause 6.2.4 of TR-0053. 
-----------------------Start of change 1-------------------------------------------
6.2.4 Potential Solutions
6.2.4.X Solution X: Access Control for Retargeting Requests to an AE
With the exception of the NOTIFY access control privilege, existing oneM2M access control privileges are only applicable to the authorization of entities performing operations on resources hosted by a CSE.  A NOTIFY privilege however is applicable to the authorization of entities issueing notification requests to AEs.  For example, this allows an AE to configure which entities are authorized to send it notification requests.

Clause 6.2.1 of TR-0053 introduces new functionality that enables a Hosting CSE to retarget CRUD requests that it receives to AEs to process.  With this new proposal, corresponding enhancements are also needed to the existing oneM2M access control policies to provide the capability to authorize the retargeting of CRUD requests to AEs.  For example, adding this capability enables an AE to configure access control policies with privileges that grant entities with the rights to have their requests retargeted to the AE for processing by a Hosting CSE.  

To provide this capability, the accessControlOperations parameter of the privileges attribute of the <accessControlPolicy> resource is extended to support a new RETARGET operation, as shown in Table 6.2.4.X-1.  
Table 6.2.4.X-1: accessControlOperations attribute with a new operation “RETARGET”
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification

	RETARGET
	Privilege to retarget a request


-----------------------End of change 1 -------------------------------------------
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