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Introduction
At TP39 several attributes were added to the <m2mServiceSubscriptionProfile> and <serviceSubscribedUserProfile> resources to enable specifying restrictions for a service subscriber and its authorized service users.  This contributions adds some more.   

-----------------------Start of change 1-------------------------------------------
7.4 Profile Restrictions
7.4.1 Solution Applicability

The oneM2M system should support M2M Service Subscriber and M2M Service User profiles specifying their restrictions. oneM2M currently does not mention the possible set of applicable restrictions and how they should be implemented. For example, each Service Subscription should support a maximum number of devices for a Service Subscriber. Any request for a device to be included in a Service Subscription exceeding this number should not be allowed.

7.4.2 Solution Description

Profile Restrictions should enable the M2M Service Provider to apply restrictions on the M2M Service Subscriber based on the M2M Service Subscription agreement between the M2M Service Provider and the M2M Service Subscriber. These restrictions should be applicable as mentioned in the Service Subscription and should allow a M2M Service Provider to restrict the usage of services by the M2M Service Subscriber based on them.

For each M2M Service Subscription, these restrictions could be added as attributes of the corresponding Service Subscription Profile. The M2M-Subscription-ID is unique for every M2M Service Subscriber and enables the M2M Service Provider to identify the M2M Service Subscription. Thus, the restrictions applicable for each Service Subscriber  should be linked through the M2M-Subscription-ID, that is uniquely associated with a M2M Service Subscription Profile. 

The following restrictions could be part of the M2M Service Subscription.

Table 7.4.2-1: M2M Service Subscription Restrictions

	Restriction Name
	Description

	Activation Date
	Date from which the Service Subscription should be active

	De-activation Date
	Date from which the Service Subscription should be deactivated

	Maximum Number of Applications
	Maximum number of Application Entity Instances that should be allowed to register against a Service Subscription

	Maximum Number of Nodes
	Maximum number of Field Nodes (ADN/ASN/MN) that should be allowed against a Service Subscription

	Maximum bytes of data
	Maximum size of data that should be allowed to be stored against a Service Subscription

	Maximum Number of Users
	Maximum number of M2M Service Users that should be allowed against a Service Subscription

	Maximum Rate of Requests
	Maximum rate of incoming requests allowed against a Service Subscription

	Maximum Number of Resources
	Maximum number of a specified type of resource allowed against a Service Subscription.  Expressed as a tuple (resourceType, max #).

	Maximum Number of Content Instances per Container 
	Maximum number of <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	Maximum Content Instance Age
	Maximum age of a <contentIntstance> resource allowed against a Service Subscription

	Maximum Byte Size per Container 
	Maximum number of bytes of data stored in the content attribute of the <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	Maximum Number of Time Series Instances per Time Series 
	Maximum number of a <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription

	Maximum Time Series Instance Age
	Maximum age of a <timeSeriesInstance> resource allowed against a Service Subscription.

	Maximum Byte Size per Time Series 
	Maximum number of bytes of data stored in the content attribute of the <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription.

	Maximum Number of Missing Data in Time Series Instance 
	Maximum number of entries in missingDataList for each <timeSeriesInstance> resource allowed against a Service Subscription

	Maximum Number of Group Members
	Maximum number of members within each <group> resource allowed against a Service Subscription

	Allowed Request Schedules
	The allowed time windows for when requests are allowed against a Service Subscription

	Maximum Aggregate Rate of Notifications
	Maximum aggregate rate of notifications allowed against a Service Subscription

	Maximum Rate of Notifications
	Maximum rate of notifications for a single <subscription> resource allowed against a Service Subscription

	Allowed Common Services
	The types of Common Services Functions (CSFs) and their respective types of Common Services (CS) allowed for use against a Service Subscription    

	Allowed Ontologies
	The types of ontologies allowed to be stored or accessed against a Service Subscription

	Allowed Container Definitions
	The types of <flexContainer> specializations allowed to be stored or accessed against a Service Subscription

	Allowed Content Format
	The types of content allowed to be stored or accessed within <contentInstance> resources against a Service Subscription 

	Default Access Control Privileges
	For resources associated with a given Service Subscription, the default access control policies to link to a resource if/when a resource is created but the accessControlPolicyIDs list is not configured. 


The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription through the M2M-Subscription-ID attribute. All the Profile Restrictions can be added as attributes to the <m2mServiceSubscriptionProfile> resource. This provides the capability to retrieve all restrictions that are applicable to a M2M Service Subscription as part of the agreement.

Table 7.4.2-2: New <m2mServiceSubscriptionProfile> resource attributes

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	activationDate
	0..1
	RW
	Date from which the Service Subscription should be active

	deactivationDate
	0..1
	RW
	Date from which the Service Subscription should be deactivated

	maxNumberOfAEs
	0..1
	RW
	Maximum number of Application Entity Instances that should be allowed to register against a Service Subscription

	maxNumberOfNodes
	0..1
	RW
	Maximum number of Field Nodes (ADN/ASN/MN) that should be allowed against a Service Subscription

	maxBytes
	0..1
	RW
	Maximum size of data that should be allowed to be stored against a Service Subscription

	maxNumberOfUsers
	0..1
	RW
	Maximum number of M2M Service Users that should be allowed against a Service Subscription

	maxRequestRate
	0..1
	RW
	Maximum rate of incoming requests allowed against a Service Subscription

	maxNrOfResources
	0..1(L)
	RW
	A list of the maximum number of a specified type of resource allowed against a Service Subscription.  Each element in the list is expressed as a tuple (resourceType, max #)

	maxNrOfContentInstances
	0..1
	RW
	Maximum number of a <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	maxContentInstanceAge
	0..1
	RW
	Maximum age of a <contentIntstance> resource allowed against a Service Subscription

	maxContainerByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	maxNrOfTimeSeriesInstances 
	0..1
	RW
	Maximum number of a <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription

	maxTimeSeriesInstanceAge
	0..1
	RW
	Maximum age of a <timeSeriesInstance> resource allowed against a Service Subscription

	maxTimeSeriesByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription

	maxTimeSeriesMissingData
	0..1
	RW
	Maximum number of entries in missingDataList for each <timeSeriesInstance> resource allowed against a Service Subscription

	maxNrGroupMembers
	0..1
	RW
	Maximum number of members within each <group> resource allowed against a Service Subscription

	allowedRequestSchedule
	0..1(L)
	RW
	A list of allowed time windows for when requests are allowed against a Service Subscription

	maxAggregateNotificationRate
	0..1(L)
	RW
	Maximum aggregate rate of notifications allowed against a Service Subscription

	maxNotificationRate
	0..1(L)
	RW
	Maximum rate of notifications for a single <subscription> resource allowed against a Service Subscription

	allowedCommonServices
	0..1(L)
	RW
	A list of the types of Common Services Functions (CSFs) and their respective types of Common Services (CS) allowed against a Service Subscription    

	allowedOntologies
	0..1(L)
	RW
	A list of the types of data ontologies (as defined by ontologyRef attribute of applicable resources) allowed to be stored or accessed against a Service Subscription

	allowedContainerDefinitions
	0..1(L)
	RW
	A list of the types of <flexContainer> specializations (as defined by containerDefinition attribute of a <flexContainer> resource) allowed to be stored or accessed against a Service Subscription

	allowedContentFormats
	0..1(L)
	RW
	A list of the types of <contentInstance> content (as defined by contentFormat attribute of a <contentInstance> resource) allowed to be stored or accessed against a Service Subscription

	defaultAccessControlPolicies
	0..1(L)
	RW
	For resources associated with a given Service Subscription, a list of <accessControlPolicy> resource identifiers that will be configured in the accessControlPolicyIDs attribute if/when a resource is created but accessControlPolicyIDs is not configured.


For each M2M Service User, these restrictions could be added as attributes of the corresponding Service Subscribed User Profile. The <serviceSubscribedUserProfile> resource contains user profile information for a given M2M Service User such as its M2M-User-ID. Each M2M Service User could be assigned a different set of restrictions based on the attributes as mentioned below.  
Note, a Hosting CSE can ensure restrictions defined by a Service Subscribed User Profile are kept consistent with restrictions defined by the M2M Service Subscription Profile associated with the User such that the restrictions defined by the M2M Service Subscription Profile are enforced across all the users.
Table 7.4.2-3: New < serviceSubscribedUserProfile> resource attributes

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	activationDate
	0..1
	RW
	Date from which the Service Subscribed User should be active

	deactivationDate
	0..1
	RW
	Date from which the Service Subscribed User should be deactivated

	maxNumberOfAEs
	0..1
	RW
	Maximum number of Application Entity Instances that should be allowed to register against a Service Subscribed User

	maxNumberOfNodes
	0..1
	RW
	Maximum number of Field Nodes (ADN/ASN/MN) that should be allowed against a Service Subscribed User

	maxBytes
	0..1
	RW
	Maximum size of data that should be allowed to be stored against a Service Subscribed User

	maxRequestRate
	0..1
	RW
	Maximum rate of incoming requests allowed against a Service Subscribed User

	maxNrOfResources
	0..1(L)
	RW
	A list of the maximum number of a specified type of resource allowed against a Service Subscribed User.  Each element in the list is expressed as a tuple (resourceType, max #)

	maxNrOfContentInstances
	0..1
	RW
	Maximum number of a <contentIntstance> child resources per <container> resource allowed against a Service Subscribed User

	maxContentInstanceAge
	0..1
	RW
	Maximum age of a <contentIntstance> resource allowed against a Service Subscribed User

	maxContainerByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <contentIntstance> child resources per <container> resource allowed against a Service Subscribed User

	maxNrOfTimeSeriesInstances 
	0..1
	RW
	Maximum number of a <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscribed User

	maxTimeSeriesInstanceAge
	0..1
	RW
	Maximum age of a <timeSeriesInstance> resource allowed against a Service Subscribed User

	maxTimeSeriesByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscribed User

	maxTimeSeriesMissingData
	0..1
	RW
	Maximum number of entries in missingDataList for each <timeSeriesInstance> resource allowed against a Service Subscribed User

	maxNrGroupMembers
	0..1
	RW
	Maximum number of members within each <group> resource allowed against a Service Subscribed User

	allowedRequestSchedule
	0..1(L)
	RW
	A list of allowed time windows for when requests are allowed against a Service Subscribed User

	maxAggregateNotificationRate
	0..1(L)
	RW
	Maximum aggregate rate of notifications allowed against a Service Subscribed User

	maxNotificationRate
	0..1(L)
	RW
	Maximum rate of notifications for a single <subscription> resource allowed against a Service Subscribed User

	allowedCommonServices
	0..1(L)
	RW
	A list of the types of Common Services Functions (CSFs) and their respective types of Common Services (CS) allowed against a Service Subscribed User

	allowedOntologies
	0..1(L)
	RW
	A list of the types of data ontologies (as defined by ontologyRef attribute of applicable resources) allowed to be stored or accessed against a Service Subscribed User

	allowedContainerDefinitions
	0..1(L)
	RW
	A list of the types of <flexContainer> specializations (as defined by containerDefinition attribute of a <flexContainer> resource) allowed to be stored or accessed against a Service Subscribed User

	allowedContentFormats
	0..1(L)
	RW
	A list of the types of <contentInstance> content (as defined by contentFormat attribute of a <contentInstance> resource) allowed to be stored or accessed against a Service Subscribed User

	defaultAccessControlPolicies
	0..1(L)
	RW
	For resources created by a given Service Subscribed User, a list of <accessControlPolicy> resource identifiers that will be configured in the accessControlPolicyIDs attribute if/when a resource is created but accessControlPolicyIDs is not configured.


Editor’s Note: FFS – allowedOntologies needs further clarification on how it should be used and applied to existing ontologies.
Editor’s Note: FFS – allowedRequestSchedule needs further clarification on how it should be used and applied to existing schedules.
Editor’s Note: FFS – should oneM2M provide guidance on how how max rate of requests should be enforced.
Editor’s Note: FFS – consider adding attribute for allowed mgmtObj specializaitons 
Editor’s Note: FFS – For sub/not, should restrictions apply to subscriber or entity being notified, or both.
-----------------------End of change 1 -------------------------------------------
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