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Introduction
This contribution proposes a way forward with how oneM2M can define support for authentication and authorization of M2M Service Users within its architecture.  

Authentication and authorization of M2M Service Users is required if oneM2M is to support functionality such as:

· Access control policies that have privileges contingent upon M2M Service Users

· Collecting statistics for requests originated by M2M Service Users 

Without M2M Service User authentication and authorization, the M2M-User-ID information included within a oneM2M request cannot be trusted and used to support these functions.   
R01:

· Add a note to clarify that the user authentication and authorization that is being performed is taking place between the Registree and Registrar.  Additional user authentication and authorization may take place locally on the node hosting the Registree (e.g. between a User and a trusted environment hosted on the node), but this is out of scope of the current document.
-----------------------Start of change 1-------------------------------------------
7.2.2.5 M2M-Subscriber-ID and M2M-User-ID Security Analysis 
7.2.2.5.X M2M Service User Authentication and Authorization
oneM2M authentication is the process of validating if the identity supplied by a oneM2M entity is associated with a trustworthy credential. How to perform the authentication process depends on the mutual authentication mechanism that is used. For example, for the case where certificate based authentication is used, authentication involves verifying a digital signature.  For the case where symmetric key based authentication is used, authentication involves verifying a Message Integrity Code (MIC).
oneM2M currently supports mutual authentication between two entities wherein one entity is always a Registrar CSE and the other entity can be a Registree AE or CSE.   This mutual authentication takes place during the oneM2M security association procedure defined in TS-0003[i.xx] that results in a TLS or DTLS session being established between the Registrar CSE and the Registree AE or CSE.  Once established, the TLS or DTLS session protects oneM2M messages that the Registrar CSE and the Registree AE or CSE exchange with one another. 
Figure 7.2.2.5.X-1 shows how this existing authentication framework can be further expanded to enable the oneM2M architecture to authenticate one or more M2M Service Users authorized to use a Registree AE to issue requests to a Registrar CSE.  
Note, oneM2M Service User authentication and authorization procedures take place between a Registree and its Registrar.  Additional user authentication and authorization procedures may also take place elsewhere in the system but are outside the scope of the current document.  For example, additional authentication and authorization of users may be performed locally on a node hosting the Registree but this functionality is outside the scope of the current document.
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Figure 7.2.2.5.X-1 M2M Service User Authentication and Authorization
0. Security association establishment is performed between a Registree AE and Registrar CSE.
1. Following the successful completion of a oneM2M security association, the TLS or DTLS session that is established can be used to secure messages that are exchanged between one or more M2M Service Users and a Registrar CSE for the purpose of authenticating the M2M Service Users.    
NOTE: There are many well-known methods for performing User-based Authentication.  Some examples, include HTTP username:password authentication, LDAP and  multifactor authentication.  The determination on which method to use often depends on deployment requirements. For this reason, the definition of this message exchange is out of scope of the present document.
2. Once authenticated, the Registrar CSE can then check whether the M2M Service User is authorized to use the Registree AE associated with the security association.  The Registrar CSE can perform this check by verifying whether the M2M-User-ID is configured within the allowedUsers attribute of the Registree AE’s <serviceSubscribedAppRule> resource.  If authorized, the M2M-User-ID of the M2M Service User can be associated with the oneM2M security association.  
3. The Registrar CSE receives a request over the TLS or DTLS session. 
4. The Registrar checks if the M2M-User-ID specified in the request matches a M2M-User-ID associated with the security association.  
5. If it does not, the Registrar CSE rejects the request since the M2M Service User has not been authenticated and authorized to use the Registree AE. 
6. If it does, the Registrar CSE can process the request.  
-----------------------End of change 1 -------------------------------------------
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