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Introduction
1. Motivation:

oneM2M currently lacks support for sufficient methods to enable oneM2M entities (i.e. AEs and CSEs) to query and discover available oneM2M services.  Discovery of oneM2M services equates to the capability to query and discover available oneM2M CSEs and their supported services (e.g. CSFs) hosted on available oneM2M nodes such as ASNs, MNs and INs.  Before the services offered by a CSE can be accessed by either an AE or another CSE, at a minimum contact information of available CSEs (i.e. URI, etc.)  must be known before it can establish a security association and register to a CSE.  In addition, knowledge of attributes such as the types of oneM2M services supported by the CSE are also needed to allow AEs and CSEs to determine which CSE(s) offer the services that they require.  
Without an automated discovery procedure, a mechanism such as pre-provisioning must be used to configure bootstrap and discovery information to AEs and CSEs hosted on ADNs, ASNs, MNs.  Using such mechanisms can greatly increase deployment and management costs as well as limit scalability.  

2. Proposed Solutions:

This contribution includes a proposed solution for oneM2M service discovery.  The solution is based on DNS-SD and supports discovery of M2M SPs, CSEs and AEs.  The solution involves a oneM2M entity performing DNS-SD queries to a DNS-SD server which hosts DNS-SD records that contain oneM2M service discovery information (e.g. standardized and/or registered service types).  By performing these queries, a oneM2M entity can discover oneM2M services in a dynamic fashion.  

-----------------------Start of change 1-------------------------------------------
6.2.1 Key Issues on oneM2M services discovery

Discovery of oneM2M Services equates to the capability for a oneM2M entity to query and discover available oneM2M SPs, their deployed oneM2M nodes (e.g. ASNs, MNs and INs), the oneM2M services and capabilities (e.g. MEFs, MAFs, CSEs and AEs) hosted on these nodes.  oneM2M service discovery can be based on criteria specified by the oneM2M entity performing the discovery (e.g. the types services required).  Once a oneM2M SP is discovered, a oneM2M entity can then enrol to the M2M SP to obtain the proper credentials and information needed for it to establish a oneM2M security association and registration with a Registrar CSE.  Once registered, a oneM2M entity can then access the services offered by the Registrar CSE and its Registree AEs.    
NOTE: For cases, where a oneM2M entity already has a relationship with a M2M SP, service discovery can still be performed and used to find the services offered by that SP.
The following Key Issues may be summarized:

1) The oneM2M System currently does not support methods to allow oneM2M entities to query and discover M2M SPs and the available oneM2M Services that they offer.  

2) Without automated discovery capabilities, a mechanism such as pre-provisioning must be used to configure and bootstrap discovery information to entities in the oneM2M System.  Using such mechanisms can greatly increase deployment and management costs as well as limit scalability of the oneM2M System.  

-----------------------End of change 1 -------------------------------------------

-----------------------Start of change 2 -------------------------------------------
8.1 Solution: DNS-SD based oneM2M Service Discovery
8.1.1 Overview

To enable a oneM2M entity to query and discover available oneM2M SPs and their available services, this solution proposes to leverage DNS-SD[i.2]. This solution is ideal for the scenario where a oneM2M entity is not aware of the network addresses of available oneM2M nodes in the system, the oneM2M CSEs and AEs hosted upon these nodes, and when applicable, the oneM2M SPs that manages these services.       

8.1.2 Solution Description

DNS-SD can be used by a oneM2M entity to find M2M SPs, the oneM2M nodes that they deploy and the CSEs and AEs deployed on these nodes.  DNS-SD is well-suited for cases when a oneM2M entity is not pre-provisioned with this information and needs to discover it in a more ad-hoc/dynamic fashion.  For example, an ADN-AE that wants to search for a new type of service.  In such cases, a oneM2M entity can query a DNS-SD server to discover a particular type of service, the M2M SP that deploys the service and the oneM2M node(s) that host CSE(s) or AE(s) that offer the service.

NOTE: DNS-SD relies on awareness of the network address of the DNS-SD server.  This address can be provisioned onto a oneM2M node/entity.  For example, a DNS-SD client hosted on a ADN/MN/ASN can be configured during the process of enrolling to the MEF with the network address of one or more DNS-SD servers operated by a M2M SP.  Alternatively, the network address of one or more DNS-SD servers can be configured when bootstrapping with an underlying access network that is managed by a network operator.   

A DNS-SD server can be deployed in a oneM2M System as shown in Figure 8.1.2-1.  oneM2M entities wishing to perform discovery of oneM2M services can support a DNS-SD client.  The DNS-SD client can be co-hosted on the same node as a oneM2M entity or integrated within the oneM2M entity.
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Figure 8.1.2-1:  DNS-SD Server deployed in oneM2M System
The following procedure describes the steps involved in the DNS-SD based oneM2M service discovery solution.
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Figure 8.1.2-2:  DNS-SD based oneM2M Service Discovery
Step 1: (Offline and Optional)  If a private DNS-SD deployment is preferred, then this step can be skipped.  The DNS-SD server is registered with an official DNS registrar company/entity to establish a public DNS-SD service discovery domain.   The DNS registrar then makes this information publically available.  Other DNS-SD servers can then discover any new service discovery sub-domains that have been established under their level of hierarchy.  This results in a M2M SP’s DNS-SD server being discovered and interconnected into the hierarchy of existing DNS-SD servers.    

Step 2: (Offline and Optional) Each M2M Service Provider provisions Service Provider (SP) discovery information (DNS-SD PTR, SRV and TXT records) in their DNS-SD servers.  These discovery records include information regarding the different types of services offered, locations that these services are offered, terms and conditions for accessing the services, point of access information for SP functions such as MEF and MAF functions, etc. 

Editor’s Note: Definition of standardized service types for use in DNS-SD based oneM2M SP discovery is FFS  

Step 3: (Offline) Each M2M Service Provider provisions CSE discovery information (DNS-SD PTR, SRV and TXT records) in the DNS-SD server.  These discovery records include information describing each CSE instance the SP has deployed.  The information includes the network domain or location where the CSE is deployed, the types of services (e.g. CSFs) supported by the CSE, point of access information for a CSE, supported protocol bindings and content serialization formats, etc.

Editor’s Note: Definition of standardized service types for use in DNS-SD based oneM2M CSE discovery is FFS 
Step 4:  (Offline and Optional) Each M2M Service Provider can provision AE discovery information (DNS-SD PTR, SRV and TXT records) in the DNS-SD server.  These discovery records include information describing each AE instance associated with the SP.  The information includes the network domain or location where the AE is deployed, the types of services supported by the AE, which CSE the AE is accessible via, supported information models and content serialization formats, etc.

Editor’s Note: Definition of standardized service types for use in DNS-SD based oneM2M AE discovery is FFS  
Step 5: The Registree Node’s DNS-SD client either discovers, is configured, or is provisioned with the identity of its local DNS-SD server.  Depending on the underlying access network technology, this process may be automated or it may require manual offline configuration.  Standardized DNS-SD service types for oneM2M SPs, CSEs and/or AEs are also configured such that DNS-SD based discovery lookups can be conducted by the Registree.
Step 6: (Optional) The Registree AE/CSE initiates a M2M SP discovery procedure by sending a DNS PTR query (that includes a standardized and/or registered oneM2M SP type and the domain) to the DNS-SD server.    

Step 7: (Optional) The DNS-SD server responds to the Registree AE/CSE with a list of available DNS-SD PTR record(s), each containing a M2M SP ID of a corresponding SP.  

Step 8: (Optional) The Registree AE/CSE selects one or more PTR records that it would like to resolve in order to get additional discovery information for the SP(s) of interest.  

Step 9: (Optional) The Registree AE/CSE sends DNS query request(s) to the DNS-SD server for each SP it would like to lookup additional information about.  Note, separate requests are needed for each SP.

Step 10: (Optional) The DNS-SD server responds with the SRV and TXT records for each corresponding DNS-SD lookup request.  The SRV record contains the network address of the SP’s enrolment function (MEF)  (e.g. IP address and port).  The TXT record contains additional information such as the different types of services the SP offers, locations that these services are offered, terms and conditions for accessing the services, etc.  

Step 11: (Optional) Using information from the TXT record to find the most suitable SP, the Registree AE/CSE selects SP(s) to enrol to.

Step 12: The Registree AE/CSE initiates a M2M CSE discovery procedure by sending a DNS PTR query (that includes a standardized and/or registered oneM2M CSE type and the domain) to the DNS-SD server.    

Step 13: The DNS-SD server responds to the Registree AE/CSE with a list of available DNS-SD PTR record(s), each containing a M2M CSE ID of a corresponding CSE.  

Step 14: The Registree AE/CSE selects one or more PTR records that it would like to resolve in order to get additional discovery information for the CSE(s).  

Step 15: The Registree AE/CSE sends DNS query request(s) to the DNS-SD server for each CSE it would like to lookup additional information about.  Note, separate requests are needed for each CSE.

Step 16: The DNS-SD server responds with the SRV and TXT records for each corresponding DNS-SD lookup request.  The SRV record contains the network address of the CSE  (e.g. IP address and port).  The TXT record contains additional information such as the URI path to <CSEBase>, types/classes of services supported by the CSE, supported protocol bindings and serialization types, etc. supported by the CSE.  

Step 17: Using information from the TXT record to find the most suitable CSE(s), the Registree AE/CSE selects CSE(s) to perform a security association with and also register to.  

Step 18: (Optional) The Registree AE/CSE initiates a M2M AE discovery procedure by sending a DNS PTR query (that includes a standardized and/or registered oneM2M AE type (e.g. App-ID) and the domain) to the DNS-SD server.    

Step 19: (Optional) The DNS-SD server responds to the Registree AE/CSE with a list of available DNS-SD PTR record(s), each containing oneM2M AE information (e.g. AE-ID and/or App-ID) of a corresponding AE.  

Step 20: (Optional) The Registree AE/CSE selects one or more PTR records that it would like to resolve in order to get additional discovery information for the AE.  

Step 21: (Optional) The Registree AE/CSE sends DNS query request(s) to the DNS-SD server for each AE it would like to lookup additional information about.  Note, separate requests are needed for each AE.

Step 22: (Optional) The DNS-SD server responds with the SRV and TXT records for each corresponding DNS-SD lookup request.  The SRV record contains the network address of the Registrar CSE of the AE  (e.g. IP address and port).  The TXT record contains additional information about the AE such as the URI path to <AE> resource hosted on the Registrar CSE, types/classes of services supported by the AE, supported information model and serialization types, etc.  

Step 23: (Optional) Using information from the TXT record to find the most suitable AE(s), the Registree AE/CSE selects AE(s) to interact with.  

-----------------------End of change 2 -------------------------------------------
-----------------------Start of change 3 -------------------------------------------

2.1 Informative references

Clause 2.2 shall only contain informative references which are cited in the document itself.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M Drafting Rules.

NOTE:
Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.

[i.2] 
IETF RFC 6763: "DNS-Based Service Discovery".
-----------------------End of change 3 -------------------------------------------
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