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Introduction
This contribution addresses the following security related action item:

	Number
	Action
	Status

	A-SEC-33-03
	Check whether AE impersonation prevention could also apply to CSE
	Rel-4





-------------------------------------Start of change 1-------------------------------------------
[bookmark: _Toc528221848][bookmark: _Toc8133004]7.2	AE Impersonation Prevention
[bookmark: _Toc528221849][bookmark: _Toc8133005]7.2.1	Registrar verification of AE-ID
Since several An AEs /CSE can behave maliciously and pretend to be another AE /CSE with their its ID changed, the Hosting CSE needs prevention mechanism for AE /CSE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry point of M2M system.
When the Registrar CSE receives a request, the Registrar CSE shall perform the following procedure.



Figure 7.2.1-1: AE iImpersonation checking procedure
0.	Security association establishment may be performed. Clause 6.1.2.2.1 describes the scenarios when security association establishment between an AE/CSE and CSE is mandatory, and describes the scenarios when security association establishment between an AE/CSE and CSE is recommended. The subsequent procedures shall be performed if a security association has been established.
1.	The AE/CSE sends a request to Hosting CSE via its Registrar CSE as specified in oneM2M TS‑0001 [1] (Hosting CSE is not represented on this figure and can either be the Registrar CSE or another CSE).
2.	The Registrar CSE checks if the value in the From parameter is the same as the ID associated in security association:
3.	If the values are not identical, then the Registrar CSE shall send a response with Response Status Code '4106' ("ORIGINATOR_HAS_NOT_REGISTERED").
4.	If the values are identical, then the Registrar CSE shall perform the procedures specified in clause 8.2 of oneM2M TS‑0001 [1]. Depending on the number of Transit CSEs, the Registrar CSE shall either process the request or forward it to the Hosting CSE or to another Transit CSE.
[bookmark: _Toc528221850][bookmark: _Toc8133006]7.2.2	Verification Using End-to-End Security of Primitives (ESPrim)
End-to-End Security of Primitives (ESPrim), clause 8.4, allows a Target (a Hosting CSE or AE) to authenticate the Originator of a request primitives that are handled by other CSEs. ESPrim also provides confidentiality and integrity protection of these request and response primitives. The primitives being protected are called the inner primitives. ESPrim encryption is applied to the inner primitives to form ESPrim Objects. Outer primitives are used to transport the ESPrim objects between the Originator and Target CSE or AE. The Originator's Registrar cannot view the encrypted inner primitive, and cannot verify that the From parameter of the inner primitive is correct. Instead, the Target is expected to verify that the From parameter of the inner primitive agrees with the authenticated identity of the Originator.
When the Target receives an ESPrim-protected request, the Target shall perform the following procedure.


Figure 7.2.2-1: AE iImpersonation checking procedure
0.	The Target and Originator have previously established a symmetric pairwiseESPrimKey. The Target associates an identity with the symmetric pairwiseESPrimKey.
1.	The Originator composes the inner request primitive, encrypts it using ESPrim to form an ESPrim Object, and sends it to the Target as described in clause 8.4. 
NOTE:	Regardless of whether ESPrim is applied, each Mcc "hop" is always protected using an SAEF, and each Mca "hop" is optionally protected using an SAEF; see clause 6.1.2.2.1.
2.	The Target applies the procedures in clause 8.4 to decrypt the ESPrim Object and obtain the inner request primitive.
3.	The Target checks if the value in the From parameter is the same as the ID associated with the pairwiseESPrimKey:
4.	If the values are not identical, then the Target shall send a response with Response Status Code '4116' ("ESPRIM_IMPERSONATION_ERROR").
5.	If the values are identical, then the Target shall record that the Originator has been authenticated, and performs procedures specified in clause 8.2 of oneM2M TS-0001 [1]. 
------------------------------------End of change 1---------------------------------------------
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