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Introduction
This CR was introduced in release 3 in SDS39 and it was advised to move it to Release 4. A short presentation with overall concept was presented and discussed (SDS-2019-0199R02 :MALICIOUS AE AND BLOCKED ORIGINATOR) in SDS 39.9. This CR is now revised for release 4 based on the inputs received in SDS39 and SDS 39.9.

The CR proposes to add 2 new concepts in the TS-0001: Malicious AE and Blocked Originator.

The key idea is to be able to identify a malicious AE Orginator that is attempting to perform some malicious activity through a oneM2M Request. If such AE is identified, then it should be blocked from performing any further action in the oneM2M network. The implementation of blocking an AE, identified as Malicious AE, requires the implementation of a blocked originator list.
	An AE can attempt to perform some malicious activity by forming a malformed request. It can do so by performing injection e.g. sql injections by injecting malicious patterns in the filter criteria attributes.
In such a case, proper validation is required on the filter criteria attributes against any malicious patterns. If such form of injection is present, then the request should be considered as malicious and originating from a MALICOUS ORIGINATOR. The request should be rejected with a response status code as “MALICIOUS_REQUEST”. Such originator should also be marked blocked by the CSE. Further request from such Originator should be rejected with response status code set to “BLOCKED_ORIGINATOR”. 


The proposal would be an extension of existing requirement:
	SER-001
	The oneM2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.
	Partially Implemented in Rel-1


-----------------------Start of change 1-------------------------------------------
 Definitions

For the purposes of the present document, the terms and definitions given in oneM2M TS-0011 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in oneM2M TS-0011 [1].

For the purposes of the present document, the following terms and definitions apply:

access control attributes: set of parameters of the Originator, target resource, and environment against which there could be rules evaluated to control access

NOTE:
An example of Access Control Attributes of Originator is a role. Examples of Access Control Attributes of Environment are time, day and IP address. An example of Access Control Attributes of targeted resource is creation time.

access decision: authorization reached when an entity's Privileges, as well as other Access Control Attributes, are evaluated

application layer: comprises oneM2M Applications and related business and operational logic

attribute: stores information pertaining to the resource

NOTE:
An attribute has a name and a value. Only one attribute with a given name can belong to a given resource. For an attribute defined as having "multiplicity" greater than 1, the value of that attribute is a composite value, i.e. a list of different values.

Blocked Orginator: An Originator who is blocked for processing of any request from it by a CSE, based on some CSE pre-defined policies.
child resource: sub-resource of another resource that is its parent resource

NOTE:
The parent resource contains references to the child resources(s).

common services layer: consists of oneM2M service functions that enable oneM2M Applications (e.g. management, discovery and policy enforcement)

common services function (CSF): informative architectural construct which conceptually groups together a number of sub-functions

NOTE:
Those sub-functions are implemented as normative resources and procedures. A set of CSFs is contained in the CSE.

content based discovery: is the discovery operation for <contentInstance> resources which is matched with the given condition regarding content attribute of <contentInstance> resource under specific <container>

NOTE:
Content based discovery is based on knowledge about data structure of M2M data stored at <container>.

execution environment: logical entity that represents an environment capable of running software modules

hosting CSE: CSE where the addressed resource is hosted

M2M service provider domain: is the part of the M2M System that is associated with a specific M2M Service Provider
Malicious AE: is an AE that attempts to perform any malicious operation on a Hosting CSE. Eg; A malicious AE could try to perform perform an illegal operation by malforming the request or could be involved in an DDoS attack against a Hosting CSE. The CSE based on its certain pre-defined policies should identify whether the request from an AE is malicious in nature or not.
managed entity: may be either an M2M Device, M2M Gateway, or a device in the M2M Area Network or the M2M Application Layer or M2M Service Layer software components

management proxy: entity within the Device Management Architecture, in conjunction with the Management Client, that acts as an intermediary between the Management Server and the Proxy Management Client

network services layer: provides transport, connectivity and service functions
node: logical entity that is identifiable in the M2M System

non-oneM2M Node: node that does not contain oneM2M Entities
notifier: Hosting CSE that initiates notifications to Notification Targets in the subscription/notification framework or in the non-blocking asynchronous scheme
notification target: is an AE or CSE that receives notifications from the Notifier
NULL: null value

NOTE: 
Refer to TS-0004 for the definition of null.

originator: in case of a request traversing a single reference point, the Originator is the AE/CSE that sends the request
NOTE:
In case of a request that traverses multiple reference points, the Originator is the AE/CSE that sends the first request in the sequence.
proxy management client: entity within the Device Management Architecture that provides local management capabilities to a device in an M2M Area Network

receiver: is the entity that receives the Request

NOTE:
A Receiver can a CSE or can be and AE when notification is requested.

receiver CSE: any CSE that receives a request

registree: AE or CSE that registers with another CSE

registrar CSE: CSE is the CSE where an Application or another CSE has registered

resource: uniquely addressable entity in oneM2M architecture

NOTE:
A resource is transferred and manipulated using CRUD operations. A resource can contain child resource(s) and attribute(s), which are also uniquely addressable.

role: collection of permissions that can be statically or dynamically granted to an entity

service charging and accounting: set of functionalities within the M2M Service Layer that enable configuration of information collection and charging policies, collection of Charging Records based on the policies, and correlation of Charging Records to users of M2M common services

service charging record: formatted collection of information about a chargeable operation

service layer offline charging: mechanism where charging information does not affect, in real-time, the service rendered

service layer online charging: mechanism where charging information can affect, in real-time, the service rendered, including real time credit control

software package: is an entity that can be deployed on the Execution Environment

NOTE:
It can consist of entities such as software modules, configuration files, or other entities.

structured data: is data that either has a structure according to a specified Information Model or is otherwise organized in a defined manner

transit CSE: is any receiver CSE that is not a Hosting CSE

----------------------End of change 1------------------------------------------

-----------------------Start of change 2-------------------------------------------
10
Information Flows

10.1
Basic Procedures

10.1.1
Overview
As a pre-condition to the execution of the following procedures, M2M operational security procedures as specified in clauses 11.3.1 through 11.3.4 shall have been performed. In case of failure, the error shall be reported as specified in oneM2M TS-0004 [3].

The procedures in the following clauses assume blocking requests as described in clause 8.2.2.

10.1.2
CREATE (C)

Originator requests to create a resource by using the CREATE method. See clause 8.1.2 for the parameters to be included in the Request message.

Hosting CSE If the request is allowed by the given privileges, the Receiver shall create the resource.
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Figure 10.1.2-1: Procedure for CREATing a Resource

Step 001: The Originator  shall send mandatory parameters and may send optional parameters in Request message for CREATE operation as specified in clause 8.1.2.
Step 002: The Receiver shall:

1) Check if the Originator has the appropriate privileges for performing the request. Privileges of the targeted resource are linked by the accessControlPolicyIDs attribute. Different handlings for a target resource which does not have the accessControlPolicyIDs attribute by the resource type definition(e.g. schedule resource type) or a target resource which has the definition but the attribute has no value and so on are defined in the Table 9.6.1.3.2-1 (common attributes description).
2) Verify that the name for the created resource as suggested by the resourceName attribute in Content parameter, if provided by the Originator in the CREATE Request message, does not already exist among child resources of the target resource. If no child within the targeted resource exists with the same resourceName as suggested by the Originator, use that name for the resource to be created. If a child uses the resourceName already, the Receiver shall reject the request and return an error to the Originator. If the name was not suggested by the Originator, assign a name generated by the Receiver to the resource to be created.

NOTE:
The name of a resource in general is not the same as its Resource ID. While a name of a resource only needs to be unique among the children of the same parent resource, the Resource ID needs to be unique in context of the Hosting CSE. When the name of the resource to be created is assigned by the Receiver, it may choose to use a name that is identical to the Unstructured-CSE-relative-Resource ID.

3) Assign a Resource-ID (see resourceID attribute in common attribute table 9.6.1.3.2-1) to the resource to be created.

4) Assign values for mandatory RO mode attributes of the resource and override values provided for other mandatory attributes, where needed, and where allowed by the resource type definition and if not provided by the Originator itself.

5)  the Receiver shall assign a value to the following common attributes specified in clause 9.6.1.3:

a)
parentID;

b)
creationTime;

c)
expirationTime: if not provided by the Originator, the Receiver shall assign the maximum value possible (within the restriction of the Receiver policies). If the value provided by the Originator cannot be supported, due to either policy or subscription restrictions, the Receiver will assign a new value;

d)
lastModifiedTime: which is equals to the creationTime;

e)
Any other RO (Read Only) attributes within the restriction of the Receiver policies.

6) The Receiver shall check whether a creator attribute is included in the  Content parameter of the request.  If included, the creator attribute shall not have a value in the Content parameter of the request. If  the creator attribute is included in the request and the creator attribute is supported for the type of resource being created, then the Receiver shall to include the creator attribute in the resource to be created.  The Receiver shall assign a value equal to the value carried in the From request parameter.  In the event that the originator provides a value for the creator attribute within the request, this request shall be deemed invalid.


On the other hand if the creator attribute is not included in the  Content parameter of the request, then the Receiver shall not include the creator attribute in the resource to be created.

7) On successful validation of the Create Request, the Receiver shall create the requested resource.

8) The Receiver shall check if the created child resource leads to changes in its parent resource's attribute(s), if so the parent resource's attribute(s) shall be updated. 
9) The Receiver shall check if the created child resource references an Application Entity Resource ID, if so the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to add the entry to the <AEContactList> resource.
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for CREATE operation as specified in clause 8.1.3.

General Exceptions:
10) The Originator does not have the privileges to create a resource on the Receiver. The Receiver responds with an error.
11) The resource with the specified name (if provided) already exists at the Receiver. The Receiver responds with an error.

12) The provided information in Content is not accepted by the Receiver (e.g. missing mandatory parameter). The Receiver responds with an error.
13) The Originator AE-ID is present in the <LocalBlockedAEList>, then it shall reject the request with an error, without even processing the request any further.
The Request from an AE is identified as malicious, based on the request being malformed with the intend to perform some malicious operation, then the Receiver responds with an error and adds the AE-ID in its <LocalBlockedAEList>. 
10.1.3
RETRIEVE (R)

The RETRIEVE operation shall be used for retrieving the information stored for any of the attributes for a resource at the Receiver CSE. The Originator CSE or AE may request to retrieve a specific attribute by including the name of such attribute in the Content parameter in the request message.

Originator requests retrieval of all attributes or a specific attributes of the target resource by using RETRIEVE Request. See clause 8.1.2 for the information to be included in the Request message. If only some specific attributes need to be retrieved, the name of such attributes shall be included in the Content parameter of the Request message.

Receiver performs local processing to verify the existence of requested resource and checks privileges for retrieving the information related to the resource. After successful verification, the Receiver shall return the requested information, otherwise an error indication shall be returned.
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Figure 10.1.3-1: Procedure for RETRIEVing a Resource

Step 001: The Originator shall  send mandatory parameters and may send optional parameters in Request message for RETRIEVE operation as specified in clause 8.1.2.
Step 002: The Receiver shall verify the existence  (including Filter Criteria checking, if it is given) of the target resource or the attribute and check if the Originator has appropriate privileges to retrieve information stored in the resource/attribute. This privilege checking follows the rules defined in the Table 9.6.1.3.2-1 (common attributes description).
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for RETRIEVE operation as specified in clause 8.1.3.

General Exceptions:

14) The targeted resource/attribute in To parameter does not exist. The Receiver responds with an error.
15) The Originator does not have privileges to retrieve information stored in the resource on the Receiver. The Receiver responds with an error.
16) The Originator AE-ID is present in the <LocalBlockedAEList>, then it shall reject with an error, without even processing the request any further.

17) The Request from an AE is identified as malicious, based on the request being malformed with the intend to perform some malicious operation, then the Receiver responds with an error and adds the AE-ID in its <LocalBlockedAEList>.
10.1.4
UPDATE (U)

The UPDATE operation shall be used for updating the information stored for any of the attributes at a target resource. Especially important is the expirationTime, since a failure in refreshing this attribute may result in the deletion of the resource. The Originator CSE or AE can request to update, create or delete specific attribute(s) at the target resource by including the name of such attribute(s) and its values in the Content parameter of the request message.

Originator requests update any of the attributes at the target resource by using UPDATE Request message. The Originator shall send new (proposed) values for the attribute(s) that need to be updated. The UPDATE operation allows to modify or create previously non-existing attributes of the resource type (defined in clause 9.6) that are indicated as "RW" (Read Write) for the specific resource type definition.

The Originator requests to delete attributes at the target resource by using UPDATE Request message. The Originator shall send the name of the attributes to be deleted (defined in clause 9.6) for the specific resource type with their value set to NULL, in the Request message.

See clause 8.1.2 for the information to be included in the Request message.

The Receiver verifies the existence of the addressed resource, the validity of the attributes provided and the privileges to modify them, the Receiver shall update the attributes provided and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided do not exist, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the privileges to create them. On successful validation, the Receiver shall create the attributes provided with their associated values and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.

If the attributes provided have their value set to NULL, after verifying the existence of the addressed resource, the Receiver validates the attributes provided and the Update privileges of the Originator. On successful validation, the Receiver shall delete such attributes and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.4-1: Procedure for UPDATing a Resource

Step 001: The Originator shall send mandatory parameters and may send optional parameters in Request message for UPDATE operation as specified in clause 8.1.2.
Step 002: The Receiver shall verify the existence (including Filter Criteria checking, if it is given) of the requested resource and if the Originator has the appropriate privilege to update the resource. This privilege checking follows the rules defined in the Table 9.6.1.3.2-1 (common attributes description). On successful validation, the Receiver shall update the resource as requested. If the attributes provided do not exist, the Receiver shall validate if the Originator has appropriate privileges to create the attributes at the target resource. On successful validation, the Receiver shall create the attributes with their associated values at the resource as requested.  If the attributes provided have their value set to NULL, the Receiver shall validate if the Originator has Update privilege to delete the attributes at the target resource. On successful validation, the Receiver shall delete such attributes. The Receiver shall check if the updated target resource is a child of a parent resource having a stateTag attribute and increment the stateTag if present. The Receiver shall check if the update causes a change  to a reference to an Application Entity Resource ID. If so the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to update the entry to the <AEContactList> resource.
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for UPDATE operation as specified in clause 8.1.3.

General Exceptions:

18) The targeted resource in To parameter does not exist. The Receiver responds with an error.
19) The Originator does not have the privilege to Update the resource including create non-existing attributes or delete exisiting attributes on the Receiver. The Receiver responds with an error.

20) The provided information in the Content is not accepted by the Receiver. The Receiver responds with an error.
21) The Originator AE-ID is present in the <LocalBlockedAEList>, then it shall reject with an error, without even processing the request any further.

22) The Request from an AE is identified as malicious, based on the request being malformed with the intend to perform some malicious operation, then the Receiver responds with an error and adds the AE-ID in its <LocalBlockedAEList>.
10.1.5
DELETE (D)

The DELETE operation shall be used by an Originator CSE or AE to delete a resource at a Receiver CSE. For such operation, the DELETE procedure shall consist of the deletion of all related information of the target resource.

Originator requests deletion of a resource by using a DELETE Request message. See clause 8.1.2 for the information to be included in the Request message.

Receiver The Receiver verifies the existence of the requested resource, and the privileges for deleting the resource.
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Figure 10.1.5-1: Procedure for DELETING a Resource

Step 001: The Originator shall  mandatory parameters and may send optional parameters in Request message for DELETE operation as specified in clause 8.1.2.

Step 002: The Receiver shall verify the existence  (including Filter Criteria checking, if it is given) of the requested resource and if the Originator has the appropriate privilege to delete the resource. This privilege checking follows the rules defined in the Table 9.6.1.3.2-1 (common attributes description). On successful validation, the Receiver shall check for child resources and delete all child resources and the associated references in parent resources and it shall remove the resource itself. The Receiver shall check if the deleted child resource leads to changes in its parent resource's attribute(s), if so the parent resource's attribute(s) shall be updated. If the deleted resource had a reference to an Application Entity Resource ID, the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to delete the entry from the <AEContactList> resource.
Step 003: The Receiver shall respond with  mandatory parameters and may send optional parameters in Response message for DELETE operation as specified in clause 8.1.3.

General Exceptions:

23) The targeted resource in To information does not exist. The Receiver responds with an error.
24) The Originator does not have the privileges to delete the resource on the Receiver. The Receiver responds with an error
25) The Originator AE-ID is present in the <LocalBlockedAEList>, then it shall reject with an error, without even processing the request any further.

26) The Request from an AE is identified as malicious, based on the request being malformed with the intend to perform some malicious operation, then the Receiver responds with an error and adds the AE-ID in its <LocalBlockedAEList>.

 
10.1.6
NOTIFY (N)

The NOTIFY operation shall be used for notifying information. All the specific notification procedures defined in this present document are listed in clause 10.1.6 (Notification procedures).
The Originator requests to notify an entity by using NOTIFY method. See clause 8.1.2 for the information to be included in a Request message.

The Receiver responds to the Originator with the operation results as specified in clause 8.1.3.
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Figure 10.1.6-1: Procedure for NOTIFYing Information

Step 001: A notification to be sent to the Receiver is triggered in the Originator.

Step 002: The Originator shall send  mandatory parameters and may send optional parameters in Request message for NOTIFY operation as specified in clause 8.1.2.
Step 003: Local Processing.

Step 004: The Receiver  shall respond with mandatory parameters and may send optional parameters in Response message for NOTIFY operation as specified in clause 8.1.3.
General Exceptions:

· See oneM2M TS-0003 [2].
In the present specification, notification procedures are defined in the following procedures: 

· <subscription> resource handling (clause 10.2.10)
· to notify Receiver(s) of modifications of a resource for an associated <subscription> resource

· to notify aggregated notifications from <subscription> member resources of <group> resource
· to request Receiver(s) to perform resource subscription verification

· to notify deletion of the <subscription> resource

· to seek authorization from the subscription creator during a notification target deletion
· Asynchronous non-blocking request handling (clause 8.2.2.3)
· to send the result of the request
· <pollingChannelURI> resource handling (clause 10.2.5.19)
· to send the response corresponding to a request delivered via service layer long polling 
· IPE on-demand discovery handling (clause 10.2.6)
· to notify Receiver(s)(i.e., IPE) for on-demand discovery request.
· End-to-end security handling (clause 11.4)
· to send the request/response that cannot be readable by Transit CSEs
· Dynamic authorization consultation handling (clause 11.5)
· to seek authorization to access a resource from Dynamic Authorization Server
· Change in AE Registration Point (clause 10.2.16)

· to notify Receivers that an AE has changed registration point

· Change in a resource with reference to an Application Entity Resource ID (clause 10.1.2 (CREATE), 10.1.4 (UPDATE), 10.1.5 (DELETE), 9.6.1.3.1 (expiration timer expiry)

· to notify IN-CSE that the Originator has a new/updated reference to an Application Entity Resource identifier  
· <crossResourceSubscription> resource handling (clause 10.2.10)
· to notify Receiver(s) of cross-resource notification generated by a <crossResourceSubscription> Hosting CSE

· to notify deletion of the <crossResourceSubscription> resource

· to request Receiver(s) to perform cross-resource subscription verification

· to seek authorization from the cross-resource subscription creator during a notification target deletion
· The Originator AE-ID is present in the <LocalBlockedAEList>, then it shall reject with an error, without even processing the request any further.

· The Request from an AE is identified as malicious, based on the request being malformed with the intend to perform some malicious operation, then the Receiver responds with an error and adds the AE-ID in its <LocalBlockedAEList>.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------

9.6.63
Resource Type LocalBlockedAEList
The < LocalBlockedAEList > resource of a CSE shall represent the list of all the AE-Id’s, which are not allowed to perform any operation on that CSE i.e. are blocked originators.
When a Hosting CSE identifies that a request from an AE is malicious in nature, based on its pre-defined policies, then it shall return a error in response and add the AE-Id in the < LocalBlockedAEList >. Each CSE shall maintain their own local blocked AE list, based on their own policies.

The < LocalBlockedAEList > resource shall contain the attributes specified in table below.

Table 9.6.63-1: Attributes of < LocalBlockedAEList > resource

	Attributes of 
<AContactListPerCSE>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	RO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RO
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RO
	See clause 9.6.1.3.

	AE-IDList
	0..1(L)
	RO
	List of Application Entity resource identifiers blocked on the CSE


-----------------------End of change 3---------------------------------------------
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