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Introduction
This contribution addresses the FFS points in clause 6.2.4
-----------------------Start of change 1-------------------------------------------
6.2.4.1 Solution 1: Retargetting via a New Attribute resourceMappingRules
6.2.4.1.1 Definition of a New Attribute resourceMappingRules
A new common attribute resourceMappingRules is proposed.  This attribute can be supported by various oneM2M resources such as <flexContainer>, <mgmtObj>, <container>, <timeSeries>, etc.  As illustrated in Figure 6.2.4.1.1-1, resourceMappingRules serves the following purposes: 

· First, it indicates the mapping from a given oneM2M resource to local resource(s) hosted at an AE. Figure 6.2.4.1.1-1 presents an example, where an AE registers to a CSE and a <AE> resource is created. A <Rsrc-1> child resource of <AE> is also created which has some attributes and child resources as well. The AE hosts some local resources such as <localRsrc-1>, <localRsrc-2>, etc.  The resourceMappingRules contains mapping rules that indicate the relationship between oneM2M resources/attributes and locally hosted resources at the AE. Five mapping rule examples are illustrated in Figure 6.2.4.1.1-1. For instance, attribute-1 of <Rsrc-1> maps to <localRsrc-1> locally hosted at the AE. Not shown in Figure 6.2.4.1.1-1, but resourceMappingRules can also include other information such as retargeting filter criteria, retargeting schedule, retargeting policies, etc. 

· The Hosting CSE can automatically and intelligently determine if and how a received request on a given resource/attribute should be retargeted to an AE based on information contained in resourceMappingRules. Still taking Figure 6.2.4.1.1-1 as an example, if the Hosting CSE receives a RETRIEVE request on attribute-1 of <Rsrc-1>, it will automatically retarget the RETRIEVE request to <localRsrc-1> at the AE according to the MappingRule-1.  As also shown in Figure 6.2.4.1.1-1, resourceMappingRules can be applied to the given resource <Rsrc-1> and/or its child resources, which can be described as retargeting scope and included in resourceMappingRules as well.  

In summary, this new common attribute resourceMappingRules can be introduced to various types of existing or future new oneM2M resources (e.g. <flexContainer>, <mgmtObj>, <container>, <timeSeries>, etc.) and it can be leveraged by the Hosting CSE to flexibly and efficiently determine and perform retargeting a received requests to an AE.  
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Figure 6.2.4.1.1-1: Mapping between oneM2M Resources/Attributes at a Hosting CSE and Local Resources at an AE
resourceMappingRules is formally defined in Table 6.2.4.1.1-1 as a common attribute. 

Table 6.2.4.1.1-1: Definition of resourceMappingRules Attribute

	Attribute Name
	Multiplicity
	RW/
RO/
WO
	Description

	resourceMappingRules
	0..1 (L)
	RW
	This common attribute contains a list of rules for mapping the parent resource on the Hosting CSE to one or more corresponding resources hosted by an AE. Each mapping rule contains information for retargeting a request to an AE such as retargeting schedule, retargeting filter criteria, etc. Table 6.2.4.1.1-2 gives the definitions of the elements of this attribute. 

The mapping information stored in this attribute enables a Hosting CSE to access the services hosted and offered by an AE by retargeting a received oneM2M request primitive as one or more simplified oneM2M requests to an AE for processing.  Once the AE finishes processing the retargeted requests and returns responses, the Hosting CSE can use this information to update its local resource and formulate a oneM2M response primitive that it returns back to the Originator AE/CSE of the original oneM2M request.  


Table 6.2.4.1.1-2 Definition of resourceMappingRules Elements

	Element 
	Multiplicity
	Note

	name
	1
	This element is configured with either a name of an attribute of the parent resource, or a value of “la” indicating that this rule is applicable to the content attribute of the <latest> virtual child resource of the parent resource.  This latter case is only applicable when the parent resource is a <contentInstance> or <timeSeriesInstance> resource.
 



	mappedID
	1
	This element contains the identifier of the mapped resource and attribute hosted by an AE.

 


 

The identifier is configured with the identifier of an <AE> resource followed by a path to the corresponding resource and attribute hosted by the AE.  The identifier of the <AE> resource can be formatted as a structured or unstructured CSE-Relative-Resource-ID, SP-Relative-Resource-ID or Absolute-Resource-ID. 

 

The following is an example.

/CSE0001/AE0001/foo/bar/

 

Where /CSE0001/AE0001 is a structured SP-Relative-Resource-ID of an <AE> resource and foo/bar is the path to the resource (i.e. foo) and attribute (i.e. bar) hosted by the AE.

 

A Hosting CSE uses this information to determine the proper pointOfAccess and requestReqchability stored in the <AE> resource.   Based on this information, the Hosting CSE can determine which underlying protocol, network address (e.g. IP or FQDN) and port to use when issuing requests to this AE resource attribute.  

 

Note, if a Hosting CSE receives a request that targets multiple attributes of a CSE hosted resource and which require retargeting to multiple attributes of the same AE hosted resource, the Hosting CSE can issue a single request to the parent AE hosted resource.

 

Note, if a Hosting CSE needs to access multiple attributes of different AE hosted resources, the Hosting CSE issues different requests to each AE hosted resource.    

	
	
	

	retargetCriteria
	0..1
	Defines conditions that the Hosting CSE checks are valid before retargeting received requests that target the named attribute.  See retargetCriteria definition in Table 6.2.4.1.1-3.   

	retargetSchedule
	0..1
	Defines a schedule for when the Hosting CSE will retarget received requests that target the named attribute.  

	
	
	




	retargetPrivileges
	0..1
	List of identifiers (i.e. AE-IDs) of entities that have privileges to retarget requests that target the named attribute.  



	
	

	
	

	
	

	
	


 
Table 6.2.4.1.1-3: Definition of retargetCriteria
	Condition
	Interpretation

	operations
	The type of operation defined in the request has to match a specified type of operation defined by this condition.

The types of operations supported in this release of the document include RETRIEVE and UPDATE.  

	attribute
	If the corresponding name element in the resourceMappingRules is configured with the name of an attribute of the parent resource, then its value has to equal the specified value defined by this condition.  
If the corresponding name element of the resourceMappingRules is configured with a value of “la”, then the value of the specified attribute of the corresponding latest <contentInstance> or <timeSeriesInstance> resource has to equal the specified value defined by this condition.
The format of this condition is attrName=Value.  E.g. "creator=Sam".

	createdBefore
	If the corresponding name element of the resourceMappingRules is configured with the name of an attribute of the parent resource, then the creationTime attribute of the parent resource resource has to be chronologically before the specified value defined by this condition.
If the corresponding name element of the resourceMappingRules is configured with a value of “la” then the creationTime attribute of the corresponding latest <contentInstance> or <timeSeriesInstance> child resource has to be chronologically before the specified value defined by this condition.


	createdAfter
	If the corresponding name element of the resourceMappingRules is configured with the name of an attribute of the parent resource, then the creationTime attribute of the parent resource resource has to be chronologically after the specified value defined by this condition.
If the corresponding name element of the resourceMappingRules is configured with a value of “la” then the creationTime attribute of the corresponding latest <contentInstance> or <timeSeriesInstance> resource has to be chronologically after the specified value by this condition.

	modifiedSince
	If the corresponding name element of the resourceMappingRules is configured with the name of an attribute of the parent resource, then the lastModifiedTime attribute of the parent resource resource has to be chronologically after the specified value defined by this conditon.
If the corresponding name element of the resourceMappingRules is configured with a value of “la” then the lastModifiedTime attribute of the corresponding latest <contentInstance> or <timeSeriesInstance> resource has to be chronologically after the specified value defined by this condition.

	unmodifiedSince
	If the corresponding name element of the resourceMappingRules is configured with the name of an attribute of the parent resource, then the lastModifiedTime attribute of the parent resource resource has to be chronologically before the specified value.
If the name element of the resourceMappingRules is configured with a value of “la” then the lastModifiedTime attribute of the corresponding latest <contentInstance> or <timeSeriesInstance> resource has to be chronologically before the specified value defined by this condition.


For example, assume: 1) a Hosting CSE hosts a <flexContainer> resource named “door” that has custom attributes named “doorSensor” and “doorLock”; 2) An AE hosts a resource named “d” that is mapped to this <flexContainer> resource and has corresponding attributes named “ds” and “dl” mapped to the “doorSensor” and “doorLock” attributes, respectively. 

To map these resources with one another, a resourceMappingRules attribute is configured in the door <flexContainer> resource.  In this example, the doorSensor and doorLock attributes are mapped.  The resourceMappingRules attribute is configured as follows using JSON serialization, but XML or CBOR could also be used:

       "resourceMappingRules": [
{"name": "doorSensor", "mappedID": "AE01/d/ds"}

      {"name": "doorLock", "mappedID": "AE01/d/dl"}]

 
For a similar example that uses <container> and <contentInstance> resources, assume: 1) a Hosting CSE hosts a <container> resource named “doorSensor” and a  <container> resource named “doorLock”; 2) An AE hosts a resource named “d” that has corresponding attributes named “ds” and “dl” mapped to the “doorSensor” and “doorLock” <container> resources, respectively. 

To map the doorSensor <container> resource, a resourceMappingRules attribute is configured in the doorSensor <container> resource to map the AE’s “ds” attribute of the “d” resource to the latest <contentInstance> of the doorSensor <container> resource.  As a result, when a RETRIEVE operation is received by the Hosting CSE that targets doorSensor/la, the Hosting CSE will retarget this RETRIEVE to the AE’s “ds” attribute of the “d” resource.  When a response is received back from the AE, the Hosting CSE will generate a new <contentInstance> resource and store the value of the “ds” attribute within the content attribute of the <contentInstance> resource. The Hosting CSE will also update attributes of the doorSensor <container> resource as a result of creating a new <contentInstance> resource (e.g. lastModifiedTime, currentNrOfInstances, currentByteSize, stateTag, etc.).     
"resourceMappingRules": [
{"name": "la", "mappedID": "AE01/d/ds", “retargetCriteria”:[{“operations”:[{“RETRIEVE”}]}]}]
To map the doorLock <container> resource, a resourceMappingRules attribute is configured in the doorLock <container> resource to map the AE’s “dl” attribute of the “d” resource to the latest <contentInstance> of the doorLock <container> resource.  As a result, when an UPDATE operation is received by the Hosting CSE that targets doorLock/la, the Hosting CSE will retarget this UPDATE to the AE’s “dl” attribute of the “d” resource.  When a response is received back from the AE, the Hosting CSE will generate a new <contentInstance> resource and store the value of the “dl” attribute within the content attribute of the <contentInstance> resource. The Hosting CSE will also update attributes of the doorLock <container> resource as a result of creating a new <contentInstance> resource (e.g. lastModifiedTime, currentNrOfInstances, currentByteSize, stateTag, etc.).       
"resourceMappingRules": [
{"name": "la", "mappedID": "AE01/d/dl", “retargetCriteria”:[{“operations”:[{“UPDATE”}]}]}]
6.2.4.1.2 Retargeting Procedure based on a New Attribute resourceMappingRules
A procedure for leveraging the new resourceMappingRules attribute to enable retargeting of requests to AE hosted resources is illustrated in Figure 6.2.4.1.2-1 and described in detail below. 
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Figure 6.2.4.1.2-1: Retargeting a Request to an AE based on resourceMappingRules

Step 000: An AE is registered to a Hosting CSE, and an <AE> resource is created for the Registree AE. In addition, one or more data sharing resources (e.g. <flexContainer>) are created for the Registree AE on the Hosting CSE.

Step 001: A request is sent to the Hosting CSE to configure the resouceMappingRules for a targeted resource (e.g. <flexContainer>).  The resouceMappingRules define rules that map to resource(s) hosted by the AE. 


Step 002: The Hosting CSE checks the privileges defined within the <accessControlPolicy> resources of the targeted resource, to determine whether the request Originator has privilges to UPDATE the resouceMappingRules attribute.  If so, the Hosting CSE configures resouceMappingRules for the targeted resource.  Otherwise, the Hosting CSE rejects the request with an error.
Step 003: The Hosting CSE returns a response.

Note: The Registree AE may not perform Steps 001-003 itself. Instead, another AE (e.g. a system administrator AE) on behalf of the Registree AE may perform these steps.   

Step 004: An Originator AE (or CSE) sends an oneM2M request (e.g. RETRIEVE or UPDATE) to a given resource that has a resouceMappingRules attribute configured. 

Step 005: The Hosting CSE processes the oneM2M request. The Hosting CSE checks whether it needs to retarget the request to mapped AE resource(s) based on the resourceMappingRules defined in the clause 6.2.4.1.1.  The Hosting CSE will perform the following:

a.  Based on the targeted resource or attribute(s) (e.g. door or door/doorSensor or  door/doorLock), the Hosting CSE will parse the resourceMappingRules attribute of the targeted resource for each applicable attribute and detect if retargeting the request is required.   This is done by checking if a retargeting rule is defined for each attribute targeted by the request. 

E.g. UPDATE CSE01/AE01/door/doorLock "OPEN"

b. If retargeting is required, the Hosting CSE determines which Registree AE to retarget request(s) to.  This is done by checking the pointOfAccess information from the <AE> resource associated with the AE-ID configured in the mappedID element(s) of the resourceMappingRules attribute.  The pointOfAccess will provide the protocol binding to use, the IP address or FQDN and the port.   For example,

coap://192.152.25.10:5683

http://192.152.25.10:80

mqtt://192.152.25.10:1883

ws://192.152.25.10:9010

Note: A single oneM2M resource can have attributes that are mapped to more than one resource locally hosted by a Registree AE.  Hence a Hosting CSE may need to issue multiple retargeted requests to a Registree AE for a single request that it receives to a targeted resource.

Note: If a Hosting CSE receives a request that accesses multiple attributes that are mapped to a single AE hosted resource, the Hosting CSE can issue a single retargeted request to the Registree AE which accesses the multiple attributes.
Note: During this step, the Hosting CSE also checks whether the Originator of the request has the proper privileges to retarget requests to the AE.  The Hosting CSE performs this check using the retargetPrivileges defined in the resourceMappingRules and the RETARGET privileges defined in the <accessControlPolicy> resource as defined in clause 6.2.4.2.  
c. Depending on the protocol binding (e.g. CoAP, HTTP or MQTT), the pointOfAccess may provide an optional path or topic space (e.g. “r”).  If an additional path or topic (e.g. “/d/dl”) is present in the mappedID element(s) of the resourceMappingRules attribute, then the Hosting CSE appends this path or topic to any path or topic present in the pointOfAccess (e.g. “r/d/dl”). Based on the applicable protocol, the Hosting CSE configures this path or topic in the following manner.
Table 6.2.4.1.1-4 Method to bind path or topic
	Protocol
	Method to bind path or topic

	CoAP
	Uri-Path header field

	HTTP
	Host header field

	MQTT
	“to” parameter encapsulated within the MQTT request payload

	WebSocket
	“to” parameter encapsulated within a data frame of the WebSocket protocol


d. The Hosting CSE maps the operation of the incoming oneM2M request primitive to a corresponding operation in the retargeted request that it sends to the AE.  This mapping is dependent on the protocol that is used to retarget the request.  
Table 6.2.4.1.1-5 Method to bind operation

	oneM2M
	CoAP 
	HTTP
	MQTT
	WebSocket

	
	
	
	
	

	RETRIEVE
	GET
	GET
	“op” parameter and value encapsulated within the MQTT request payload
	“op” parameter and value encapsulated within a data frame of the WebSocket protocol

	UPDATE
	PUT 
	PUT
	“op” parameter and value encapsulated within the MQTT request payload
	“op” parameter and value encapsulated within a data frame of the WebSocket protocol

	
	
	
	
	


 

NOTE, in the current document retargeting of RETRIEVE and UPDATE is only supported.


e. If the Hosting CSE supports sending multiple outstanding retargeted requests in parallel to an AE, the Hosting CSE can include a request identifier within the retargeted request to enable the Hosting CSE to properly associate the returned responses with the issued requests.  Based on the applicable protocol, the Hosting CSE binds the request identifier in the following manner.
Table 6.2.4.1.1-6 Method to bind request identifier

	Protocol
	Method to bind request identifier

	CoAP
	oneM2M-RQI header field

	HTTP
	X-M2M-RI header field

	MQTT
	“rqi” parameter is encapsulated within the MQTT request payload

	WebSocket
	“rqi” parameter is encapsulated within a data frame of the WebSocket protocol


f. The Hosting CSE gets the supported serialization format from the corresponding <AE> contentSerialization attribute and uses it to determine which serialization format to use when serializing the payload of the retargeted request that it sends to the Registree AE.
g. If applicable, the Hosting CSE generates the content of the request (e.g. for an UPDATE request).  Based on the resourceMappingRules of each applicable attribute, the Hosting CSE constructs the content consisting of serialized attribute names and values in the serialization format specified by the contentSerialization attribute of the corresponding <AE> resource.  Below is a JSON example,

{"dl": "OPEN"}

Based on the applicable protocol, the Hosting CSE binds the content in the following manner.
Table 6.2.4.1.1-7 Method to bind content
	Protocol
	content binding

	CoAP
	content is included within the CoAP request payload

	HTTP
	content is included within the HTTP request payload

	MQTT
	“pc” parameter and content value is included within the MQTT request payload

	WebSocket
	“pc” parameter and content value is included within a data frame of the WebSocket protocol


Note: the Hosting CSE does not format the content as a oneM2M Primtive Content parameter (i.e. no "m2m:" root elements are included in the serialization).  Instead, the Hosting CSE formats the content to include only a simplified payload consisting of the applicable attributes as specified in the resourceMappingRules and their corresponding values. This reduces complexity and makes interaction with AEs lighter weight.

Step 006: The Hosting CSE sends the retargeted request(s) to the AE.   The following example shows a retargeted request to UPDATE the value of a “dl” attribute of a “dA” resource hosted by the AE to a value of “OPEN”.
Table 6.2.4.1.1-8 Example retargeted request
	Protocol
	Example retargeted request

	CoAP
	Method:PUT

Uri-Host: 192.152.25.10
Uri-Port:5683
Uri-Path:dA
oneM2M-RQI:001
Payload:{"dl":"OPEN”}

	HTTP
	Method:PUT
Host: 192.152.25.10:80/dA
X-M2M-RI:001
Payload:{"dl":"OPEN”}

	MQTT
	Host: 192.152.25.10:1883

Payload:{"op":3,"to":"dA","rqi":"001","pc":{"dl":"OPEN”}}

	WebSocket
	Host: 192.152.25.10:9010
Payload:{"op":3,"to":"dA","rqi":"001","pc":{"dl":"OPEN”}}


Step 007: The Registree AE receives and processes the retargeted request. 

Step 008: The Registree AE sends a response back to the Hosting CSE. The following example shows a response for the retargeted UPDATE request.
Table 6.2.4.1.1-9 Example response for a retargeted request

	Protocol
	Example response for a retargeted request

	CoAP
	Code:2.04
oneM2M-RQI:001

	HTTP
	Code:204
X-M2M-RI:001

	MQTT
	Payload:{"rsc":2004,"rqi":"001”}

	WebSocket
	Payload:{"rsc":2004,"rqi":"001”}


Step 009: The Hosting CSE receives the response from the Registree AE and checks the status. If the status indicates a success, the Hosting CSE extracts the content (if present/applicable) from the response payload, parses the attributes and values within the content and based on the resourceMappingRules configures the values of any attributes in the content of the response into the Hosting CSE's locally mapped attributes.  If the status indicates an error, the Hosting CSE includes this error in the oneM2M response primitive that it forms for the Originator AE/CSE. 

Step 010: The Hosting CSE completes processing of the request by returning the oneM2M response primitive to the Originator AE/CSE.
Error Scenarios:
1)  If an Originator of a request targets a resource with resourceMappingRules defined, and the Originator does not have proper privileges to retarget request(s) to the applicable AE, the Hosting CSE will reject the request and return an error to the Originator indicating that it does not have sufficient retargeting privileges to perform the request.

2)  If an Originator of a request targets a resource with resourceMappingRules defined, but the corresponding AE defined in the resourceMappingRules is not reachable by the Hosting CSE, the Hosting CSE will reject the request and return an error to the Originator indicating that the request cannot be processed since the retargeted AE is not reachable.

3) If an Originator of a request targets a resource with resourceMappingRules defined, and the corresponding AE defined in the resourceMappingRules is reachable, but the one or more retargeted request(s) sent by the Hosting CSE to the AE all result in errors being returned to the Hosting CSE, then the Hosting CSE will reject the request and return an error to the Originator.  The Hosting CSE will determine the proper error by evaluating the error(s) returned by the AE and selecting the appropriate error.  The Hosting CSE will not update the resource hosted on the Hosting CSE in this case.
4)  If an Originator of a request targets a resource with resourceMappingRules defined, and the corresponding AE defined in the resourceMappingRules is reachable, and the request from the Originator requires more than one retargeted request be sent to the AE, but a subset of the retargeted requests result in errors and a subset are successful, then the Hosting CSE will process the request in a best effort manner. For this case, the Hosting CSE will update the resource hosted on the Hosting CSE to reflect the successful retargeted request(s) and return an error to the Originator indicating that the request couldn’t be fully processed and it is possible that there may be discrepancies between the state of the resource hosted on the Hosting CSE and the resource(s) hosted by the AE.


6.2.4.2 Solution 2: Access Control for Retargeting Requests to an AE
With the exception of the NOTIFY access control privilege, existing oneM2M access control privileges are only applicable to the authorization of entities performing operations on resources hosted by a CSE.  A NOTIFY privilege however is applicable to the authorization of entities issuing notification requests to AEs.  For example, this allows an AE to configure which entities are authorized to send it notification requests.

Clause 6.2.1 of TR-0053 introduces new functionality that enables a Hosting CSE to retarget requests that it receives to AEs to process.  With this new proposal, corresponding enhancements are also needed to the existing oneM2M access control policies to provide the capability to authorize the retargeting of requests to AEs.  For example, adding this capability enables an AE to configure access control policies with privileges that grant entities with the rights to have their requests retargeted to the AE for processing by a Hosting CSE.  

To provide this capability, the accessControlOperations parameter of the privileges attribute of the <accessControlPolicy> resource is extended to support a new RETARGET operation, as shown in Table 6.2.4.2-1.  
For example, an <accessControlPolicy> resource having privileges that include a RETARGET accessControlOperations can be created as a child of an <AE> resource.  When a Hosting CSE receives a request that requires re-targeting towards the AE, the Hosting CSE can first check the <accessControlPolicy> child resource of the corresponding <AE>.  If the <accessControlPolicy> resource specifies RETARGET privileges for the Originator of the received request, the Hosting CSE retargets the request to the AE. Otherwise, the Hosting CSE does not retarget the request and returns an error to the Originator indicating access was denied. 
Table 6.2.4.2-1: accessControlOperations attribute with a new operation “RETARGET”
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification

	RETARGET
	Privilege to retarget a request



-----------------------End of change 1 -------------------------------------------
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