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Introduction
This is a companion CR to ARC-2018-0348, implementing protocol -level details for Discovery-based operations, as well as some corrections and clarifications for the discovery operation.
R05 includes the Form Group request parameter
R06 addresses discussions and tentative agreements from SDS #40.4. the text is marked as Mladin07

· Keeping FilterUsage ‘discovery’ and ‘discoveryBasedOperation’ separate. 
· Clarifying access control: see sections highlighted in magenta (in both ARC and PRO contributions) for how this is addressed.

· Clarifying handling conditions i.e. offset and level apply only to “Discovery”, not Discovery-based operations. 
R07 addresses comments received at SDS 41 and over email. Changes done at the meeting are tracked under Leila’s name. Changes done afterwards are highlighted in green for ease of reading and are tracked under Mladin-update. Some previous changes were undone if that addressed the comment.
------------------ start of change 1 ----------------------------------------------------------

6.3.4.2.7
m2m:resultContent
Used for Result Content parameter in the request primitive.

Table 6.3.4.2.7‑1: Interpretation of resultContent

	Value
	Interpretation
	Note

	0
	nothing
	

	1
	attributes
	

	2
	hierarchical address
	

	3
	hierarchical address and attributes
	

	4
	attributes and child resources
	

	5
	attributes and child resource references
	

	6
	child resource references
	

	7
	original resource
	

	8
	child resources
	

	9
	modified attributes
	

	10
	semantic content
	

	
	
	

	11
	discovery result resource references


	

	NOTE:
See clause 6.4.1
Request primitive parameter data types.


------------------ end of change 1 ----------------------------------------------------------

------------------ start of change 2 ----------------------------------------------------------

6.3.4.2.31
m2m:filterUsage
Used in m2m:filterCriteria.

Table 6.3.4.2.31‑1: Interpretation of filterUsage
	Value
	Interpretation
	Note

	1
	Discovery
	

	2
	Conditional Operation
	This is the default value when the filterUsage condition is not present in a request.

	3
	IPE On-demand Discovery
	

	4
	Discovery-based Operation
	


------------------ end of change 2 ----------------------------------------------------------
------------------ start of change 3 ----------------------------------------------------------

6.6.3.6
Receiver error response class

Table 6.6.3.6-1 specifies the RSCs for Receiver error responses.

51xx codes are oneM2M specific, which are used in generic procedures.

52xx codes are oneM2M specific, which are used in resource specific procedures.
Table 6.6.3.6‑1: RSCs for Receiver error response class

	Numeric Code
	Description

	5000
	INTERNAL_SERVER_ERROR

	5001
	NOT_IMPLEMENTED

	5103
	TARGET_NOT_REACHABLE

	5105
	RECEIVER_HAS_NO_PRIVILEGE

	5106
	ALREADY_EXISTS

	5203
	TARGET_NOT_SUBSCRIBABLE

	5204
	SUBSCRIPTION_VERIFICATION_INITIATION_FAILED

	5205
	SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE

	5206
	NON_BLOCKING_SYNCH_REQUEST_NOT_SUPPORTED

	5207
	NOT_ACCEPTABLE

	5208
	DISCOVERY_DENIED_BY_IPE

	5209
	GROUP_MEMBERS_NOT_RESPONDED

	5210
	ESPRIM_DECRYPTION_ERROR

	5211
	ESPRIM_ENCRYPTION_ERROR

	5212
	SPARQL_UPDATE_ERROR

	5214
	TARGET_HAS_NO_SESSION_CAPABILITY

	5215
	SESSION_IS_ONLINE

	5216
	JOIN_MULTICAST_GROUP_FAILED

	5217
	LEAVE_MULTICAST_GROUP_FAILED

	5218
	TRIGGERING_DISABLED_FOR_RECIPIENT

	5219
	UNABLE_TO_REPLACE_REQUEST

	5220
	UNABLE_TO_RECALL_REQUEST

	5221
	CROSS_RESOURCE_OPERATION_FAILURE

	5222
	TRANSACTION_PROCESSING_IS_INCOMPLETE

	
	


------------------ end of change 3 ----------------------------------------------------------

------------------ start of change 3i ----------------------------------------------------------

6.4.1
Request primitive parameter data types

The data types of request primitive parameters are specified in this clause.

Detailed request primitive parameter descriptions and usage can be found in clause 8.1.2 of the oneM2M TS-0001 [6]. Further details on the representation of request primitives are specified in clauses 7.2.1.1 and 8 of the present document.
Table 6.4.1‑1 shows the structure of the request primitive. This is defined as the m2m:requestPrimitive element in the XSD file CDT‑requestPrimitive-v3_11_0.xsd.

Table 6.4.1‑1: Data Types for Request primitive parameters

	Primitive Parameter
	Data Type
	Multiplicity
	Default Handling
(note 2)
	Note

	Operation
	m2m:operation
	1
	Not applicable
	See clause 6.3.4.2.5

	To
	xs:anyURI
	1
	Not applicable
	

	From
	m2m:ID
	0..1
	Not applicable
	See clause 6.3.3
Also see note 2 below

	Request Identifier
	m2m:requestID
	1
	Not applicable
	See clause 6.3.3

	Resource Type
	m2m:resourceType
	0..1
	No default
	See clause 6.3.4.2.1

	Content
	m2m:primitiveContent
	0..1
	No default
	See clause 6.3.5.5

	Role IDs
	list of m2m:roleID 
	0..1
	Not applicable
	

	Originating Timestamp
	m2m:timestamp
	0..1
	No default
	

	Request Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	"Result Expiration Timestamp" shall be later than "Request Message Expiration Timestamp"

	Result Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	

	Operation Execution Time
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	

	Response Type
	m2m:responseTypeInfo
	0..1
	Use "blockingRequest"
	See clause 6.3.5.30

	Result Persistence
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	

	Result Content
	m2m:resultContent
	0..1
	The default value depends on a given operation. See Table 8.1.2-1 of oneM2M TS‑0001 [6]
	See clause 6.3.4.2.7

	Event Category
	m2m:eventCat
	0..1
	No default
	See clause 6.3.3

	Delivery Aggregation
	xs:boolean
	0..1
	Can be given by CMDH policy (clause D.12), otherwise false
	

	Group Request Identifier
	xs:string
	0..1
	No default
	

	Filter Criteria
	m2m:filterCriteria
	0..1
	No default
	See clause 6.3.5.8

	Desired Identifier Result Type
	m2m:desIdResType
	0..1
	Use "structured"
	See clause 6.3.4.2.8

	
	
	
	
	

	Tokens
	list of m2m:dynAuthJWT
	0..1
	Not applicable
	See clause 6.3.3

	Token IDs
	list of m2m:tokenID
	0..1
	Not applicable
	

	Local Token IDs
	list of xs:NCName
	0..1
	No default
	

	Token Request Indicator
	xs:boolean
	0..1
	No default
	

	Group Request Target Members
	list of xs:anyURI
	0..1
	No default
	

	Authorization Signature Indicator
	xs:boolean
	0..1
	No default
	

	Authorization Signatures
	m2m:signatureList
	0..1
	No default
	See clause 6.3.3

	Authorization Relationship Indicator
	xs:boolean
	0..1
	No default
	

	Semantic Query Indicator
	xs:boolean
	0..1
	No default
	Semantic Query Indicator

	Release Version Indicator
	m2m:releaseVersion
	1
	No default
	This parameter is set to the release version that the primitive complies with

	Vendor Information
	xs:string
	0..1
	No default
	This parameter is used to convey vendor specific information. No procedures are defined

	NOTE 1:
Default handling is the request handling procedure on a Transit/Hosting CSE when the request parameter is not included in a request primitive. This is not applicable for mandatory parameters which are marked as 'M' in
Table 7.2.1.1‑1.

NOTE 2:
The From parameter shall be present for all requests except for <AE> CREATE where it is optional.


------------------ end of change 3i ----------------------------------------------------------

------------------ start of change 4 ----------------------------------------------------------

7.2.1
Primitive format

7.2.1.1
Request primitive format

Table 7.2.1.1‑1 summarizes the primitive parameters of the Request primitive, indicating their presence depending on the C, R, U, D or N operations. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present. 
Refer to clause 8.1.2 of the oneM2M TS-0001 [6] for additional information on the request primitive parameters.
Table 7.2.1.1‑1: Request Primitive Parameters

	Primitive Parameter
	CREATE
	RETRIEVE
	UPDATE
	DELETE
	NOTIFY

	Operation
	M
	M
	M
	M
	M

	To
	M
	M
	M
	M
	M

	From
	O

See note
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M

	Resource Type
	M
	NP
	NP
	NP
	NP

	Content
	M
	O
	M
	NP
	M

	Role IDs
	O
	O
	O
	O
	O

	Originating Timestamp
	O
	O
	O
	O
	O

	Request Expiration Timestamp
	O
	O
	O
	O
	O

	Result Expiration Time
	O
	O
	O
	O
	O

	Operation Execution Time
	O
	O
	O
	O
	O

	Response Type
	O
	O
	O
	O
	O

	Result Persistence
	O
	O
	O
	O
	NP

	Result Content
	O
	O
	O
	O
	NP

	Event Category
	O
	O
	O
	O
	O

	Delivery Aggregation
	O
	O
	O
	O
	O

	Group Request Identifier
	O
	O
	O
	O
	O

	Filter Criteria
	NP
	O
	O
	O
	NP

	Desired Identifier Result Type
	O
	O
	O
	O
	NP

	
	
	
	
	
	

	Tokens
	O
	O
	O
	O
	O

	Token IDs
	O
	O
	O
	O
	O

	Local Token IDs
	O
	O
	O
	O
	O

	Token Request Indicator
	O
	O
	O
	O
	O

	Group Request Target Members
	O
	O
	O
	O
	NP

	Authorization Signature Indicator
	O
	O
	O
	O
	NP

	Authorization Signature
	O
	O
	O
	O
	NP

	Authorization Relationship Indicator
	O
	O
	O
	O
	NP

	Semantic Query Indicator
	NP
	O
	NP
	NP
	NP

	Release Version Indicator
	M
	M
	M
	M
	M

	Vendor Information
	O
	O
	O
	O
	O

	NOTE:
The From parameter is Mandatory for all requests except for AE CREATE. For AE CREATE, it is Optional.


The Content parameter in a Request shall contain one of the following:

1) A partial Resource. This applies to Create and Update request primitives. In the case of Create request the Content parameter shall contain a single root element whose name is the name of the Resource and whose content consists of one or more attributes, child Resources or childResource references. In the case of an Update request primitive, the Content parameter shall contain the attribute and new values. Attributes to be deleted from the resource shall be indicated without a value. In both cases the resource type is as defined in clause 7.4, however since a partial resource is being transferred it is not required to be valid according to the XSD for that resource in terms of the presence of resource attributes. Any attribute that is present, however, shall comply to the data type defined in the XSD of that resource.

2) A Notification Data Object. This applies to Notification request primitives. The data type of the data object is named <m2m:notification> and is described in clause 7.5.1.

3) An Aggregated Notification. This applies to Notification request primitives. The data type of the data object is named <m2m:aggregatedNotification> and contains multiple <m2m:notification> objects. This is described in clause 7.5.1.

4) An AttributeList element, as described in clause 7.5.2. This is used in partial retrieve request primitives to indicate a list of attribute names whose values shall be retrieved in the response.

5) A ResponsePrimitive object as described in clause 7.5.1. This applies to Notification request primitives which are sent when accessing resources in asynchronous non-blocking mode.

7.2.1.2
Response primitive format
Table 7.2.1.2‑1 summarizes the primitive parameters for Response primitive, indicating their presence depending on the C, R, U, D or N operations of the associated Request primitive and whether this operation was successful or caused an error. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present.

Refer to clause 8.1.3 of oneM2M TS-0001 [6] for additional information on the request primitive parameters.

NOTE:
Response Code and Status Code parameters are merged into the Response Status Code parameter.

Table 7.2.1.2‑1: Response Primitive Parameters

	Primitive parameter
	Ack
	CREATE

Success
	RETRIEVE

Success
	UPDATE

Success
	DELETE

Success
	NOTIFY

Success
	Error

	Response Status Code
	M
	M
	M
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M
	M
	M

	Content
	O
	O
	M
	O
	O
	O
	O

	To
	O
	O
	O
	O
	O
	O
	O

	From
	O
	O
	O
	O
	O
	O
	O

	Originating Timestamp
	O
	O
	O
	O
	O
	O
	O

	Result Expiration Timestamp
	O
	O
	O
	O
	O
	O
	O

	Event Category
	O
	O
	O
	O
	O
	O
	O

	Content Status
	NP
	NP
	O
	NP
	NP
	NP
	NP

	Content Offset
	NP
	NP
	O
	NP
	NP
	NP
	NP

	Assigned Token Identifiers
	NP
	O
	O
	O
	O
	O
	O

	Token Request Information
	NP
	NP
	NP
	NP
	NP
	NP
	O

	Authorization Signature Request Information
	NP
	NP
	NP
	NP
	NP
	NP
	O

	Release Version Indicator
	M
	M
	M
	M
	M
	M
	M

	Vendor Information
	O
	O
	O
	O
	O
	O
	O


The Content parameter in a Response shall contain one of the following:

6) A complete or partial Resource. This applies to a response primitive sent in reply to create and retrieve request message. A partial resource also applies to a response primitive sent in reply to update request message. The Content parameter shall contain a single root element whose name is the name of the Resource and whose content consists of one or more attributes, child resources or childResource references. In this case the resource type is as defined in clause 7.4. However if a partial resource is being transferred, it is not required to be valid according to the XSD for that resource, in terms of the presence of resource attributes. Any attribute that is present, however, shall comply to the data type defined in the XSD of that resource.

7) The URI of a resource. This is included directly as the content of the Content parameter (like in case 6).

8) A partial resource and its hierarchical URI. These are included in a root element called m2m:resource defined in clause 7. The URI is included as an attribute of m2m:resource.

9) A list of URIs. This can be used for transferring the childResource URIs in a Discovery response. These are included in an element called m2m:URIList defined in clause 7.

10) A list of childResourceRef. This can be used for transferring the child resource references in a Discovery response. These are included in an element called m2m:resourceRefList defined in clause 7.
11) An Aggregated Response. This is sent as a result of a Group operation or as a result of a Discovery-based Operation with Result Content not present
 or different than discoveryResultResourceReferences. The response uses the element m2m:aggregatedResponse defined in clause 7.

12) A request primitive. A pending request is sent in a polling response. This uses the element m2m:requestPrimitive defined in clause 6.4.1.

13) Human-readable error message. This is included in an element called m2m:debugInfo defined in clause 7.

------------------ end of change 4 ----------------------------------------------------------

------------------ start of change 5 ----------------------------------------------------------

7.2.2.2
Generic procedure for handling a Request at a receiver
The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an error response" (refer to clause 7.3.3.13 for details) and then "Send Response primitive" (refer to clause 7.3.2.4 for details). The corresponding Response Status Code shall be included in the Response primitive.
 SHAPE  \* MERGEFORMAT 



Figure 7.2.2.2‑1: Generic procedure of Receiver

Recv-1.0 "Check the validity of received request primitive": See clause 7.3.2.1 for details.

Recv-2.0 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest, nonBlockingRequestSynch or nonBlockingRequestAsynch by using the Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request is blockingRequest or the Response Type parameter is not included, it goes to step Recv-6.0 "Resource handling procedure". If the request is nonBlockingRequestSynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is nonBlockingRequestAsynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is flexBlocking, the Receiver CSE shall make the decision to respond using blocking or non-blocking based on its own local context (memory, processing capability, etc.) unless specified further in the resource-specific procedure.
Recv-3.0 "Create <request> resource locally": Refer to clause 7.3.2.2 for details.

Recv-4.0 "Create a successResponse": Refer to clause 7.3.3.12 for details.

Recv-5.0 "Send Response Primitive": Refer to clause 7.3.2.4 for details.

Recv-6.0 "Resource handling procedure": Refer to Figure 7.2.2.2‑2 for details.

Recv-7.0 "Update <request> resource": Refer to clause 7.3.2.5 for details. This step is only valid when the request is non-blocking.

Recv-8.0 "Send Notification": Refer to clause 7.5.1.2.5 for details.

Recv-9.0 "Wait for a Response primitive": Refer to clause 7.3.1.3 for details.

Recv-10.0 "Send Response Primitive": Refer to clause 7.3.3.16 for details.

 SHAPE  \* MERGEFORMAT 



Figure 7.2.2.2‑2: Resource handling procedure
Figure 7.2.2.2-2 describes the generic procedure to resource handling procedures.

Recv-6.0.1 "Requested operation is an AE registration?": If the requested operation is an AE registration, then it goes to Recv-6.0.2 "Check Service Subscription Profile". Otherwise, it goes to Recv-6.1.

Recv-6.0.2 "Check Service Subscription Profile": Refer to clause 7.3.2.7 for details.

Recv-6.1 "Hosting CSE of the targeted resource?": The step checks if the receiver is a transit CSE or the Hosting CSE of the received Request by examining the To parameter of the Request primitive. If the receiver hosts the resource that the address in the To parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2"Check existence of the addressed resource", Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 "CMDH processing supported?", No branch). Refer to clause 7.3.2.8 for details.
Recv-6.1.1 
"filterUsage?": The Hosting CSE checks if the request includes steps for discovery or identification of target resources or not. If filterUsage is configured as “Discovery”, "Discovery-based Operation" or "IPE On-demand Discovery" more than one targeted resources may be identified, and the “Discovery-related procedure” in clause 7.3.3.14 applies. Otherwise, it goes to Recv-6.2
Recv-6.2 "Check existence of the targeted resource(s)": Refer to clause 7.3.3.2 for details.


· 
· 
· 
Recv-6.3 "Check authorization of the Originator": Refer to clause 7.3.3.15 for details.

Recv-6.4 "Check validity of resource representation": Refer to clause 7.3.3.3 and clause 7.3.3.4 for details. Notify is not applicable for this step.

Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed": The step represents five common operations which are "Create the resource (clause 7.3.3.5)", "Retrieve the resource (clause 7.3.3.6)", "Update the resource (clause 7.3.3.7)", "Delete the resource (clause 7.3.3.8)" and "Notify processing (clause 7.3.3.9)". 

Recv-6.6 "Announce/De-announce the resource": The step represents two common operations which are "Announce the resource" and "De-announce the resource". Refer to clause 7.3.3.10 and clause 7.3.3.11

 REF CommonOp_HostCSE_DeAnnounce_resource \h 
 for details. Notify is not applicable for this step.

Recv-6.6.1 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest or not by using Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request was blockingRequest or Response Type parameter was not included, it goes to step Recv-6.7 "Create a success response". Otherwise, it goes back to the generic procedure of the receiver (Figure 7.2.2.2‑1).

Recv-6.7 "Create a success response": Refer to clause 7.3.3.12 for details.
If filterUsage is configured as “Discovery” or "IPE On-demand Discovery", after the “Discovery-related procedure” in clause 7.3.3.14 the Receiver shall include addresses for all the resources in the target resource set, with the resource identifier format based on the Desired Identifier Result Type parameter setting (see clause 6.3.4.2.8). If there are no resources in the resource target set, the Hosting CSE shall respond with successful response with an empty Content parameter as follows:

· If rcn is not present the primitive Content is an m2m:URIList  containing no entries 

· If  rcn=6 the primitive Content is an m2m:resourceRefList  containing no entries 

If filterUsage is configured as “Discovery-based Operation", after the “Discovery-related procedure” in clause 7.3.3.14 the Receiver shall respond with successful response as follows:
 
· If rcn is not present or other than 11 all the individual primitives created either as successful or as error responses are aggregated to be sent as a single response primitive. If the target resource set is empty the primitive content is an m2m:aggregatedResponse containing no entries in the successful response.
· If rcn=11 a single response primitive is composed, with content that includes the resource references of all the target resources. If the target resource set is empty the primitive content is an m2m:URIList  containing no entries in the successful response.

· 
Recv-6.9 "CMDH processing supported?": This step checks whether the Receiver supports the CMDH processing. If the receiver supports CMDH processing, it goes to Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure" otherwise, it goes to Recv-6.11 "Forwarding".
Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure": the Receiver CSE shall queue the received request primitive and execute the "CMDH message forwarding procedure". Refer to clause H.2.4 for details.

Recv-6.11 "Forwarding": carry out message forwarding as defined in clause 7.3.2.6.

------------------end of change 5 ----------------------------------------------------------
------------------start of change 6 ----------------------------------------------------------
7.3.3.2
Check existence of the targeted resource

If the Request Expiration Timestamp is given in the request and has expired, the Hosting CSE shall reject the request with a "REQUEST_TIMEOUT" Response Status Code parameter value. Otherwise, the Hosting CSE should handle the request before the time specified in Request Expiration Timestamp.
The Hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.

If filterUsage is configured as "Conditional Operation" the Hosting CSE shall also check the existence of target resource based on conditions specified in the Filter Criteria parameter of the Create/Retrieve/Update/Delete request. If there are no matching target resources, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error. 
If the Hosting CSE does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.

If the Hosting CSE does not support the content format sent by the originator, the request shall be rejected with a Response Status Code indicating "UNSUPPORTED_MEDIA_TYPE" error.

------------------end of change 6 ----------------------------------------------------------
------------------start of change 7 ----------------------------------------------------------
7.3.3.14
Discovery related procedure



If the Operation Execution Time is given in the request, the Hosting CSE should perform the following procedures at the time and shall not perform the procedures before the time.
If the parameter filterUsage is configured as "Discovery", " Discovery-based Operation " or "IPE On-demand Discovery"  the request is a Discovery-related request and t
he Hosting CSE shall perform the following steps for discovery or identification of target resources in the resource tree.
The parameter filterUsage indicates the type of procedure to be performed, as follows:

· Discovery: initiated by a Retrieve request with filterUsage configured as "Discovery”. 
· Discovery-based Operations: initiated by Create, Update or Delete requests with filterUsage configured as "Discovery-based Operation".
· IPE On-demand Discovery: initiated by a Retreieve request with filterUsage configured as “IPE On-demand Discovery”.
These request may include other Filter Criteria parameters as well. 
Discovery related procedures shall be comprised of the following actions.

Originator:

The Originator shall follow the steps from Orig-1.0 to Orig-6.0 specified in clause 7.2.2.1 Generic Resource Request Procedure for Originator.

In addition to Orig-1.0, the following steps shall be performed.

The To parameter in the Request indicates the root of where the discovery begins.

The Request shall include a Filter Criteria request parameter that includes a filterUsage element configured with either “Discovery”, "Discovery-based Operation" or "IPE On-demand Discovery".

The Retrieve Request may include other elements of Filter Criteria.

Receiver:
The Receiver shall follow the steps from Recv-1.0 to Recv-7.0 specified in clause 7.2.2.2.

The Hosting CSE shall perform the following as part of step Recv 6.2 specified in clause 7.3.3.2  in order to identify the operation target resource set based on conditions specified in Filter Criteria.

The Receiver shall find the resources that match all the configured Filter Criteria and to which the Originator has "Discover" privilege, among all the children/descendent resources of the addressed resource. As part of this search, the Receiver will not consider :

· any child/descendent resources of resources to which the Originator does not have "Discover" privilege, 
·  <AE> resources with registrationStatus attribute set to INACTIVE, and 
· any child/descendent resources of INACTIVE <AE> resources

The scope of the search is subject to filter handling conditions specified by the Originator in the Filter Criteria as follows (see also clause 8.1.2 of oneM2M TS-0001 [6]): 
· Based on the filter handling confitions level and offset valid only for Retrieve operations: The Hosting CSE shall skip over and not include in scope the number of child and descendant resources indicated by the offset parameter.  The scope stops being enlarged when the Hosting CSE reaches the maximum level in the resource tree starting from the target resource (i.e. To parameter), as indicated by the level parameter. 
· Based on the filter handling condition limit: The scope stops being enlarged when the maximum number of resources to be included, as indicated by the limit parameter, is reached. This maximum may be modified by the Hosting CSE based on local policies. When it is modified, the new value shall be smaller than the suggested value by the Originator.
For filterUsage ‘discovery’ or 'discoveryBasedOperation' if the filter handling condition applyRelativePath is provided, the Hosting CSE appends the specified relative path to each resource in the matching result. If the compounded path does not correspond to a valid resource the matched resource is not considered in scope. See 7.3.3.17.17 for details about applyRelativePath.
If the request is a retrieve request with filterUsage set to "IPE On-demand Discovery” and addressing an <AE> resource representing the IPE by its labels attribute, the Hosting CSE shall first find resources using the Filter Criteria as detailed above. If the Hosting CSE finds no match, the Hosting CSE shall send a Notify request to the IPE to trigger the external discovery procedure (see clause 7.5.1.2.8 for more details). If the Hosting CSE receives a successful Notify response, the Hosting CSE shall check the Originator's "Discover" privilege for the resources listed in the Notify response. If the Hosting CSE receives an unsuccessful Notify response from the IPE, then the Hosting CSE shall use the same Response Status Code in the response to the Originator.
If filterUsage is configured as “Discovery” or "IPE On-demand Discovery", the Receiver shall proceed to step Recv-6.7 
If filterUsage is configured as "Discovery-based Operation", the Receiver shall repeat steps Recv-6.3- Recv-6.7 for each of the resources in the target resource set as “addressed” or “targeted” resources. 


 ------------------end of change 7  ----------------------------------------------------------
------------------start of change 8 ---------------------------------------------------------- 

7.3.3.17
Using Filter Criteria for identification of target resources
7.3.3.17.0
Introduction

When the Filter Criteria primitive parameter is present in a request primitive, it shall be applied for identification of the applicable target resources of the respective operation. This may apply to Create, Retrieve, Update, Delete, Discovery and Semantic Resource Discovery operations as specified in clauses 7.3.3.5, 7.3.3.6, 7.3.3.7, 7.3.3.8, 0 and 7.3.3.18 respectively.

The Filter Criteria primitive parameter defines Matching Conditions on resource attributes (table 7.3.3.17.0-1) and Filter Handling Conditions (table 7.3.3.17.0-2). 
Matching Conditions are evaluated against resources and, when true, determine the matched resources. The Filter Handling Conditions provide additional input applied to the matched resource set to determine the filtering result (e.g. maximum number of resources to be included in the filtering result). The filtering result may be composed of one or more resources and shall be used as the target of the operation. Table 7.3.3.17.0‑1 summarizes the various filter criteria and conditions. Each row in the table represents a different filter condition type.

If multiple matching conditions of the same type (i.e. same condition tag) are present in the Filter Criteria parameter, these shall be combined by applying logical OR operation. This applies to the condition tags labels, resourceType, contentType or attribute with multiplicity n > 1.


If multiple matching conditions of different type (i.e. different condition tags) are present in the Filter Criteria parameter, then the combined condition shall be derived by applying the logical operation specified by the filterOperation condition. By default logical AND operation shall be used if the filterOperation condition is not present.

EXAMPLE:

1. labels=floor1, stateTagSmaller=3 will match if both conditions are true [default AND when filterOperation is not specified]

2. labels=floor1, stateTagSmaller=3, filterOperation=1 will match if both conditions are true

3. labels=floor1, stateTagSmaller=3, filterOperation=2 will match if either condition is true

4. labels=floor1, labels=floor2, filterOperation=1 

will match if either condition is true [ filterOperation has no effect when all condition tags are the same]

5. labels=floor1, stateTagSmaller=3, labels=floor2, filterOperation=2 will match if any of these conditions are true resource has [labels with value "floor1" OR "floor2"] OR stateTagSmaller than 3

Table 7.3.3.17.0‑1: Summary of Filter Matching conditions

	Condition Tag
	Multiplicity
	Targeted Resource Attribute
	Matching Condition

	createdBefore
	0..1
	creationTime
	creationTime < createdBefore, see clause 7.3.3.17.1

	createdAfter
	0..1
	
	createdAfter ≤ creationTime, see clause 7.3.3.17.1

	unmodifiedSince
	0..1
	lastModifiedTime
	lastModifiedTime < unmodifiedSince, see clause 7.3.3.17.2

	modifiedSince
	0..1
	
	unmodifiedSince ≤ lastModifiedTime, see clause 7.3.3.17.2

	stateTagSmaller
	0..1
	stateTag
	stateTag < stateTagSmaller, see clause 7.3.3.17.3

	stateTagBigger
	0..1
	
	stateTagBigger ≤ stateTag, see clause 7.3.3.17.3

	expireBefore
	0..1
	expirationTime
	expirationTime < expireBefore, see clause 7.3.3.17.4

	expireAfter
	0..1
	
	expireAfter ≤ expirationTime, see clause 7.3.3.17.4

	labels
	0..1
	labels
	see clause 7.3.3.17.5

	childLabels
	0..1
	
	see clause 7.3.3.17.5

	parentLabels
	0..1
	
	see clause 7.3.3.17.5

	resourceType
	0..1
	resourceType
	see clause 7.3.3.17.6

	childResourceType
	0..1
	
	see clause 7.3.3.17.6

	parentResourceType
	0..1
	
	see clause 7.3.3.17.6

	sizeBelow
	0..1
	contentSize
	contentSize < sizeBelow, see clause 7.3.3.17.7

	sizeAbove
	0..1
	
	sizeAbove ≤ contentSize, see clause 7.3.3.17.7

	typeOfContent
	0..n
	contentInfo
	matched with typeOfContent component in contentInfo, see clause 7.3.3.17.8

	attribute
	0..n
	(variable)
	name and value of Filter Criteria attribute matches resource attribute, see clause 7.3.3.17.9

	childAttribute
	0..n
	(variable)
	name and value of Filter Criteria attribute matches resource attribute, see clause 7.3.3.17.9

	parentAttribute
	0..n
	(variable)
	name and value of Filter Criteria attribute matches resource attribute, see clause 7.3.3.17.9

	
	
	
	

	
	
	
	

	semanticsFilter
	0..n
	(not applicable)
	Filtering conditions expressed in SPARQL [i.6]. These are applicable to the descriptor attribute of <semanticDescriptor> children associated with discoverable resources. When multiple semanticsFilter elements are provided, the matching condition is fulfilled if any of the individual conditions is matched

	
	
	
	

	contentFilterSyntax
	0..1
	(not applicable)
	Indicates the Identifier for syntax to be applied for content-based discovery

	contentFilterQuery
	0..1
	content
	The query string shall be specified when contentFilterSyntax parameter is present.

See clause 7.3.3.17.13 for applicable syntax for content-based discovery

	
	
	
	

	
	
	
	

	
	
	
	


Table 7.3.3.17.0‑2: Summary of Filter Handling Conditions
	Condition Tag
	Multiplicity
	Usage

	filterUsage
	0..1
	Indicator specifying the use case of Filter Criteria parameters

	limit
	0..1
	Constraint on maximum number of targeted resources, see clause 7.3.3.17.10

	filterOperation


	0..1
	Indicates the logical operation (AND/OR) to be used for different conditions. The default value is logical AND.

	level
	0..1
	Constraint on maximum number of levels in the resource tree that the operation shall span and applies only to retrieve operations, see clause 7.3.3.17.14. 

	offset
	0..1
	The number of direct child and descendant resources the Hosting CSE shall skip over and not process in a discovery operation and applies only to retrieve requests, see clause 7.3.3.17.15.

	applyRelativePath
	0..1
	A resource tree relative path (e.g. /tempContainer/la) 
which applies after all the matching conditions have been used (i.e. a matching result has been obtained). This shall only be applied for Discovery and Discovery-based operations. See clause 7.2.2.17.17.


------------------end of change 8 ----------------------------------------------------------
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7.5.2
Elements contained in the Content primitive parameter
Clauses 7.2.1.1 and 7.2.1.2 enumerate the forms that the Content primitive parameter takes in various Request and Response cases. Note that the Content primitive parameter is denoted as primitiveContent in both CDT-requestPrimitive-v3_11_0.xsd and CDT-responsePrimitive-v3_11_0.xsd.

This clause details the Objects (elements) used in some of these cases. in the tables below.

The following elements are defined for use in the Content parameter of a request:

Table 7.5.2‑1: Elements used for request content
	Element Name
	Applicable Operations
	Data Type
	Defined in 

	m2m:<resourceType>

{other namespace identifier}:<resourceType>
	C U
	See element declaration
	CDT-<resourceType>-v3_11_0.xsd

	m2m:notification
	N
	m2m:notification
	CDT-notification-v3_11_0.xsd

	m2m:aggregatedNotification
	N
	m2m:aggregatedNotification
	CDT-notification-v3_11_0.xsd

	m2m:securityInfo
	N
	m2m:securityInfo
	CDT-notification-v3_11_0.xsd

	m2m:attributeList
	R
	m2m:attributeList
	CDT-requestPrimitive-v3_11_0.xsd

	m2m:responsePrimitive
	N
	Anonymous data type defined in the responsePrimitive declaration
	CDT-responsePrimitive-v3_11_0.xsd


The following elements are defined for use in the Content parameter of a response sent in reply to a request message with Operation and Result Content (rcn) parameters as given in the column "Applicable Operations" (the settings of the Result Content parameters are defined in clause 6.3.4.2.7; NP means the rcn parameter is not present).

Table 7.5.2‑2: Elements used for response content
	Element Name
	Applicable Operations/rcn
	Data Type
	Element is Defined in 

	m2m:<resourceType>

{other namespace identifier}:<resourceType>

See note 6
	C/1,9,NP

R/1,4,5,6,7,8,NP

U/1,9,NP

D/1,4,5,6,8

See note 1
	See element declaration
	CDT-<resourceType>-v3_11_0.xsd

	m2m:resource
	C/3
	m2m:resourceWrapper
	CDT-responsePrimitive-v3_11_0.xsd

	m2m:URIList
	C R U D/NP
See note 2
	list of xs:anyURI
	CDT-responsePrimitive-v3_11_0.xsd

	m2m:resourceRefList
	R/6
See note 2
	m2m:listOfChildResourceRef 
	CDT-responsePrimitive-v3_11_0.xsd

	m2m:aggregatedResponse
	C R U D

See note 3 a)

C U D/11

See note 3 b)
	m2m:aggregatedResponse
	CDT-responsePrimitive-v3_11_0.xsd

	m2m:URI
	C/2

See note 4
	xs:anyURI
	CDT-responsePrimitive-v3_11_0.xsd

	m2m:requestPrimitive
	See note 7
	Anonymous data type defined in the requestPrimitive declaration
	CDT-requestPrimitive-v3_11_0.xsd

	m2m:debugInfo
	See note 5
	xs:string
	CDT-responsePrimitive-v3_11_0.xsd

	m2m:securityInfo
	N/NP
	m2m:securityInfo
	CDT-notification-v3_11_0.xsd

	m2m:queryResult
	R/10

See note 8
	xs:string
	CDT-responsePrimitive-v3_11_0.xsd

	NOTE 1:
The case rcn = 7 applies to Retrieve operation only (R/7). It retrieves the original resource in case the To parameter points to an announced resource. The case R/NP applies to Retrieve operation (Non-Discovery) only.

NOTE 2:
This applies to discovery or discovery-based operations only. The format of the address (structured, unstructured) depends on the Desired Identifier Result Type parameter setting (see clause 6.3.4.2.8).

NOTE 3:
This applies for two distinct cases:
a) CRUD operations on a <fanOutPoint> child resource of a <group> parent resource, independent of rcn value. The Content parameter of each response primitive included in aggregatedResponse is set as given in one of the other rows of this table.
b) Discovery-based CUD operations (filterUsage =  4) with rcn not presen or other than  = 11.

NOTE 4:
This also applies to the response ("acknowledgement") to non-blocking requests in asynchronous and synchronous modes for any CRUD operation.

NOTE 5:
This is a plain text messages which can optionally be included as debugging information in error responses. The language and content of the message is determined by the Service Provider.

NOTE 6:
"{other namespace identifier}" refers to a namespace other than m2m.

NOTE 7:
This applies to a polling response that contains a request for polling mechanism (see clause 7.4.22.2.2).

NOTE 8:
This applies to semantic query operation only. The Originator may use the Accept option to indicate which media types are acceptable for the semantic query result, e.g. application/sparql-results+xml, or application/sparql-results+json.


The XML schema definition of the Content primitive parameter (i.e. datatype m2m:primitiveContent) allows to include XML wildcard elements. An XML representation of the Content primitive parameter shall include a root element which is associated with an XSD Global Element. The root element shall be prefixed with a namespace prefix identifier (e.g. m2m:) specified in the associated XSD which defines the respective Global Element. The Content primitive parameter allows to include namespaces other than m2m.

------------------end of change 9 ----------------------------------------------------------
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8.2.2
Primitive parameters

In protocol bindings primitive parameter names shall be translated into short names of Table 8.2.2‑1.

Table 8.2.2‑1: Primitive parameter short names

	Parameter Name
	XSD long name
	Occurs in
	Short Name

	Operation
	operation
	Request
	op

	To
	to
	Request, Response
	to

	From
	from
	Request, Response
	fr

	Request Identifier
	requestIdentifier
	Request, Response
	rqi

	Resource Type
	resourceType
	Request
	ty

	
	
	
	

	Content
	primitiveContent 
	Request, Response
	pc

	Role IDs
	roleIDs
	Request
	rids

	Originating Timestamp
	originatingTimestamp
	Request, Response
	ot

	Request Expiration Timestamp
	requestExpirationTimestamp
	Request
	rqet

	Result Expiration Timestamp
	resultExpirationTimestamp
	Request, Response
	rset

	Operation Execution Time
	operationExecutionTime
	Request
	oet

	Response Type
	responseType
	Request
	rt

	Result Persistence
	resultPersistence
	Request
	rp

	Result Content
	resultContent
	Request
	rcn

	Event Category
	eventCategory
	Request, Response
	ec

	Delivery Aggregation
	deliveryAggregation
	Request
	da

	Group Request Identifier
	groupRequestIdentifier
	Request
	gid

	Filter Criteria
	filterCriteria
	Request
	fc

	Desired Identifier Result Type
	desiredIdentifierResultType
	Request
	drt

	
	
	
	


	Response Status Code
	responseStatusCode
	Response
	rsc

	Tokens
	tokens
	Request
	tkns

	Token IDs
	tokenIDs
	Request
	tids

	Token Request Indicator
	tokenRequestIndicator
	Request
	tqi

	Local Token IDs
	localTokenIDs
	Request
	ltids

	Group Request Target Members
	groupRequestTargetMembers
	Request
	grtm

	Assigned Token Identifiers
	assignedTokenIdentifiers
	Response
	ati

	Token Request Information
	tokenRequestInformation
	Response
	tqf

	Content Status
	contentStatus
	Response
	cnst

	Content Offset
	contentOffset
	Response
	cnot

	Authorization Signature Indicator
	authorSignIndicator
	Request
	asi

	Authorization Signature Request Information
	authorSignReqInfo
	Response
	asri

	Authorization Signature
	authorSigns
	Request
	aus

	Authorization Relationship Indicator
	authorRelIndicator
	Request
	auri

	Semantic Query Indicator
	semanticQueryIndicator
	Request
	sqi

	Release Version Indicator
	releaseVersionIndicator
	Request, Response
	rvi

	Vendor Information
	vendorInformation
	Request, Response
	vsi


XML serialized representations of primitives employ root elements to differentiate between request and response primitive types (see clause 8.3). These elements are also embedded in some oneM2M-defined complex datatypes. These root element names shall be translated into short names as in Table 8.2.2‑2. Their short name serialization shall include the namespace prefix.
Table 8.2.2‑2: Primitive root element short names

	Root Element Name
	Occurs in
	Short Name

	m2m:requestPrimitive
	Request,
transaction
	rqp

	m2m:responsePrimitive
	Response,

aggregatedResponse,
transaction
	rsp


------------------end of change 10 ----------------------------------------------------------
Recv-1.0: "Check the validity of received request primitive"








Recv-2.0: Communication method?








Recv-6.0: Resource handling procedures








Recv-3.0: "Create <request> resource locally"








Recv-4.0: "Create a success Response"








Recv-5.0: "Send Response primitive"








nonBlockingRequestAsynch











nonBlockingRequestSynch











Recv-6.0: Resource handling procedures








Recv-7.0: "Update <request> resource"








Finish








Start








Recv-3.0: "Create <request> resource locally"








Recv-4.0: "Create a success Response"








Recv-5.0: "Send Response primitive"








Recv-6.0: Resource handling procedures








Recv-7.0: "Update <request> resource"








Recv-8.0: "Send Notification"








Recv-9.0: "Wait for Response primitive"








blockingRequest











Recv-10.0: "Send Response Primitive"








Recv-6.10: "Queue request primitive and execute CMDH message forwarding procedure"





Recv-6.1: Hosting CSE of the targeted resource?





Start





Recv-6.3: "Check authorization of the Originator"





Recv-6.4: "Check validity of resource representation for the given resource type"





Recv-6.2: "Check existence of the addressed resource"





Recv-6.5: "Create/Update/Retrieve/Delete/Notify operation is performed"





Recv-6.6: "Announce/De-announce the resource"





Finish





Yes








No








Recv-6.7: "Create a success response"





Recv-6.9: CMDH processing supported?





Recv-6.11: "Forwarding"





No








Yes








Recv-6.0.1: Requested operation is an AE registration?





Recv-6.0.2: "Check Service Subscription Profile"





Yes








No





Recv-6.6.1: "Communication Method?"








Else








blockingRequest











�Peter wants to remove rcn 12, I told him OK not to block and to progress, I hope you are OK 


�done


�change to address email comments


�NOTE:  Figure 7.2.2.2�� SEQ Figure \* ARABIC \s 5 �2� will need to be changed if we agree to describe like this


�Changes here because of the differentiatin between discovery and discovery-based ops


�Same changes are above: we removed rcn 12, put rcn 11 to the description of rcn 12


�Here I undid some of the changes, as the preference was to stay closer to existing text. There are still some modifications remainaing, and only the final ones are highlighted in green


�Changes here just clarify the 3 options:  discovery/discovery based ops/IPE


�In this chapter Peter is not happy wit hthe description: e told he asked to reference here the chapter 7.3.3.17.17 (relatifpath) and 


�I added text below for apply relative path


�Note to WG.  This doesn’t look consistent with the multiplicities in the table below.  Not all these ones have 0..n, and there are some other ones in the table that do have 0..n


�Its OK here, whole change 8 is agreed


�Note to WG.  The table below implies you cannot have the condition labels appearing more than once


�Its OK here


�Correction based on email exchange comments


� corrected


�for me we should remove it


�done
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