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1
Scope

The present document explains how current oneM2M can be used in Smart City domain and includes a study of features which oneM2M could support for this domain. The present document consists of case studies from oneM2M adapted smart cities, analysis on those cities in terms of oneM2M specifications, and some implications for future smart cities based on oneM2M.
2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
Busan Global Smart City (http://www.k-smartcity.kr)

[i.2]
Goyang Smart City (https://www.smartcitygoyang.kr) 

[i.3]
Goyang Smart City Platform (https://iot.smartcitygoyang.kr)

[i.4]
Goyang Public Data Portal (https://data.smartcitygoyang.kr)
[i.5] 
oneTRANSPORT Overview (www.onetransport.io)

[i.6]    Hypercat (www.hypercat.io)
[i.7]
Korea Electric Power Corporation (http://www.kepco.co.kr/eng)

[i.8]
Korea Water Resources Corporation (http://english.kwater.or.kr)
[i.9]
European Commision: SynchroniCity (https://cordis.europa.eu/project/rcn/206511/factsheet/en)

[i.10]
OCEAN Developers: Mobius (http://developers.iotocean.org/archives/module/mobius)

[i.11]
The GeoJSON Specification (RFC 7946) (https://tools.ietf.org/html/rfc7946)

3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

3.2
Symbols

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

Abbreviation format

API
Application Programming Interface
ARIB
Association of Radio Industries and Businesses
ATIS
Alliance for Telecommunications Industry Solutions
CCSA
China Communications Standards Association 
CCTV
Closed Circuit Television
ETSI
European Telecommunications Standards Institute

EV
Electric Vehicle
LPWA

Low Power Wide Area

LTE
Long Term Evolution

NFC
Near Field Communications
TIA
Telecommunications Industry Association,
TSDSI
Telecommunications Standards Development Society
TTA
Telecommunications Technology Association
TTC
Telecommunication Technology Committee
<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Introduction
The major objectives of the present deliverable are providing case studies of oneM2M adopted smart cities and based on that analysing smart city system architectures in terms of oneM2M. Then as the conclusion, pros and cons of oneM2M specifications for smart cities will be summarized and bring new requirements to be fulfilled to support smart city solutions.

Externally, this technical report would be used to promote oneM2M technologies to smart city markets with already exsiting deployments. It would be easier to explain what can oneM2M do and where oneM2M as IoT middle platform resides in smart city systems.

Internally, gaps from the analysis in this report, oneM2M members would bring missing features to the next release of the specifications that are necessary to offer oneM2M platform as IoT middleware as a core component of a smart city platform.
6
Case studies of oneM2M smart cities
Editor’s Note: Each oneM2M smart cities in this clause will have description of their general description, use cases, infrastructure, relavant project and so on, as applicable
6.1
Busan Haeundae in South Korea
The MSIT (Ministry of Science, and ICT) of Korean government ran 3 major smart city pilot project in Busan, Goyang and Daegu. While Busan and Goyang focus more on general smart city services such as transportation, Daegu is specialized for healthcare services. Those cities have been evolved with deployed smart city infrastructures and services. For the interoperability which is appointed as one of the biggest technical problem to build a smart city system is guaranteed by oneM2M global IoT platform standard.

This sub-clause describes the Busan smart city pilot project [i.1] which was started in 2015 and finished by the end of 2017. The description includes the system architecture and the use cases.

The figure below describes Busan smart city system having Open Smart City platform in the middle. The platform adopted oneM2M global IoT platform standard so it provides interoperability for devices and applications. The open source IoT device/gateway platform &Cube (http://developers.iotocean.org) and commercial IoT server platform ThingPlug (http://sandbox.sktiot.com) are deployed in the infrastructure. Both platforms are based on oneM2M standard.
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Figure 6.1-1. Busan smart city system

The following figure illustrates 4 main service domains and individual services in Busan smart city. Mainly, the services are focused on community safety to provide security to citizens. Since the Busan is the second largest city in Korea, there are also the services for traffic improvement and energy management services. 
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Figure 6.1-2. Busan smart city services

On top of existing traffic management system, the CCTV video analysis technology is adopted to provide further traffic information without any additional hardware installation in the city. Collected CCTV based traffic congestion information is periodically stored in the platform. An alternative route due to congestion is shown on the signage on the street.
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Figure 6.1-3. traffic management service with CCTV video analysis

Smart parking service, as the other smart cities globally have, is the mostly needed smart city service by citizens. Infrastructure for smart parking has been deployed since 2015 and in the next year CCTV and digital signage also deployed. By CCTV image recognition, the number of available parking spots are counted as well as by individual parking sensors and parking lot gate sensors. In 2017, information on electric vehicle (EV) charging stations is also provided by smart phone applications so if an user drives an EV he/she can find an empty parking spot that equips the charging station.
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Figure 6.1-4. smart parking service

The safety service for children in school zones is deployed. CCTVs detects pedestrians and vehicles so that signal and audio alarm can be generated to warn both of them to avoid accidents. Vehicles near cross walks severely reduces visibility for children when they cross streets. To avoid this, illegal parking is detected and by the CCTV and reported to control center in school zones. 

In Korea, an apartment is the most common residence type. An advantage of living in an apartment is that security is provided by guards, however it cannot be always safe. This visitor access control and management system enables residents can see if a visitor to their home is secured by the system and guard can be notified if the visitor stays longer than its permitted time. Delivery service is really widely used for most of the daily service in Korea, so this service can provide assurance that anonymous delivery service person is verified for their identity and if something happens someone will come to help.
6.2
Goyang in South Korea

Goyang city has about one million population and is located north east from Seoul which is the capital city in South Korea. Since 2016 to 2017, there had been Goyang smart city pilot project by MSIT at city scale covering all three districts. Like Busan, the key technology for Goyang smart city implementation is the oneM2M standard compatible IoT platform. With the standard based interoperability, Goyang has been demonstrated pilot services to deal with city problems and aimed for sustainable smart city [i.2]. In 2017, Goyang city won the gold prize for sustainable city from 3rd WeGO (Global Collaborations of the World e-Governments Organization). 

The figure below summarizes composition of Goayng smart city system. The major smart city service theme was environment, many of the devices were deployed to provide environmental measurement data. The data has been provided to oneM2M platform in the city platform over oneM2M standard interfaces [i.3]. Also the external data sources has been put together to the city platform and monitoring services has been provided with easily configurable dashboards. There are some citizen applications but mainly the applications are for city monitoring at the operation center. Each device vender used oneM2M APIs as they were guided from the oneM2M platform vendor so they can have interoperability for different devices.

[image: image6]
Figure 6.2-1. Goyang smart city system
Smart waste management service has been demonstrated for the two years. In the field, 270 old trash bins have sensors to detect amount of wastes and 36 new bins can compress wastes with solar power. Totally 120 garbage trucks receives beacons from a waste bin to see which bins have been collected and geo-location tracker. This management solution provides real-time waste collection monitoring service, big data prediction and truck route optimization.
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Figure 6.2-2. Waste management devices (left) and solution (right)

Environmental sensors are widely deployed in the city. In the parks, lamp posts have temperature, humidity and UV detection sensor. The lakes in the park, water quality measurements (e.g. E. coli at water fountains) are collected and reported. Air quality sensor data (i.e. ultra-find dust, UV, weather) near 10 kindergartens are provided to the teachers to take care of children depending on the real-time air condition information. The data is open via Goyang public data portal [i.4] so, for example, the parents can check the air quality for their children remotely. Biomass odor monitoring service provide odor diffusion status and prediction near the food waste processing plant. Temperature, humididty, wind direction and speed and other sensor data are used for this service.
Parking service in Goyang city offers illegal parking control and management. Illegal parking causes traffic jams but also several accidents. Including the 9 school zones, when parking sensors detects parking occupancy, digital signage and speakers let drivers know that they’re parking at unauthorized area. This data is also provided via the public data portal. They’re also informed about near public or private parking lots. Illegal parking data is also notified to the parking attendants via SMS.
Goyang city runs smart city promotion center for developers, other city stakeholders as well as citizens. Visitors can experience deployed smart city services. It is also the smart city operation center to manage the services real-time with dashboards. For start-ups, the promotion center has open lab for new business incubation while providing offices and technical supports (e.g. H/W design). 

[image: image9.png]Conference Room Monitoring Room Resting space Open lap space

W30 ofofa|-1 (YA L0|ER))

Operational office Promotion Hall Promotion Hall Test room





Figure 6.2-3. Goyang smart city support center

6.3
Daegu healthcare in South Korea

<Text>

6.4
oneTRANSPORT in United Kingdom

The transport industry has evolved over time to make better transport possible. However, the evolution of this sector has created multiple isolated players, solutions and initiatives resulting in a very fragmented market. 
Conceived in 2013, and developed with InnovateUK and private sector funding, oneTRANSPORT provides an open marketplace for sharing data; enabling the creation and discovery of new data-driven Intelligent Mobility services.  oneTRANSPORT operates as a neutral, national infrastructure and supports a federated approach to other data platforms. It provides data between organizations of all types and is neutral in its handling of the data. It is enabling an ecosystem of partners to share hundreds of different datasets and data-driven solutions.
oneTRANSPORT, by creating an open marketplace for data and data services, aims at reducing this fragmentation by integrating data from different systems, regions and modes into a single horizontal platform. This solution is based on the open global standard oneM2M, which offers a non-vendor-lock-in option for authorities and vendors joining the ecosystem. Moreover, oneM2M allows the federation of platforms from multiple vendors, which ensures high scalability and a future-proof digital infrastructure.
In oneTRANSPORT, data publishers enjoy unified and easy ways to publish data with enhanced control on what data assets are shared, with whom and under what conditions. For data consumers, the availability of a single way to access data assets makes possible faster development of technology and high transferability of solutions at a national and international scale.
oneTRANSPORT is a suite of data-infrastructure functionality to enable transport system managers to expand the use of their data assets in new and valuable ways. oneTRANSPORT is a cloud based approach that is based on open international standards. As such it can embrace not just the UK’s legacy systems, but also those across the globe. The transport issue is a worldwide problem, representing a growing global market opportunity. Adoption of the global oneM2M standard as the basis of the oneTRANSPORT solution offers the UK a unique opportunity to pioneer the transformation of the industry. Further, with oneM2M designed to meet the needs of the IoT, oneTRANSPORT is a future proof strategy that can be leveraged to position the transport industry in a strong position rolling into the IoT, to evolve to support Smart Cities and beyond. 
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Figure 6.4-1 – oneTransport deployment model

oneTRANSPORT operates a oneM2M standards-compliant, cloud-based platform. Public and private sector organizations are using it to publish their data, where it can be discovered and consumed by others. Organizations or individuals with data that represents operations and movement in towns and regions (including public authorities, transport operators, private business and academic entities) can “publish once, distribute to many” using standard ‘open’ licenses for data sharing.
Data subscribers can register, receive notifications and download city and transport-related data previously inaccessible or too disparate to be accessed economically. Real-time information across the UK is being shared between organizations to provide new insights, improve decision making and build intelligent Smart City services that significantly improve quality of life.

NOTE - Much of the content in this clause describing oneTRANSPORT has been sourced from [i.5].
6.5
Utility services in South Korea

6.5.1
Electricity
KEPCO (Korea Electric Power Corporation) [i.7] is the public corporation for national electric power supply in South Korea. Starting from testbeds for pilot services, it also offers commercial IoT services over oneM2M based platforms. The below illustrates some of the deployed services. Those deployments runs oneM2M certified platforms of KEPCO and vendor companies.
Electric power monitoring system monitors with the sensors directly attached to power equipments (e.g. transformer, switch, insulator). For example, switch monitoring sensor reports vibration, slope, external temperature, telluric current and ultrasonic waves to the IoT platform. With data analysis and prediction, this monitoring system lowers the maintenance cost for deployed equipments. This has been depoyed in Daegu, Gwangju, Ansan with 2,200 sensors and 200 gateways. Daejeon will have another deployement by the end of 2018 with 2,400 sensors and 70 gateways.
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Figure 6.5.1-1. Pad mount electric transformer sensor (left) and ground switch sensor (right)
In Uijeongbu city, the pad mount sensors are operating over 2 years by 2018. 100 sensors reports data over LoRa and 30 gateways forward the data to the e-IoT platform, which is the oneM2M certified IoT platform of KEPCO. A set of proprietary information models for this service has been defined.
Diagnosis of power transmission line has been done by human or robot on premises so far. It gets really difficult to do the inspection on transmission towers in mountain areas. There is the testbed having remote sensors reporting diagnosis data to the IoT platform. The testbed consists of 3 transmission towers with 11 sensors and 2 gateways in Naju city. This guarantees the power grid system are up and running.


[image: image13]
Figure 6.5.1-2. Electric transmission monitoring system
In islands far from the land, electricity is produced and supplied locally. As a plot service, KEPCO is running 1 electric generator diesel engine with 12 sensors in the monitoring system.

[image: image14]
Figure 6.5.1-3. Electric generator monitoring system
6.5.2
Water

K-Water (Korea Water Resources Corporation) [i.8] as public corporation for water utility services in south Korea now adopting IoT to its legacy system and services. The below deployments are already commercialized services.

Multi-unit water quality information system is deployed in Paju, Seoul, Huaseong and Geoje city in South Korea. On premises, the oneM2M enabled platform is gatering data from sensors. The sensors provide data on DO (Dissolved Oxygen), Cl (Chlorine), pH (Hydrogen Ion Concentration) and turbidity.


[image: image15]
Figure 6.5.2-1. Multi-unit water quality information system
As a water grid, smart water grid management system collects a set of data on water meter, flow, gauge, quality and etc. All the sensor data are collected to oneM2M platform. This system integrated the legacy i-Water platform with the oneM2M based plaform.


[image: image16]
Figure 6.5.2-2. Smart water grid management system
6.6
Seongnam Commuter Parking Service

The Seongnam is one of the pilot cities in EU Horizon 2020 SynchroniCity project [i.9] and deployed commuter parking service. SynchroniCity is the large scale pilot project for smart cities that develops data driven solution based on the technical approachs, common APIs and data models, from the Open & Ageile Smart Cities network (OASC). Korean consortium contributes to have oneM2M based SynchroniCity framework and a pilot service.

The Seongnam is located from southeast Seoul. The Yatap region in Seongnam has been chosen as the testbed for commuter parking service because it has big public transportation infrastructure. Under the ground, the Yatap subway station of Bundang line which bounds for Seoul is located. Near the Yatap station, there are several bus stops for more than 160 intercity and intracity bus lines. There is also the express bus terminal that connects to most of the cities in Korea. More importantly, there are three public parking lots near the station and such a good infrastructure people park their cars and transfer to the public transportation.

The commuter parking service works on Mobius and SynchroniCity platform. The Mobius[i.10] from OCEAN[i.10] is open source implementation for oneM2M IN-CSE. Mainly, oneM2M application has been provided which interworks with Mobius directly. To have SynchroniCity framework, Mca-NGSI adaptor was also offered and the test application has also been demonstrated that calls NGSI APIs on Orion Context Broker. The service provides the following information: real-time parking availability on parking lots near Yatap station, commute routes such as minimizing transfer time and transportation information, such as estimated arrival time of a subway, the operation schedule of buses.
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Figure 6.6-1 Commuter Parking Service Architecture
Figure 6.6-1 shows the architecture of the commuter parking service. The Mobius supports flexContainer resources to store application data such as parking status, parking fee, contact point, time schedule of buses in custom attributes.  Before mapping into flexContainer specialization types, data models were defined for parking lot, parking spot, subway station, intercity bus itenary, intracity bus itenary and bus stop.

To offer the same data to two different applications, the Mca-NGSI Adaptor has been developed as an interworking proxy between Mobius and Orion Broker. The proxy implements the subscription and notification feature. Whenever the data is created or updated on the Mobius, the proxy gets data from a notification and send the data over NGSI interface to save data as NGSI Entity instance on the Orion Broker.
Basic parking application features are supported e.g. showing parking lot availability, routing. Also a user can configure transfer information so the application shows next transit time while parking. When there’s not enough time and few free parking spots, the user should choose the further parking lot not to miss a long-range bus in every two hours.
The parking application shows a map and supports location-based service by using the geo-query on the Mobius. oneM2M Rel-3 still does not support geolocation specific features except the locationPolicy resource type and this resource type only offers acquiring location data. Therefore missing geo-query feature with location format as GeoJSON[i.11] has been implemented as Mobius extension. 

In the application, to get a list of parking lots in a rectangle area, the application sends a geo-query with “contains” function [ref] with polygon geometry data (e.g. GPS coordinates). Geo-query is added in the existing Filter Criteria parameter. When the Mobius gets that geo-query, it searches parking lot <flexContainer> resources that have location attribute having longitude and latitude within the polygon given in the request using “ST_Contains” geospatial function in the database query. 
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Figure 6.6-2 Commuter Parking Application 
Figure 6.6-2 shows screen captures from user application that directly working with the Mobius with oneM2M APIs. Except the geo-location specific feature, this application uses exising oneM2M APIs like subscription/notification, container/contentInstance and flexContainer.
7
Smart city analysis
Editor’s note: this clause analyse different smart city deployement models in clause 5. Depending on various aspects, each city or service would be different oneM2M system adaptation. Not only the architecture but also the other aspects like security should be analysed too.
7.1
Architecture model 1 – Open Smart City Data Brokerage
Editor’s note: sub-clause name should be updated to describe the architecture model
Open data is essential to the realization of new Intelligent Mobility Services. Open data is data made available to others via a license that sets very few limitations on how the data may, or may not, be used. A user of open data is free to make use of the data in whatever way they wish. The term free is often associated with open data, meaning free of obligation or restriction, but not necessarily free of cost/charge; it is permissible for open data to be bought and sold.

Essential infrastructure is required to support open data and with the right approach, this infrastructure can rapidly accelerate the realization of open data sharing across the transport sector.  
oneTRANSPORT emerged from the need for a technical, commercial and legal framework that enables data exchange across multiple organizations and individual data platforms. Currently, data and internet-of-things (IoT) platforms tend to focus on only solving well defined problems. These solutions often involve bespoke deployments of sensors and data platforms. oneTRANSPORT provides a common, standards-based platform, capable of aggregating existing and future real-time data from sensors, systems and data-driven solutions, creating a cost-effective infrastructure for sharing. The standards-based approach is driving further integration among multiple sectors, vendors, and data platforms, enabling fast time-to-market and transferability of solutions.
In oneTRANSPORT, oneM2M enables the interconnection of multiple oneM2M-compatible platforms and applications from different vendors and developers, while offering the opportunity of interconnecting with other proprietary, open-source or open APIs solutions to further enable data exchange and trading. oneM2M defines an infrastructure architecture that enables data, collected from any IoT device or IT system, via any type of communications infrastructure, to be discoverable and consumable via open, standardized APIs (Application Programming Interfaces). oneM2M’s definition of a standardized set of “application enabling services”, including real-time data discoverability, network abstraction, security, federation and semantic interoperability, makes oneM2M a comprehensive and internationally compatible approach to realizing a national open transport data marketplace.
Using an open standard implies that multiple vendors can develop standards-based solutions as they have access to specifications and documentation. This creates competition and interoperability of solutions from multiple vendors, minimizing “lock-in” problems for users.
oneTRANSPORT offers a scalable platform approach, which allows it to be applicable to large scale as well as minor events.

For authorities, oneTRANSPORT offers a standards-based platform to aggregate any data from currently isolated systems. Standards also ensure the future use of sensors from multiple vendors, which can be directly integrated into the same platform.  
Cost savings can be achieved by re-using the same platform, adopting proven solutions currently in the platform and leveraging economies of scale derived from the use of standards.
For sensor and data-driven solution vendors, oneTRANSPORT offers the possibility of creating and making discoverable solutions that can be easily transferred to other customers. This is a new distribution channel that can be used to demonstrate and integrate clients into current products while minimizing time-to-market.
For citizens and end users, the availability and combination of data and services will provide the resources to create personalized and evolving solutions. The aggregation of data in the platform and the possibility to reach even more data from other platforms enhances the service they use and offers information for authorities and vendors to align services to real end-user needs.
The oneTRANSPORT platform vision is illustrated in Figure 7.1-1. This vision is defined in three conceptual software layers that may be flexibly distributed over one or more server platforms. Each layer provides services to any and all of the layers above it. Functionality is exposed via the oneTRANSPORT API that is itself based on the oneM2M API. In this manner, the oneTRANSPORT application ecosystem can and will keep evolving across these layers and not just at the highest layer.
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Figure 7.1-1 – oneTransport Platform

The oneM2M Service Layer – The oneM2M Service Layer is the base service capabilities layer of the application reference model. This layer provides the core system services to all of the other layers. This layer provides full featured M2M Service Delivery Platform (SDP) functionality that includes interworking of transport data assets from other systems, event management, gateway services, device management & discovery, configurable charging, filtering & semantic services, etc. All data that is made available to higher layer entities flows through and is exposed by the oneM2M Service Enablement Layer. It supports a RESTful architecture allowing higher layer entities to register for event notifications and supported services.
The oneTRANSPORT Application Enablers – This is the premium service capabilities layer. Two categories of premium service capabilities are currently defined: Transport data analytics, and Transport application enablers.
· Transport Data Analytics – This category supports analytics and predictive analytics functions. There is no inherent limit to the number of unique analytics engines that can be supported in this layer. Higher layer entities may register for the services of this and any other new transport analytics feature added in future releases. This functionality delivers premium content as opposed to the raw data streams that this functionality consumes.
· Transport Application Enablers – This category provides core application enablement software and API support to higher layer applications. These software entities typically encompass functionality that is applicable to more than one higher layer application. Alternatively, there may be multiple embodiments of software functionality from different vendors designed for the same or similar purposes. In this way, the platform can support multiple vendors and multiple technological approaches over different geographies. Application entities may register for the services from enablement APIs.
· The Applications Layer – Applications are built on the oneTRANSPORT platform to be experienced by end users in much the same way as any smartphone application is experienced today. The same platform may be also used to extend and enhance existing transport applications. Popular applications that are primarily based on location and crowd sourced data may also be greatly enhanced through integration with the oneTRANSPORT API. It should be noted that today’s applications are smartphone data centric applications (i.e. relatively simple). oneTRANSPORT opens up a new world of machine data, enabling a whole new category of possibilities and expansions.
8
Benefits and future consideration 
Editor’s note: there should be benefits of using oneM2M for smart city deployement. also there may be some needs from exsiting oneM2M smart cities for further oneM2M standardization in next releases.
8.1 
oneTRANSPORT in United Kingdom 

8.1.1 
Benefits

oneTRANSPORT currently leverages the following oneM2M-based features:

· AE Registration

· Access Control Policies

· Data Management (i.e. container and contentInstance resources)

· Resource Discovery

· Subscriptions and Notifications

· oneM2M protocol binding to HTTP

· Charging & Accounting 

The following oneM2M features are on the oneTransport roadmap:

· Use of flexContainers to increase the visibility into data.  This will allow more granular resource discovery and subscription and notification capabilities for applications.   E.g. use flexContainer resources to describe geospatial assets such as street lights, discover these lights based on location and receive notifications based on the state of a light.  

· To scale oneTRANSPORT, there is work underway to deploy multiple instances of IN-CSEs that can be affiliated with multiple service providers hence the desire to support IN-CSE to IN-CSE communication over Mcc’ reference point 

· There is also interest in interworking oneTRANSPORT with other projects and technologies.  Work is underway to explore ways of interworking oneM2M with Hypercat [i.6] catalogues for semantic based discovery as well as the use of the W3C defined Data Quality Vocabulary which can be used to describe the quality of a dataset.  

· Also under consideration are some other oneM2M features such as semantics, groups and time series data.

8.1.2
Future Considerations

The following is a list of shortcomings related to oneM2M that have been identified by the oneTRANSPORT project.  Analysis and and defining possible oneM2M-based solutions to these shortcoming is for future consideration within oneM2M.   

Security Shortcomings: 

· oneM2M currently lacks support for service subscribers and authorized users.  This prevents oneM2M from supporting capabilities such as enrolment of users and their devices, susbscriber/user based authorization and charging, etc. 

· oneM2M access control policies (or ACPs) are used to authorize which applications are allowed to access which resources.   In practice, oneM2M access control policies have been found to be a bit “heavy” and burdensome to provision and manage.   For example, managing the privileges and selfPrivileges at the granularity of individual resources and application instances (AE-IDs) can be tedious.  oneM2M may want to consider lighter weight authorization mechanisms and the ability to specify higher level authorization (e.g. above the level of an application instance).  For example, John owns 10 IoT devices.  John wants access to all the data associated with these 10 devices.  How can oneM2M ACPs be made simpler and lighter weight to achieve this.  

· oneM2M security association (i.e. when an application and CSE establish a secure connection with one another) requires slight specializations to typical TLS/DTLS handshake procedures which prevent existing out-of-the-box security libraries (e.g. openSSL) from working.  For example, oneM2M PSK based security association includes a oneM2M credential-ID in the handshake.  For developers not intimate with security this can be burdensome since it requires customizations of out-of-the-box security libraries.

Resource Discovery Shortcomings:

· Discovery of data is very important in oneTransport.  Unfortunately, the supported types of oneM2M resource discovery filter criteria are somewhat limited.  For example, an application developer cannot specify operators such as <, >, =, <=, >=, !=.  This prevent discovery requests such as “Where is a parking garage with number of available spaces > 100) 

Subscription and notifications shortcomings -   There are many options for subscription and notifications and getting just the basic functionality working has been challenging for some developers
· What is the format of notification and how is it parse it?  

· Does a subscriber need to send a response to a notification? 

· Which notificationURI format does a subscriber use?

· What is oneM2M subscription validation?  

Charging and Accounting

· Current set of oneM2M defined charging events and statistics are somewhat limited

· oneM2M does not define a RESTFul interface to get charging records (i.e. statistics) out of CSE.   A proprietary interface is needed.
9
Conclusion 

Editor’s Note: This clause will capture agreed conclusions and recommendations 
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