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Introduction

The CR is corresponding to TS-0001 CR:

Where Barred Originator concept is introduced and error may be thrown when CSE encounters malicious behaviour.

Change 1:

New Status code for Barred Originator error is added

Change 2:
CRUD for <barredOriginators> added.
Change 3:

Handling for barred originator is added in Hosting CSE Actions.

Change 4:
XSD changes for <barredOriginators> 
-----------------------Start of change 1-------------------------------------------
6.6.3.5
Originator error response class
Table 6.6.3.5-1 specifies the RSCs for Originator error responses.
41xx codes are oneM2M specific.
Table 6.6.3.5‑1: RSCs for Originator error response class

	Numeric Code
	Description

	4000
	BAD_REQUEST

	4001
	RELEASE_VERSION_NOT_SUPPORTED

	4004
	NOT_FOUND

	4005
	OPERATION_NOT_ALLOWED

	4008
	REQUEST_TIMEOUT

	4015
	UNSUPPORTED_MEDIA_TYPE

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE

	4102
	CONTENTS_UNACCEPTABLE

	4103
	ORIGINATOR_HAS_NO_PRIVILEGE

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS

	4105
	CONFLICT

	4106
	ORIGINATOR_HAS_NOT_REGISTERED

	4107
	SECURITY_ASSOCIATION_REQUIRED

	4108
	INVALID_CHILD_RESOURCE_TYPE

	4109
	NO_MEMBERS

	4110
	GROUP_MEMBER_TYPE_INCONSISTENT

	4111
	ESPRIM_UNSUPPORTED_OPTION

	4112
	ESPRIM_UNKNOWN_KEY_ID

	4113
	ESPRIM_UNKNOWN_ORIG_RAND_ID

	4114
	ESPRIM_UNKNOWN_RECV_RAND_ID

	4115
	ESPRIM_BAD_MAC

	4116
	ESPRIM_IMPERSONATION_ERROR

	4117
	ORIGINATOR_HAS_ALREADY_REGISTERED

	4118
	ONTOLOGY_NOT_AVAILABLE

	4119
	LINKED_SEMANTICS_NOT_AVAILABLE

	4120
	INVALID_SEMANTICS

	4121
	MASHUP_MEMBER_NOT_FOUND

	4122
	INVALID_TRIGGER_PURPOSE

	4123
	ILLEGAL_TRANSACTION_STATE_TRANSITION_ATTEMPTED

	4124
	BLOCKING_SUBSCRIPTION_ALREADY_EXISTS

	4125
	SPECIALIZATION_SCHEMA_NOT_FOUND

	4126
	BARRED_ORIGINATOR


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.4.62
Resource Type <barredOriginators>

7.4.62.1
Introduction

The <barredOriginators> resource of a CSE represents the list of all the AE-ID/CSE-ID’s, which are not allowed to perform any operation on that CSE i.e. are barred originators. 

More details can be found in clause 9.6.63 in oneM2M TS-0001 [6].

Table 7.4.62.1‑1: Data type definition of <barredOriginators> resource

	Data Type ID
	File Name
	Note

	barredOriginators
	CDT-barredOriginators-v3_13_0.xsd
	


Table 7.4.62.1‑2: Universal/Common Attributes of <barredOriginators> resource
	Attribute Name
	Request Optionality 

	
	Update

	@resourceName
	NP

	resourceType
	NP

	resourceID
	NP

	expirationTime
	NP

	parentID
	NP

	creationTime
	NP

	lastModifiedTime
	NP

	accessControlPolicyIDs
	O

	labels
	NP

	dynamicAuthorizationConsultationIDs
	O


Table 7.4.62.1‑3: Resource Specific Attributes of <barredOriginators> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	aeIDList
	O
	O
	m2m:listOfM2MID
	No default

	cseIDList
	O
	O
	m2m:listOfM2MID
	No default


Table 7.4.62.1‑4: Reference of child resources

	Child Resource Type Name
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8


7.4.62.2
<barredOriginators> resource specific procedures for CRUD operations

7.4.62.2.0
Introduction

This clause describes <barredOriginators> resource specific procedure on Resource Hosting CSE for CRUD operations.

7.4.62.2.1
Create

Originator: 

The <barredOriginators> resource shall not be created via API. It is only created implicitly by a Receiver CSE. 
Receiver: 

Primitive specific operation on Recv-1.0 "Check the syntax of received message":

1) "Create an unsuccessful Response primitive" with a Response Status Code indicating 'OPERATION_NOT_ALLOWED' error.

2) "Send the Response primitive".

7.4.62.2.2
Retrieve

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:
No change from the generic procedures in clause 7.2.2.2.
7.4.62.2.3
Update

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:
No change from the generic procedures in clause 7.2.2.2.
7.4.62.2.4
Delete

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:
No change from the generic procedures in clause 7.2.2.2.
7.4.62.2.5
Notify
Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:
No change from the generic procedures in clause 7.2.2.2.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------
7.3.3.20
Check Barred Originators 
If the Originator is identified to be performing some malicious activity (eg DDOS attack) based on the CSE’s local policies, the receiver may add the AE-ID/CSE-ID in its <barredOriginators> and respond with an “BARRED_ORIGINATOR” error or drop the request.
-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------
<?xml version="1.0" encoding="UTF-8"?>

<!-- 

Copyright Notification

The oneM2M Partners authorize you to copy this document, provided that you retain all copyright and other proprietary notices 

contained in the original materials on any copies of the materials and that you comply strictly with these terms. 

This copyright permission does not constitute an endorsement of the products or services, nor does it encompass the granting of 

any patent rights. The oneM2M Partners assume no responsibility for errors or omissions in this document. 

© 2016, oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC). All rights reserved.

Notice of Disclaimer & Limitation of Liability 

The information provided in this document is directed solely to professionals who have the appropriate degree of experience to understand 

and interpret its contents in accordance with generally accepted engineering or other professional standards and applicable regulations. 

No recommendation as to products or vendors is made or should be implied. 

NO REPRESENTATION OR WARRANTY IS MADE THAT THE INFORMATION IS TECHNICALLY ACCURATE OR SUFFICIENT OR CONFORMS TO ANY STATUTE, 

GOVERNMENTAL RULE OR REGULATION, AND FURTHER, NO REPRESENTATION OR WARRANTY IS MADE OF MERCHANTABILITY OR FITNESS FOR ANY 

PARTICULAR PURPOSE OR AGAINST INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS. 

NO oneM2M PARTNER TYPE 1 SHALL BE LIABLE, BEYOND THE AMOUNT OF ANY SUM RECEIVED IN PAYMENT BY THAT PARTNER FOR THIS DOCUMENT, WITH RESPECT TO 

ANY CLAIM, AND IN NO EVENT SHALL oneM2M BE LIABLE FOR LOST PROFITS OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES. 

oneM2M EXPRESSLY ADVISES ANY AND ALL USE OF OR RELIANCE UPON THIS INFORMATION PROVIDED IN THIS DOCUMENT IS AT THE RISK OF THE USER.

-->

<xs:schema xmlns="http://www.w3.org/2001/XMLSchema" targetNamespace="http://www.onem2m.org/xml/protocols"


xmlns:m2m="http://www.onem2m.org/xml/protocols" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


elementFormDefault="unqualified" xmlns:xs="http://www.w3.org/2001/XMLSchema">


<xs:include schemaLocation="CDT-commonTypes-v3_11_0.xsd" />


<xs:include schemaLocation="CDT-subscription-v3_11_0.xsd" />


<xs:element name="barredOriginators" substitutionGroup="m2m:sg_regularResource">



<xs:complexType>




<xs:complexContent>





<!-- Inherit common attributes -->





<xs:extension base="m2m:regularResource">






<xs:sequence>







<!-- Common Attribute, specific to <container>, <contentInstance>, <request> and <delivery> resources -->







<!-- Resource Specific Attributes -->







<xs:element name="aeIDList" type="m2m:listOfM2MID" minOccurs=”0” />







<xs:element name="cseIDList" type="m2m:listOfM2MID" minOccurs=”0” />







<!-- Child Resources -->







<xs:choice minOccurs="0" maxOccurs="1">








<xs:element name="childResource" type="m2m:childResourceRef" minOccurs="1" maxOccurs="unbounded" />








<xs:choice minOccurs="1" maxOccurs="unbounded">









<xs:element ref="m2m:subscription"></xs:element>








</xs:choice>







</xs:choice>






</xs:sequence>





</xs:extension>




</xs:complexContent>



</xs:complexType>


</xs:element>

</xs:schema>
-----------------------End of change 4---------------------------------------------
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