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Introduction
It is proposed to change the create/update optionality of the attributes of below mentioned resources to maintain consistency. 

7.1.4
Resource [authenticationProfile]

The [authenticationProfile] specialization of the <mgmtObj> is used to convey the configuration information regarding establishing mutually-authenticated secure communications. The security principal using this configuration information can be a CSE or AE or the Managed ADN/ASN/MN acting as security principal on behalf of AEs on the Node.
An [authenticationProfile] instance identifies a security framework, TLS cipher suites, and credentials to be used. The applicable security framework is identified by the SUID attribute. The interpretation of SUID is specified in Table 7.1.4‑3.
NOTE 1:
The present document does not support using [authenticationProfile] for identifying ESData credentials.

The [authenticationProfile] resource does not include any credentials, but either identifies credentials which are stored locally on the Managed Entity or identifies an M2M Authentication Function (MAF) which is to be used to facilitate establishing symmetric keys. The intended security principal on the Managed Entity is the security principal which can use either all the credentials identified by the [authenticationProfile] resource, or (in the case that a MAF is identified) all of the credentials required for mutual authentication with the MAF.

NOTE 2:
The other security principal can be any of the following: CSE; AE; a Node terminating the security protocol on behalf of AE on Node; and an M2M Authentication Function (MAF).
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Figure 7.1.4-1: Structure of [authenticationProfile]  

The [authenticationProfile] resource shall contain the child resource specified in table 7.1.4-1.

Table 7.1.4-1: Child resources of [authenticationProfile] resource

	Child Resources of [authenticationProfile]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [2]


The [authenticationProfile] resource shall contain the attributes specified in table 7.1.4-2.

Table 7.1.4-2: Attributes of [authenticationProfile] resource

	Attributes of 
[authenticationProfile]
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2]. This attribute shall have the fixed value 1022 ("authenticationProfile").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [2].

	SUID
	1
	WO
	Describes how the authentication profile is to be used. Further details about interpretation of each SUID are specified in Table 7.1.4-3 of the present document.

	TLSCiphersuites
	0..1(L)
	RW
	If the security framework identified by SUID uses TLS, then this attributes provides a list of allowed TLS cipher suites.

	symmKeyID
	0..1
	WO
	Present when a symmetric key is to be used for mutual authentication. Identifier for a symmetric key already stored locally on the Managed Entity, or to be provisioned to the Managed Entity

	symmKeyValue
	0..1
	WO
	Optionally present when a symmetric key is to be used for mutual authentication. Contains the value of the symmetric key to be used for mutual authentication.

	MAFKeyRegLabels
	0..1(L)
	WO
	Optionally present when a MAF is to be used to facilitate establishing a symmetric key for mutual authentication. Provides the content of the labels parameter in the MAF Key Registration request; see Table 8.8.2.7-1, oneM2M TS‑0003 [3].

	MAFKeyRegDuration 
	0..1
	WO
	Present when a MAF is to be used to facilitate establishing one or more symmetric keys for mutual authentication. Provides the maximum duration for which an established symmetric key may be used.

	mycertFingerprint
	0..1
	WO
	Present when certificate-based authentication is to be used. Provides a hash value for identifying the certificate to be used by the intended security principal on the Managed Entity to authenticate itself to other security principals.

	rawPubKeyID
	0..1
	WO
	Present when certificate-based authentication is to be used and the other security principal will authenticate itself with a Raw Public Key Certificate.

	mgmtLink
	0..1(L)
	RW
	Present when MAF is to be used to facilitate establishing one or more symmetric keys for mutual authentication or  certificate-based authentication is to be used. In the former case, the list contains one reference to a [MAFClientRegCfg] resource. In the latter case, the list contains one or more references pointing to [trustAnchorCred] resources.


7.1.7
Resource [MAFClientRegCfg]
This <mgmtObj> specialization is used to convey instructions regarding the MAF Client Registration procedure (clause 8.8.2.3 of oneM2M TS-0003 [3]). 
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Figure 7.1.7-1: Structure of [MAFClientRegCfg] resource

The [MAFClientRegCfg] resource shall contain the child resource specified in table 7.1.7-1.

Table 7.1.7-1: Child resources of [MAFClientRegCfg] resource

	Child Resources of [authenticationProfile]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [2]


The [MAFClientRegCfg] resource shall contain the attributes specified in table 7.1.7-2.

Table 7.1.7-2: Attributes of [MAFClientRegCfg] resource

	Attributes of 
[authenticationProfile]
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2]. This attribute shall have the fixed value 1025 ("MAFClientRegCfg").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [2].

	fqdn
	1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [3]

	adminFQDN
	1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [3]

	httpPort
	0..1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [3]

	coapPort
	0..1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [3]

	websocketPort
	0..1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [3]

	mgmtLink
	1
	RW
	A link to a [authenticationProfile] resource containing the parameters for the MAF Client to establish mutually‑authenticated secure communications with the MAF.


The MAF Client shall perform the MAF Client Registration Procedure specified in clause 8.8.2.3 of oneM2M TS‑0003 [3], using the linked authentication profile for mutual authentication of the MAF Client and MAF.
The MOs configured to the Managed Entity via [MAFClientRegCfg] resources are expected to be protected by a secure environment on the Managed Entity, in order to preserve integrity of the attributes. Optimal protection is provided when the integrity protection of the management protocol message is verified in the secure environment.

7.1.8
Resource [MEFClientRegCfg]
This <mgmtObj> specialization is used to convey instructions regarding the MEF Client Registration procedure (clause 8.3.5.2.3 of oneM2M TS-0003 [3]).
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Figure 7.1.8-1: Structure of [MEFClientRegCfg] resource

The [MEFClientRegCfg] resource shall contain the child resource specified in table 7.1.8-1.

Table 7.1.8-1: Child resources of [MEFClientRegCfg] resource

	Child Resources of [authenticationProfile]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [2]


The [MEFClientRegCfg] resource shall contain the attributes specified in table 7.1.8-2.

Table 7.1.8-2: Attributes of [MEFClientRegCfg] resource

	Attributes of 
[authenticationProfile]
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2]. This attribute shall have the fixed value 1026 ("MEFClientRegCfg").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [2].

	fqdn
	1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [3]

	adminFQDN
	1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [3]

	httpPort
	0..1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [3]

	coapPort
	0..1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [3]

	websocketPort
	0..1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [3]

	mgmtLink
	1
	RW
	A link to a [authenticationProfile] resource containing the parameters for the MEF Client to establish mutually-authenticated secure communications with the MEF.


The MEF Client shall perform the MEF Client Registration Procedure specified in clause 8.8.2.3 of oneM2M TS‑0003 [3], using the linked authentication profile for mutual authentication of the MEF Client and MEF.
The MOs configured to the Managed Entity via [MEFClientRegCfg] resources are expected to be protected by a secure environment on the Managed Entity, in order to preserve integrity of the attributes. Optimal protection is provided when the integrity protection of the management protocol message is verified in the secure environment.

-----------------------Start of change 1-------------------------------------------
7.2.4
Resource [authenticationProfile]

7.2.4.1
Introduction

Table 7.2.4.1-1: Data Type Definition of [authenticationProfile]
	Data Type ID
	File Name
	Note

	authenticationProfile
	DCFG-authenticationProfile-v2_3_0.xsd
	


Table 7.2.4.1-2: Resource specific attributes of [authenticationProfile]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4].
	"authenticationProfile" 

	objectID
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4].
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4].
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004 [4].
	

	SUID
	M
	NP
	m2m:suid
	Allowed values are listed in table 7.1.4‑3.

	TLSCiphersuites
	O
	O
	dcfg:listOfTLSCiphersuite
	

	symmKeyID
	O
	NP
	sec:credentialID
	

	symmKeyValue
	O
	NP
	xs:hexBinary
	The minimum key length is 256 bits.

	MAFKeyRegLabels
	O
	NP
	m2m:labels
	

	MAFKeyRegDuration 
	O
	NP
	xs:duration
	

	mycertFingerprint
	O
	NP
	dcfg:niURI or dcfg:nihURI 
	

	rawPubKeyID
	O
	NP
	dcfg:niURI or dcfg:nihURI 
	

	mgmtLink
	O
	O
	See clause 7.4.15 of oneM2M TS-0004 [4].
	


Table 7.2.4.1‑3: Child resources of [authenticationProfile] resource

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8 of oneM2M TS-0004 [4]


7.2.4.2

Resource specific procedure on CRUD operations

When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 of oneM2M TS-0004 [4], '<mgmtObj> specific procedures' shall be used. There is no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 [4] for operations on this resource. oneM2M TS-0005 [5] and oneM2M TS‑0006 [6] provide the mapping of these resources into the technology specific protocol data model.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.2.7
Resource [MAFClientRegCfg]

7.2.7.1
Introduction

Table 7.2.7.1-1: Data Type Definition of [MAFClientRegCfg]

	Data Type ID
	File Name
	Note

	MAFClientRegCfg
	DCFG-MAFClientRegCfg-v2_3_0.xsd
	


Table 7.2.7.1-2: Resource specific attributes of [MAFClientRegCfg]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4].
	"MAFClientRegCfg"

	fqdn
	M
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	adminFQDN
	M
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	httpPort
	O
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	At least one of these attributes shall be present

	coapPort
	O
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	websocketPort
	O
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	mgmtLink
	M
	O
	m2m:mgmtLinkRef
	1 link to a [authenticationProfile] resources instance

	NOTE:
For further details of these attributes, see clauses 8.8.3.2 and 12.4.2 of oneM2M TS-0003 [3].


Table 7.2.7.1‑3: Child resources of [MAFClientRegCfg] resource

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8 of oneM2M TS-0004 [4]


7.2.7.2
Resource specific procedure on CRUD operations

When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 of oneM2M TS-0004 [4], '<mgmtObj> specific procedures' shall be used. There is no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 [4] for operations on this resource. oneM2M TS-0005 [5] and oneM2M TS-0006 [6] provide the mapping of these resources into the technology specific protocol data model.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.2.8
Resource [MEFClientRegCfg]

7.2.8.1
Introduction

Table 7.2.8.1-1: Data Type Definition of [MEFClientRegCfg]

	Data Type ID
	File Name
	Note

	MEFClientRegCfg
	DCFG-MEFClientRegCfg-v2_3_0.xsd
	


Table 7.2.8.1-2: Resource specific attributes of [MEFClientRegCfg]
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4].
	"MEFClientRegCfg"

	fqdn
	M
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	adminFQDN
	M
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	httpPort
	O
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	At least one of these attributes shall be present

	coapPort
	O
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	websocketPort
	O
	NP
	See table 12.4.2-1 of oneM2M TS-0003 [3]
	

	mgmtLink
	M
	O
	m2m:mgmtLinkRef
	1 link to a [authenticationProfile] resources instance

	NOTE:
For further details of these attributes, see clauses 8.3.7.2 and 12.4.2 of oneM2M TS-0003 [3].


Table 7.2.8.1‑3: Child resources of [MEFClientRegCfg] resource

	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to in Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8 of oneM2M TS-0004 [4]


7.2.8.2
Resource specific procedure on CRUD operations

When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 of oneM2M TS-0004 [4], '<mgmtObj> specific procedures' shall be used. There is no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 [4] for operations on this resource. oneM2M TS-0005 [5] and oneM2M TS-0006 [6] provide the mapping of these resources into the technology specific protocol data model.

-----------------------End of change 3---------------------------------------------
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