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Introduction
This CR is against the security issue of <action> resource mentioned in SDS-2019-0541R01.
In the current <action> resource creating/updating procedure, there is no privilege check procedure of the originator operating against the object resource. This means once the originator gets the privilege to create/update <action> resource, the originator can access all the resource, because the request which the action triggered is sent by the Hosting CSE.
Proposal is to add privilege check procedure of the originator against the object resource in the create/update <action> procedure.
R02- Add privilege check procedure for other attributes (subjectResourceID/input/outputResourceID)
R03- In the case input attribute is set, and the value of this attribute is a URI of a resource attribute, change the target of the privilege check from ‘atribute’ to ‘resource’.
- Delete ‘Impacted other TS/TR(s)’ information.
R04- Move to SDS 42.1.
R05- Remove redundant privilege check procedure already exists in ‘10.1.2/10.1.4 Processing at Receiver’.
- Add ‘Exceptions’ of privilege check failure situation.
-----------------------Start of change 1-------------------------------------------
10.2.21.3
<action> Resource Procedures
10.2.21.3.1
Create <action>
The hosting CSE shall use this procedure to create an <action> resource according to the resource identifier of the parent resource.
Table 10.2.21.3.1-1: <action> CREATE
	<action> CREATE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.x

	Processing at Originator before sending Request
	According to clause 10.1.2

	Processing at Receiver
	According to clause 10.1.2 with the following:
· 
· If the subjectResourceID attribute is set, check if the Originator has RETRIEVE privileges on the subject resource.
· If the input attribute is set, and the value of this attribute is a resourceID, check if the Originator has RETRIEVE privileges on the resource with the given resourceID.
· If the input attribute is set, and the value of this attribute is a URI of a resource attribute, check if the Originator has RETRIEVE privileges on the resource with the given URI.
· If the objectResourceID attribute is set, check if the Originator has appropriate privileges on the object resource, associated Operation parameter shall be derived from actionPrimitive attribute.
· If the outputResourceID attribute is set, check if the Originator has RETRIEVE privileges on the resource with the given outputResourceID.
After successfully creating the <action> resource, the Receiver shall perform the procedure specified in 10.2.21.2.

	Information in Response message
	According to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2 with the following:
· In case the subjectResourceID attribute is set, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
· In case the input attribute is set and the value of this attribute is a resourceID, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
· In case the input attribute is set and the value of this attribute is a URI of a resource attribute, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
· In case the objectResourceID attribute is set, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
· In case the outputResourceID attribute is set, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.



10.2.21.3.2
Retrieve <action>
This procedure shall be used for retrieving the attributes of an <action> resource.
Table 10.2.21.3.2-1: <action> RETRIEVE
	<action> RETRIEVE

	Associated Reference Point
	Mca, and Mcc

	Information in Request message
	All parameters defined in table 8.1.2-2 apply.

	Processing at Originator before sending Request
	According to clause 10.1.3

	Processing at Receiver
	According to clause 10.1.3

	Information in Response message
	All parameters defined in table 8.1.3-1 apply.

	Processing at Originator after receiving Response
	According to clause 10.1.3

	Exceptions
	According to clause 10.1.3


10.2.21.3.3
Update <action>
This procedure shall be used for updating attributes of an <action> resource.
Table 10.2.21.3.3-1: <action> UPDATE
	<action> UPDATE

	Associated Reference Point
	Mca 

	Information in Request message


	All parameters defined in table 8.1.2-2 apply.

	Processing at Originator before sending Request
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4 with the following:
· 
· If the subjectResourceID attribute is set, check if the Originator has RETRIEVE privileges on the subject resource.
· If the input attribute is set, and the value of this attribute is a resourceID, check if the Originator has RETRIEVE privileges on the resource with the given resourceID.
· If the input attribute is set, and the value of this attribute is a URI of a resource attribute, check if the Originator has RETRIEVE privileges on the resource with the given URI.
· If the objectResourceID attribute is set, check if the Originator has appropriate privileges on the object resource, associated Operation parameter shall be derived from actionPrimitive attribute.
· If the outputResourceID attribute is set, check if the Originator has RETRIEVE privileges on the resource with the given outputResourceID.
After successfully updating the <action> resource, the Receiver shall perform the procedure specified in 10.2.21.2.

	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4 with the following:
· In case the subjectResourceID attribute is set, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
· In case the input attribute is set and the value of this attribute is a resourceID, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
· In case the input attribute is set and the value of this attribute is a URI of a resource attribute, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
· In case the objectResourceID attribute is set, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.
In case the outputResourceID attribute is set, the Originator does not have the privileges to retrieve the resource with the given resourceID. The Receiver responds with an error.


10.2.21.3.4
Delete <action>
This procedure shall be used for deleting an <action> resource.
Table 10.2.21.3.4-1: <action> DELETE
	<action> DELETE

	Associated Reference Point
	Mca, and Mcc 

	Information in Request message
	All parameters defined in table 8.1.2-2 apply

	Processing at Originator before sending Request
	According to clause 10.1.5

	Processing at Receiver
	According to clause 10.1.5
After successfully deleting the <action> resource, the Receiver shall stop the event monitoring procedure specified in 10.2.21.2.

	Information in Response message
	According to clause 10.1.5

	Processing at Originator after receiving Response
	According to clause 10.1.5

	Exceptions
	According to clause 10.1.5


-----------------------End of change 1---------------------------------------------
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