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Introduction
This CR introduces TS-0003 Security Solutions v3.10.2  enhacement by adding RSA as optional chypering.

----------------------Start of change 1-------------------------------------------

8.5.3.3
Signature-Only ESData Security Class Protocol Details

To maintain consistency, signature types are provided which are available in both XML-Signature [52] and JSON Web Signature (JWS) [51].

· HMAC using SHA-256, SHA-384 or SHA-512.

· RSA signature using PKCS1-v1.5  or PSS and MGF1 with SHA-256, SHA-384 or SHA-512.

· ECDSA signature using P-256, P-384 or P-512 with SHA-256, SHA-284 or SHA-512 respectively.

· ECDSA signature using FRP256v1 and brainpoolP256r1 curves [74] with SHA-256 for both curves.

Table 8.5.3.3-1 identifies the algorithms that are supported in XML-SIG for Signature-only ESData Security Class. 

Table 8.5.3.3-1: Algorithms that are supported in XML-Signature for
Signature-only ESData Security Class

	Signature Type
	Algorithm
	<SignatureMethod Algorithm="..">

	HMAC
	SHA-256
	http://www.w3.org/2001/04/xmldsigmore#hmacsha256

	
	SHA-384
	http://www.w3.org/2001/04/xmldsigmore#hmacsha384

	
	SHA-512
	http://www.w3.org/2001/04/xmldsigmore#hmacsha512

	RSA
	RSA PKCS1-v1.5 or PSS and MGF1 with:
	SHA-256
	http://www.w3.org/2001/04/xmldsigmore#rsasha256

	
	
	SHA-384
	http://www.w3.org/2001/04/xmldsigmore#rsasha384

	
	
	SHA-512
	http://www.w3.org/2001/04/xmldsigmore#rsasha512

	ECDSA
	P-256 and SHA-256
	http://www.w3.org/2001/04/xmldsigmore#ecdsasha256

	
	P-384and SHA-384
	http://www.w3.org/2001/04/xmldsigmore#ecdsasha384

	
	P-512 and SHA-512
	http://www.w3.org/2001/04/xmldsigmore#ecdsasha512

	
	FRP256v1 and SHA-256
	See [74]

	
	brainpoolP256r1 and SHA-256
	See [75]


The XML-Signature object may be transported "plain" - with no encoding, or may be encoded in base64. 

Table 8.5.3.3-2 identifies the algorithms that are supported in JWS for Signature-only ESData Security Class. 

Table 8.5.3.3-2: Algorithms that are supported in JSON Web Signature (JWS) for
Signature-only ESData Security Class

	Signature Type
	Algorithm
	"alg":".."

	HMAC
	SHA-256
	HS256

	
	SHA-384
	HS384

	
	SHA-512
	HS512

	RSA
	RSA PKCS1-v1.5 or PSS and MGF1 with:
	SHA-256
	RS256

	
	
	SHA-384
	RS384

	
	
	SHA-512
	RS512

	ECDSA
	P-256 and SHA-256
	ES256

	
	P-384and SHA-384
	ES384

	
	P-512 and SHA-512
	ES512


The output generated by JWS conforms to either the JWS JSON Serialization or a URI-safe JWS Compact Serialization. The JWS JSON Serialization may be transported "plain" – with no encoding, or may be encoded in base64. oneM2M TS-0004 [4] defines the datatype m2m:e2eCompactJWS for the JWS Compact Serialization.

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------
10.1.1.3
Details Common to Certificates with Certificate Chains

Certificates with Certificate Chains shall conform to the following description:

· These certificates shall conform to clause 10.1.1.1 "Common Certificate Details".

· Certificates shall be signed with ECDSA using secp256r1 or optionally RSA using at least 2048 key length, and the signature shall use SHA-256.

· Certificate chains should limit the number of intermediate CA certificates to avoid having a negative impact in constrained environments.

-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

10.2.3
TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks

The following Security Frameworks:

· Certificate-Based Security Association Establishment Framework;

· Certificate-Based Security Bootstrap Framework;

shall use the standard TLS handshake (IETF RFC 8446 [5]) with the ECDHE_ECDSA Key Exchange (IETF RFC 8422 [43]).

TLS implementations supporting these security frameworks shall implement at least the following ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, IETF RFC 5289 [32].
DTLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, IETF RFC 7251 [45].
 Optionally TLS/DTLS can support RSA keys (2048bits or more):

· TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, IETF RFC 5289 [32].

Implementations supporting these security frameworks shall support authenticating other entities using all available public key certificate flavours (see clause 8.1.2.1 "Public Key Certificate Flavours"):

· Raw public key certificate: using the mechanism specified in IETF RFC 7250 [37], Implementation shall support receiving and processing raw public keys compliant with section 9.1.3.2 "Raw Public Key Certificates" in IETF RFC 7252 [i.21].

· All other certificates: X.509 certificates including device hardware identifier. Implementation shall support receiving and processing raw public keys compliant with section 9.1.3.3 "X.509 Certificates" in IETF RFC 7252 [i.21].

-----------------------End of change 3---------------------------------------------

�Can be interesting to add having some cipher suites with ECDHE_RSA as optional too if the device isn’t too constrained


(cause server can be in RSA for backward compatibility)
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