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Introduction

In TP #40, the RDM group agreed the following two requirements to support a volatile feature in the oneM2M system: 
	OSR-187

See RDM-2019-0046R01
	The oneM2M System shall be able to enable mechanisms for access control and resource lifecycle management based on number and types of operations on oneM2M resources.
	Rel-4

	OSR-188

See RDM-2019-0046R01
	The oneM2M System shall be able to operate (e.g., delete) a resource based on resource operation policy (e.g., delete a resource when the resource is read by a specific application)
	Rel-4


The main purpose of this contribution is to propose a solution to these requirements. 

With the proposed solution, the oneM2M system can support new IoT services enabling self-deleting feature. Several examples are listed below: 

·  “Snapchat” similar IoT applications: if received data is read by user, the data is deleted within 10 sec. if not read by the user, data is deleted after 24 hours. 

· Security & Privacy related IoT services:  any data associated with personal information shouldn’t be shared by others. Data shouldn’t be stored in a platform.

· Medical and wearable IoT services: only a dedicated doctor can read medical data from the platform. Then the data should be removed.

-----------------------Start of change 1-------------------------------------------

9.6.1.3.2
Common attributes

The following attributes are commonly used in multiple, but not all, resource types which are normal, not virtual or announced. Common attributes for announced resource types are independently defined in clause 9.6.26.3.

NOTE:
The list of attributes in table 9.6.1.3.2-1 is not exhaustive.

Table 9.6.1.3.2-1: Common Attributes

	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers for <accessControlPolicy> resources. The privileges defined in the <accessControlPolicy> resources that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).
For an Update or Delete operation to a resource, the update or delete of the  accessControlPolicyIDs attribute, if applicable, shall be performed prior to the update or delete of any other attributes of the resource.

To update this attribute, a Hosting CSE shall check whether an Originator has Update privilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful update of the accessControlPolicyIDs attribute, resource access checking for other attributes to be updated shall use the new privileges defined in the <accessControlPolicy> resource(s) that are referenced by the newly updated accessControlPolicyIDs attribute.

Similarly, to delete this attribute, a Hosting CSE shall check whether an Originator has  Updateprivilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful deletion of the accessControlPolicyIDs attribute, resource access checking for other attributes to be deleted shall use the default access privileges as described in the following paragraphs.
If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute value is not set in a resource instance, then the Hosting CSE shall apply the concept of the default access policy. The default policy shall provide unrestricted access only to the Originator of the successful resource creation request. All other entities shall be denied to access the resource. For that purpose, the Hosting CSE shall keep that Originator information of the resource. Note that how to keep that information is implementation specific. The default access policy is not applied to a resource which has a value assigned to the accessControlPolicyIDs attribute.
All resources are accessible if and only if the privileges (i.e. configured as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated accessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.



	expirationTime
	Time/date after which the resource will be deleted by the Hosting CSE. This attribute can be provided by the Originator, and in such a case it will be regarded as a hint to the Hosting CSE on the lifetime of the resource. The Hosting CSE shall configure the expirationTime value. If the Hosting CSE configures the new expirationTime attribute value rather than the Originator suggested value, the new value can be sent back to the Originator depending on the Result Content value.

The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE operation. Or by deleting the attribute value, e.g. by updating the attribute with NULL when doing a full UPDATE, in which case the Hosting CSE can decide on a new value.

If the Originator does not provide a value in the CREATE operation the system shall assign an appropriate value depending on its local policies and/or M2M service subscription agreements.

A resource is known as 'obsolete' when the resource contains the attribute "expirationTime" and the lifetime of this resource has reached the value of this attribute. If the ‘obsolete’ resource had a reference to an Application Entity Resource ID, the Hosting CSE shall send a NOTIFY request to the IN-CSE, requesting to delete the entry from the <AEContactList> resource.

	stateTag
	An incremental counter of modification on the resource. When a resource is created, this counter is set to 0, and it will be incremented on every modification of the resource (see notes 1 and 2). 

	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.

For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	labels
	Tokens used to add meta-information to resources.

This attribute is optional.
The value of the labels attribute is a list of individual labels, each of them being:

· Either a standalone label-key, used as a simple "tag", that can be used for example for discovery purposes when looking for particular resources that one can "tag" using that label-key
· Or a composite element made of a label-key and a label-value, separated by a special character defined in [3]. 
The list of allowed characters in a label (and in label-keys and label-values) and separator characters is defined in [3], clause 6.3.3.

	e2eSecInfo
	Present in a resource representing an AE or CSE. Indicates the end-to-end security capabilities supported by the AE or CSE. May indicate supported end-to-end security frameworks. May also contains a certificate or credential identifier used by the AE or CSE. May include random values for use in end-to-end security protocols. The details of this attributes are described in oneM2M TS-0003 [2].

This attribute is optional and if not present it means that the represented entity does not support oneM2M end-to-end security procedures.

	dynamicAuthorizationConsultationIDs
	This attribute contains a list of identifiers of <dynamicAuthorizationConsultation> resources. The information defined in a <dynamicAuthorizationConsultation> resource is used by a CSE for initiating consultation-based dynamic authorization requests.

Consultation-based dynamic authorization is only performed for a targeted resource if and only if it is linked to an enabled <dynamicAuthorizationConsultation> resource.

If the attribute is not set or has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to an <dynamicAuthorizationConsultation> resource(s) that is not reachable, then the dynamicAuthorizationConsultationIDs associated with the parent may apply to the child resource if present, or a system default <dynamicAuthorizationConsultation> may apply if present.

	
	



· 
· 





	creator
	The AE-ID or CSE-ID of the entity which created the resource containing this attribute.

	NOTE 1:
In order to enable detection of overflow, the counter needs to be capable of expressing sufficiently long numbers.
NOTE 2:
This attribute has the scope to allow identifying changes in resources within a time interval that is lower than the one supported by the attribute lastModifiedTime (e.g. less than a second or millisecond). This attribute can also be used to avoid race conditions in case of competing modifications.


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
9.6.7
Resource Type contentInstance
The <contentInstance> resource represents a data instance in the <container> resource. The content of the contentInstance can be encrypted.

Unlike other resources, the <contentInstance> resource shall not be modified once created. This pertains to its attributes, but not to the creation of child resources. An AE shall be able to delete a contentInstance resource explicitly or it may be deleted by the platform based on policies. If the platform has policies for contentInstance retention, these shall be represented by the attributes maxByteSize, maxNrOfInstances and/or maxInstanceAge attributes in the <container> resource. If multiple policies are in effect, the strictest policy shall apply.

The <contentInstance> resource inherits the same access control policies of the parent <container> resource, and does not have its own accessControlPolicyIDs attribute.

The <contentInstance> resource shall contain the child resources specified in table 9.6.7-1.

Table 9.6.7-1: Child resources of < contentInstance> resource

	Child Resources of <contentInstance>
	Child Resource Type
	Multiplicity
	Description
	<contentInstanceAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <contentInstance> resource shall contain the attributes specified in table 9.6.7-2.

Table 9.6.7-2: Attributes of <contentInstance> resource

	Attributes of <contentInstance>
	Multiplicity
	RW/

RO/

WO
	Description
	<contentInstanceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	WO
	See clause 9.6.1.3.
	MA

	expirationTime
	1
	WO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.

The stateTag attribute of the parent resource should be incremented first and copied into this stateTag attribute when a new instance is added to the parent resource.
	OA

	announceTo
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	contentInfo
	0..1
	WO
	This attribute contains information to understand the content s of content attribute. It shall be composed of two mandatory components consisting of Internet Media Type (as defined in the IETF RFC 6838) and an encoding type. In addition, an optional content security component may also be included. The format of this attribute is defined in oneM2M TS‑0004 [3].
This attribute should be used so that AEs can understand the content.
If the value of contentInfo is a supported representation of semantic information, as defined in oneM2M TS-0004 [3], the value of content shall be handled as semantic information with respect to the supported semantic oneM2M functionalities.
	OA

	contentSize
	1
	RO
	Size in bytes of the content attribute.
	OA

	contentRef
	0..1
	WO
	This attribute contains a list of name-value pairs. Each entry expresses and associative reference to a <contentInstance> resource. The name of the entry indicates the relationship and the value of the entry the indicates reference (URI) to the resource.
	OA

	ontologyRef
	0..1
	WO
	A reference (URI) of the ontology used to represent the information that is stored in the contentInstances resources of the <container> resource. If this attribute is not present, the contentInstance resource inherits the ontologyRef from the parent <container> resource if present (see note).
	OA

	content
	1
	WO
	Actual content of a contentInstance. This content may be opaque data for understandable with the help of the contentInfo. This may, for example, be an image taken by a security camera, or a temperature measurement taken by a temperature sensor.
	OA

	deleteRetrievalCnt
	0..1
	WO
	A decremental counter used to indicate that the resource will be deleted by the Hosting CSE when the value becomes 0. If configured, initial value for this attribute shall be greater than 0 and it shall be decremented on every read of the resource. This attribute is optional. 

A RETRIEVE operation to a <contentInstance> resource decrements the value of this attribute. For example, the following three cases decrement the value of this attribute: 

· an oneM2M application retrieves the latest measurement of a resource by sending a RETRIEVE request targeting a container’s la virtual resource, which result in retrieving the latest contentInstance resource; 

· an oneM2M application sends a RETRIEVE request targeting a virtual resource fanOutPoint, which results in retrieving the latest contentInstance resource of its group members. 
· a notification for an updated value or new value is sent out to a subscribed oneM2M application. If there exist multiple subscriptions, a set of notifications for the updated value is counted as one retrieval. 
This attribute does not overwite expirationTime.

The lifetime of the resource can be extended by providing a new value for this attribute in an UPDATE operation. Updating the attribute with NULL deletes the attribute so that the deleteRetrievalCnt functionality is no longer enabled.
	NA

	NOTE:
Access to this URI is out of scope of oneM2M.


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------
10.2.7.7
Retrieve <fanOutPoint>
This procedure shall be used for retrieving the content of all member resources belonging to an existing <group> resource.

Table 10.2.7.7-1: <fanOutPoint> RETRIEVE

	<fanOutPoint> RETRIEVE 

	Associated Reference Point
	Mca, Mcc and Mcc'

	Information in Request message
	From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <fanOutPoint> virtual resource

Content: The representation of the resource the Originator intends to retrieve
Group Request Identifier: The group request identifier
Response Type: If the parameter is set to BlockingSynch, it indicates that the group hosting CSE shall return the aggregated response once. Otherwise if the parameter is set to nonBlockingRequestSynch or nonBlockingRequestAsynch, it indicates that the Group Hosting CSE shall return the aggregated response in a batched mode.
Result Expiration Time: Indicates the maximum time limit in which the Group Hosting CSE has to respond the aggregated response.


	Processing at Originator before sending Request
	The Originator shall request to obtain the resource or specific attributes of all member resources belonging to an existing <group> resource by using a RETRIEVE operation. The request may address the virtual child resource <fanOutPoint> of the specific <group> resource of a group Hosting CSE. The request may also address the address that results from appending a relative address to the <fanOutPoint> address in order to retrieve the corresponding attributes or child resources represented by the relative address with respect to all member resources. The Originator may be an AE or CSE

	Processing at Group Hosting CSE
	For the RETRIEVE procedure, the Group Hosting CSE shall:

· Check if the Originator has RETRIEVE permission in the <accessControlPolicy> resource referenced by the membersAccessControlPolicyIDs in the addressed <group> resource. In the case membersAccessControlPolicyIDs is not provided, the access control policy defined for the group resource shall be used

· Upon successful validation, obtain the IDs of all member resources from the membersIDs attribute of the addressed <group> resource
· If the group includes Multicast Group information, the group Hosting CSE shall perform the procedure as described in clause 10.2.7.13.2
·  If the request contains Group Request Target Members parameter, it shall check whether all members contained in this parameter are subset of memberIDs attribute of the addressed <group> resource. If true, the request shall be fanned out to the members contained in this parameter only. 

· Generate fan out requests addressing the obtained address (appended with the relative address if any) to the members hosting CSEs as indicated in figure 10.2.7.1-1.The From parameter in the fanout request is set to ID of the Originator from the request from the original Originator. The Response Type parameter in the fanout request may be set by the group hosting CSE differently according to its local policy

· In the case that a member resource is a <group> resource, generate a unique group request identifier and the request to be fanned out does not contain a group request identifier already, include the group request identifier in all the requests to be fanned out and locally store the group request identifier

· If the group hosting CSE determines that multiple member resources belong to one CSE according to the IDs of the member resources and no multicast group exists for these members, it may converge the requests accordingly before sending out. This may be accomplished by the group Hosting CSE creating a <group> resource on the members Hosting CSE to collect all the members on that members Hosting CSE

· After receiving the responses from the members hosting CSEs, respond to the Originator with the aggregated results and the associated members list. Depending on the Response Type, the Group Hosting CSE shall:
-
BlockingRequest: respond with the aggregated responses before the Result Expiration Time reaches and discard the member responses received after.
-
nonBlockingRequestSynch: prepare the operationResult of the <request> resource and indicate that if all the member responses have been aggregated by setting the requestStatus of the <request> resource before the Result Expiration Time reaches. There may be multiple updates of the operationResult attribute. 
-
nonBlockingRequestAsynch: notify with the aggregated response from all or part of the members before the Result Expiration Time reaches. There may be more than one notifications. 
-
flexBlocking: continue aggregate the member response until the group hosting CSE determines to send the aggregated responses. If all member responses has been aggregated, respond the aggregated response as in the blockingRequest case. Otherwise, respond an acknowledgement together with the current aggregated member responses and the reference to the created <request> resource. Then continue aggregate and deliver the remaining member response to the Originator as defined in the nonBlockingRequestSynch or the nonBlockingRequestAsynch case.
- After the Result Expiration Time, there shall not be any further updates to the aggregated responses.
(See note)

	Processing at Member Hosting CSE
	For the RETRIEVE procedure, the Member Hosting CSE shall:

· Check if the request has a group request identifier. Check if the group request identifier is contained in the requested identifier stored locally. If match is found, ignore the current request and respond an error. If no match is found, locally store the request identifier until the expiration of the request expiration time or local policy
· Check if the original Originator has the RETRIEVE permission on the addressed resource. Upon successful validation, perform the retrieve procedures for the corresponding type of addressed resource as described in other sub-clauses of clause 10.2

· Send the corresponding response to the group Hosting CSE
· If the corresponding type of addressed resource has the deleteRetrievalCnt attribute, the Member Hosting CSE decrements the attribute. 

	Information in Response message
	Converged responses from members hosting CSEs

	Processing at Originator after receiving Response
	None

	Exceptions
	· Same request with identical group request identifier received

· Originator does not have RETRIEVE permission to access the <fanOutPoint> resource
· Members in Group Request Target Members request parameter are not subset of memberIDs attribute of the addressed <group> resource

	NOTE:
If Result Expiration Time is not provide in the original request from the Originator, the group hosting CSE may decide the timer based on its local policy.


-----------------------End of change 3---------------------------------------------

· Which resources are associated with this attribute ( only contentInstance
· Is this write once? ( the attribute is rewritable 
· Specify what’s every read of the resource? Read of partent (can this be counted?) ( only data read from contentInstance
· Direct target? ( Applicable only if an operation reads data from the latest contentInstance. 
· Is it only applicable on RETRIEVAL? What about discovery. ( only read data from the latest contentInstance
· READ ( fanout point something ( add sentence to fanOutPoint
· Explain one sentence. This doesn’t overwrite existing expiration time. ( both attributes run independently. 
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