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Introduction

In TP #40, the RDM group agreed the following two requirements to support a volatile feature in the oneM2M system: 
	OSR-187

See RDM-2019-0046R01
	The oneM2M System shall be able to enable mechanisms for access control and resource lifecycle management based on number and types of operations on oneM2M resources.
	Rel-4

	OSR-188

See RDM-2019-0046R01
	The oneM2M System shall be able to operate (e.g., delete) a resource based on resource operation policy (e.g., delete a resource when the resource is read by a specific application)
	Rel-4


The main purpose of this contribution is to propose a solution to these requirements. 

With the proposed solution, the oneM2M system can support new IoT services enabling self-deleting feature. Several examples are listed below: 

·  “Snapchat” similar IoT applications: if received data is read by user, the data is deleted within 10 sec. if not read by the user, data is deleted after 24 hours. 

· Security & Privacy related IoT services:  any data associated with personal information shouldn’t be shared by others. Data shouldn’t be stored in a platform.

· Medical and wearable IoT services: only a dedicated doctor can read medical data from the platform. Then the data should be removed.

-----------------------Start of change 1-------------------------------------------
9.6.7
Resource Type contentInstance
The <contentInstance> resource represents a data instance in the <container> resource. The content of the contentInstance can be encrypted.

Unlike other resources, the <contentInstance> resource shall not be modified once created. This pertains to its attributes, but not to the creation of child resources. An AE shall be able to delete a contentInstance resource explicitly or it may be deleted by the platform based on policies. If the platform has policies for contentInstance retention, these shall be represented by the attributes maxByteSize, maxNrOfInstances and/or maxInstanceAge attributes in the <container> resource. If multiple policies are in effect, the strictest policy shall apply.

The <contentInstance> resource inherits the same access control policies of the parent <container> resource, and does not have its own accessControlPolicyIDs attribute.

The <contentInstance> resource shall contain the child resources specified in table 9.6.7-1.

Table 9.6.7-1: Child resources of < contentInstance> resource

	Child Resources of <contentInstance>
	Child Resource Type
	Multiplicity
	Description
	<contentInstanceAnnc> Child Resource Types

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <contentInstance> resource shall contain the attributes specified in table 9.6.7-2.

Table 9.6.7-2: Attributes of <contentInstance> resource

	Attributes of <contentInstance>
	Multiplicity
	RW/

RO/

WO
	Description
	<contentInstanceAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	WO
	See clause 9.6.1.3.
	MA

	expirationTime
	1
	WO
	See clause 9.6.1.3.
	NA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	stateTag
	1
	RO
	See clause 9.6.1.3.

The stateTag attribute of the parent resource should be incremented first and copied into this stateTag attribute when a new instance is added to the parent resource.
	OA

	announceTo
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	WO
	See clause 9.6.1.3.
	NA

	creator
	0..1
	RO
	See clause 9.6.1.3.
	NA

	contentInfo
	0..1
	WO
	This attribute contains information to understand the content s of content attribute. It shall be composed of two mandatory components consisting of Internet Media Type (as defined in the IETF RFC 6838) and an encoding type. In addition, an optional content security component may also be included. The format of this attribute is defined in oneM2M TS‑0004 [3].
This attribute should be used so that AEs can understand the content.
If the value of contentInfo is a supported representation of semantic information, as defined in oneM2M TS-0004 [3], the value of content shall be handled as semantic information with respect to the supported semantic oneM2M functionalities.
	OA

	contentSize
	1
	RO
	Size in bytes of the content attribute.
	OA

	contentRef
	0..1
	WO
	This attribute contains a list of name-value pairs. Each entry expresses and associative reference to a <contentInstance> resource. The name of the entry indicates the relationship and the value of the entry the indicates reference (URI) to the resource.
	OA

	ontologyRef
	0..1
	WO
	A reference (URI) of the ontology used to represent the information that is stored in the contentInstances resources of the <container> resource. If this attribute is not present, the contentInstance resource inherits the ontologyRef from the parent <container> resource if present (see note).
	OA

	content
	1
	WO
	Actual content of a contentInstance. This content may be opaque data for understandable with the help of the contentInfo. This may, for example, be an image taken by a security camera, or a temperature measurement taken by a temperature sensor.
	OA

	deletionCnt
	0..1
	WO
	A decremental counter used to indicate that the resource shall be deleted by the Hosting CSE when the value becomes 0. If configured, initial value for this attribute shall be greater than 0 and it shall be decremented on every successful retrieval of the resource. This attribute is optional. 

A successful RETRIEVE operation to the <contentInstance> resource decrements the counter by 1. 


A notification for a new <contentInstance> resource creation decremenets the counter by 1. A single notification event regardless of the number of subscriptions, possibly generating multiple notifications, is considered as one retrieval. 


	NA

	NOTE:
Access to this URI is out of scope of oneM2M.


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------
10.2.4.8
Retrieve <contentInstance> 
This procedure shall be used for retrieving the attributes of a <contentInstance> resource.

Table 10.2.4.8-1: <contentInstance> RETRIEVE

	<contentInstance> RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'.

	Information in Request message
	According to clause 10.1.3.

	Processing at Originator before sending Request
	According to clause 10.1.3.

	Processing at Receiver
	According to clause 10.1.3.
If the disableRetrieval attribute of the parent <container> resource was set as 'TRUE', then the RETRIEVE request shall be rejected (see note).
If the <contentInstance> resource has the deletionCnt attribute, the Hosting CSE decrements the attribute by 1. If the counter becomes 0, the resource shall be deleted by the Hosting CSE.


	Information in Response

message
	All parameters defined in table 8.1.3-1 apply with specific details for:

Content: Attributes of the <contentInstance> resources as defined in clause 9.6.7.

	Processing at Originator after receiving Response
	According to clause 10.1.3.

	Exceptions
	According to clause 10.1.3.

	NOTE:
Notification regarding <subscription> on the parent <container> resource shall be.


-----------------------End of change 2---------------------------------------------
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