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Introduction

This contribution provides an alternative solution for resource and service offoading to Edge/Fog through introducing a new resource, the <resourceOffloading> resource. 
-----------------------Start of change 1-------------------------------------------

9.2
Solution B: Edge/Fog Offloading using a New Resource Type

In TS-0001 [i.33], an announced resource is defined to have a limited set of attributes and a limited set of child resources from the original resource. In addition, there exist a fundamental difference in terms of synchronization between Edge/Fog offloading and the resource announcement, mainly because of the place where all the changes are occurring. Please note that all the operations are targeting to the original resource in the resource announcement. On the other hand, in the Edge/Fog offloading, all the operations are actively happening at the offloaded resources. Because of such reasons and potential side effects through introducing new features to the existing resource type for other purposes, a new resource type supporting Edge/Fog offloading is introduced in this section. 
Editor’s Note: Comparison between alternative solutions for resource offloading should be added. 
This solution addresses Key Issue 1. This solution proposes an Edge/Fog offloading mechanism allowing a resource can be offloaded to a remote CSE to support Edge/Fog computing. In this case all the selected resources are subjected to be transferred to a given remote CSE. A relationship between the original resource and offloaded resource is specified together with a synchronization mechanism. A new resource type is introduced to support resource offloading. In TS-0001 [i.33], oneM2M resources are categorised into three resources: 

· Normal resources
· Virtual resources
· Announced resources
This solution introduces the fourth type resources called “Offloaded resources”. 

An offloaded resource contains a set of attributes of the original resource. An offloaded resource is updated directly by oneM2M applications and original resource is updated by the CSE hosting offloaded resource. The offloaded resource contains a link to the original resource. 

9.2.1   
Solution Applicability

This solution addresses the key issue 1 to support. 

9.2.2  

Solution Description

This solution requires a set of extension on different oneM2M entities. 

AE: AE can trigger resource offloading via sending a request message to its hosting CSE with the following information. 

· Target CSE: is a CSE serving offloaded resources.

· Target resources: contain a set of resources to be offloaded at the target CSE

· Synchronization mode: specifies how to synchronize between offloaded and original resources
The original CSE manages its resources indicated as target offload resources as follows: 

· Indicate offloaded resources to show the resources are currently offloaded or not

· Synchronization time shows when the original resources have synchronized with the offloaded resources

· Status of resource offloading to show how to handle requests to the original resource while offloaded

· Link to the target CSE
The target CSE manages its offloaded resources as follows: 
· Link to the original CSE
· For each offloaded <resourceType>, the addition of suffix “Offload” to the original <resourceType> shall be used to indicate its associated offloaded resource type. For example, resource <containerOffload> shall indicate the offloaded resource type for <container> resource; <groupOffload> shall indicate offloaded resource type for <group> resource, etc. 
· Synchronization with its original resources
· Periodic: updates to the offloaded resources are periodically applied to the original resources

· Update: when there is any update to the offloaded resources, the changes are applied to the original resources immediately

· Finish: the original resources are updated only at the time the offloaded resources are deleted from the remote CSE and the Edge/Fog service is terminated. If an Application receiving the Edge/Fog service via the offloaded resources is moved to another Edge/Fog node, all the offloaded resources to the remote CSE are transferred to a new remote CSE. Then the link at the original resource is also updated to point the new remote CSE. (exceptional cases are very critical in this case)

9.2.2.1  Impacted Resources and Attributes

9.2.2.1.1 Overview

To implement this solution, several resources need to be modified, and some new resource types need to be defined These are further detailed in the following clauses.
9.2.2.1.2 Modified Common Attributes
In order to make this solution works properly, TS-0001 needs to define additional attributes for resource offloading. The following table, that is captured from existing TS-0001, shows common attributes that are commonly used in multiple resource types in oneM2M.  This solution proposes to add additional four attributes, i.e., offloadTo, offloadSync, syncTime and syncResponsibility. 
Table 9.2.2-1: Common Attributes from TS-0001
	announceTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains a list of addresses/CSE-IDs where the resource is to be announced. For the case that CSE-IDs are provided, the announced-to CSE shall decide the location of the announced resources based on the rules described in clause 9.6.26.

For the original resource, this attribute shall only be present if it has been successfully announced to other CSEs. This attribute maintains the list of the resource addresses to the successfully announced resources. Updates on this attribute will trigger new resource announcement or de-announcement.
If announceTo attribute includes resource address(s), the present document does not provide any means for validating these address(s) for announcement purposes. It is the responsibility of the Hosting-CSE referenced by the resource address(s) to validate the access privileges of the originator of the Request that triggers the announcement.

	announcedAttribute
	This attributes shall only be present at the original resource if some Optional Announced (OA) type attributes have been announced to other CSEs. This attribute maintains the list of the announced Optional Attributes (OA type attributes) in the original resource. Updates to this attribute will trigger new attribute announcement if a new attribute is added or de-announcement if the existing attribute is removed.

	offloadTo
	This attribute may be included in a CREATE or UPDATE Request in which case it contains the address/CSE-IDs where the resource is to be offloaded. For the case that CSE-IDs are provided, the offloaded-to CSE shall decide the location of the offloaded resources. 

For the original resource, this attribute shall only be present if it has been successfully offloaded to the target CSE. This attribute maintains the resource addresse to the successfully offloaded resource. Updates on this attribute will trigger migration of offloaded resource (or handover). 

	offloadSync
	Synchronization modes used to indicate how to synchronize data between the original and offloaded resources. 

This attribute is optional. 

The value of the offloadSynch attribute is a list of individual values, each of them being:

· Periodic: updates to the offloaded resource are periodically applied to the original resources
· Update: when there is any update to the offloaded resource, the changes are applied to the original resource immediately
· Finish: the original resources are updated only at the time the offloaded resource is deleted from the remote CSE and the Edge/Fog service is terminated.


	syncTime
	If offloadSync attribute is set to ‘Periodic’, this attribute should be configured to set up timer performing synchronization. 

	syncResponsibility
	This attribute setup which entity has responsibility to perform synchronization. The attribute can have either: 

· Original CSE: Original CSE has a responsibility to perform synchronization 

· Remote CSE: Remote Target CSE has a responsibility to perform synchronization


9.2.2.1.3 New Resource Type for Offload
A resource can be offloaded to another remote CSEs to provide IoT services at a place where close to receiving IoT applications An offloaded resource can have a copy of all the attributes from the original resource. The offloaded resource includes a link to the original resource hosted by the original resource‑Hosting CSE.
In case that the original resource is deleted, the offloaded resource for the original resource shall be deleted. If the offloaded resource is not deleted promptly (e.g. the offloaded resource is not reachable or providing a mission critical service, which may cause human security issue if the service stops immediately, for example, injecting insulin to human body), the offloaded resource can be deleted later either by the original resource Hosting CSE or by the expiration of the offloaded resource itself or by finishing a mission critical service. The original resource shall store the link for the offloaded resources for those purposes.
Synchronization between the the original resource and the offloaded resource shall be the responsibility of the original resource Hosting CSE. The access control policy for the offloaded resource shall synchronize with the one from the original resource. In case that the attribute accessControlPolicyIDs is not present in the original resource it is the responsibility of the original resource Hosting CSE to choose the appropriate value depending on the policy for the original resource (e.g. take the parent accessControlPolicyIDs value).
The original resource shall have at least offloadTo attribute present if the resource itself has been offloaded. An AE or other CSE can request the original resource Hosting CSE for offloading the original resource to the target CSE‑ID or the address in the offloadTo attribute in the offloading request. An Update to the offloadTo attribute will trigger new resource offload or unload the offloaded resource. After a successful resource offload procedure the attribute offloadTo contains only the address of the offloaded resources.
On successful offload of the resource, the resource itself shall be created at the offloaded resource. Update to the attribute in the original resource is not allowed. The offloaded attributes shall have the same value as the original resource, and synchronization between the value of the offloaded attributes at the original resource and the offloaded resource is the responsibility of the original resource Hosting CSE.
It is also possible for the Hosting CSE of the target offloaded resource to have a responsibility synchronizing the value of the offloaded attributes at the original resource and the offloaded resource. In this case, the Hosting CSE of the target offloaded resource have to update the corresponding original resource. 
Table 9.2.2.1.3-1: Offloade Resource Types
	Offloaded Resource Type
	Short Description
	Child Resource Types
	Clause

	accessControlPolicyOffload
	Offloaded variant of accessControlPolicy
	subscription
	9.6.2

	AEOffload
	Offloaded variant of AE
	subscription,

container,

containerOffload, flexContainer,

flexContainerOffload,
group,

groupOffload,

accessControlPolicy,

accessControlPolicyOffload
semanticDescriptor,

semanticDescriptorOffload,
timeSeries,

timeSeriesOffload
	9.6.5

	containerOffload
	Offloaded variant of container
	container,

containerOffload, flexContainer,

flexContainerOffload,
group,

groupOffload,

accessControlPolicy,

accessControlPolicyOffload
semanticDescriptor,

semanticDescriptorOffload,
timeSeries,

timeSeriesOffload
	9.6.6

	contentInstanceOffload
	Offloaded variant of contentInstance
	 semanticDescriptor,

semanticDescriptorOffload
	9.6.7

	flexContainerOffload
	Offloaded variant of flexContainer
	container,

containerOffload,

flexContainer,

flexContainerOffload,
subscription,
semanticDescriptor,

semanticDescriptorOffload,

timeSeries,

timeSeriesOffload
	9.6.35

	groupOffload
	Offloaded variant of group
	subscription,

semanticDescriptor,

semanticDescriptorOffload
	9.6.13

	locationPolicyOffload
	Offloaded variant of locationPolicy
	None specified
	9.6.10

	mgmtObjOffload
	Offloaded variant of mgmtObj
	Subscription
	9.6.15

	nodeOffload
	Offloaded variant of node
	mgmtObjOffload,

subscription, semanticDescriptor,

semanticDescriptorOffload,
scheduleOffload

	9.6.18

	remoteCSEOffload
	Offloaded variant of remoteCSE
	container,

containerOffload, contentInstanceOffload, 

flexContainer,

flexContainerOffload,
group,

groupOffload,

accessControlPolicy,

accessControlPolicyOffload,

subscription,

scheduleOffload,
timeSeries,

timeSeriesOffload,

timeSeriesInstanceOffload,

remoteCSEOffload,

nodeOffload, 

mgmtObjOffload,
AEAnnc,

locationPolicyOffload
	9.6.4

	scheduleOffload
	Offloaded variant of schedule
	None specified
	9.6.9

	semanticDescriptorOffload
	Offloaded variant of semanticDescriptor
	Subscription
	9.6.30

	timeSeriesOffload
	Offloaded variant of timeSeries
	timeSeriesInstance,
timeSeriesInstanceOffload,
subscription, 
semanticDescriptor,
semanticDescrptorOffload
	9.6.36

	timeSeriesInstanceOffload
	Offloaded variant of timeSetriesInstance
	None specified
	9.6.37


9.2.2.1.4
Universal Attributes for Offloaded Resources

Table 9.2.2.1.4-1 lists the universal attributes for the offloaded resources. 

Table 9.2.2.1.4 -1: Universal Attributes for Offloaded Resources

	Attributes Name
	Mandatory /Optional
	Description

	resourceType
	Mandatory
	Resource Type. 

As specified in clause 9.2, a suffix of "Offload" to the name of the original resource type shall be used to indicate the name for the associated offloaded resource type.

	resourceID
	Mandatory
	Identifies the resource at the remote CSE

	resourceName
	Mandatory
	See clause 9.6.1.3 for information on this attribute

	parentID
	Mandatory
	Identifies the parent resource at the remote CSE.

	creationTime
	Mandatory
	See clause 9.6.1.3 for information on this attribute.

	lastModifiedTime
	Mandatory
	See clause 9.6.1.3 for information on this attribute.

	expirationTime
	Mandatory
	See clause 9.6.1.3.2 for information on this attribute.

This attribute cannot exceed the value received from the original resource but it can be overridden by the policies of the remote CSE hosting the offloaded resource.

	Link
	Mandatory
	Provides the URI to the original resource.


9.2.2.1.5
Common Attributes for Offloaded Resources

Table 9.2.2.1.5-1 lists the common attributes for the offloaded resources. 

Table 9.2.2.1.5-1: Commonly Used Attributes for Offloaded Resources

	Attribute Name
	Mandatory /Optional
	Description

	accessControlPolicyIDs
	Conditionally Mandatory
	The list of identifiers (either an ID or a URI) of an <accessControlPolicy> resource offloaded by the original resource See clause 9.6.1.3.2 for further information on this attribute. 

If this attribute was not present in the original resource, the original resource shall include this attribute by providing the accessControlPolicyIDs from the original resource's parent resource or from the local policy according at the original resource.

	stateTag
	Conditionally Mandatory
	An incremental counter of modification on the resource.
See clause 9.6.1.3.2 for information on this attribute.

	labels
	Conditionally Mandatory
	Tokens used as keys for discovering resources as offloaded by the original resource. See clause 9.6.1.3 for further information on this attribute.
The attribute is conditionally mandatory, which means that the attribute shall exist in the offloaded resource if it is present in the original resource.


9.2.2.2


Impacted Information Flow
9.2.2.2.1
Introduction

This clause describes the procedures for offloading the original resource and  unloading the offloaded resource. A resource may be offloaded from its Hosting CSE to a target CSEs to inform the offloading target CSE of the existence of the original resource. The offloaded resource also may be unloaded from the offloading target CSE. 
9.2.2.2.2
Procedure for AE and CSE to initiate Creation of an Offloaded Resource

This clause describes the procedure for an AE or a CSE to initiate the creation of an offloaded resource.
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Figure 9.2.2.2.2-1: Offloaded resource CREATE procedures
The Originator of a Request for initiating resource offload can be either an AE or a CSE. Two methods are supported for initiating the creation of an offloaded resource:

· CREATE: The Originator can initiate the creation of an offloaded resource during the creation of the original resource by providing offloadTo attribute in the CREATE Request.

· UPDATE: The Originator can initiate the creation of an offloaded resource by using the UPDATE Request to update the offloadTo attribute at the original resource.

Table 9.2.2.2.2-1: Initiate Resource Offloading: UPDATE or CREATE

	Initiate Resource Offloading: CREATE or UPDATE

	Associated Reference Points
	Mca and Mcc.

	Information in Request message
	All parameters defined in table 8.1.2-3 are applicable as indicated in that table. In addition, for the case of the CREATE procedure for a specific resource is described in clause 10.2. The Originator suggests the address(es) or the CSE-ID(s) to which the resource will be offloaded in the Content parameter.

	Processing at the Originator before sending Request 
	Content: contains address where the resource needs to be offloaded (within offloadTo attribute):
· The Originator provides either the address(es) for the offloaded resource or the CSE-ID of the remote CSE where the original resource needs to be offloaded by including such information within the offloadTo attribute of the UPDATE or CREATE Request.

	Processing at the Receiver
	Once the Originator has been successfully authorized, the Receiver (which shall be the original resource Hosting CSE) shall grant the Request after successful validation of the Request:

· If the Request provides address(es) for the offloaded resource that are not already stored in the offloadTo attribute or for newly created offloadTo attribute, the Receiver shall offload the resource to the offload target CSE.

· If the Request provides a CSE-ID of the remote CSE that are not already stored in the offloadTo attribute of for the newly created or updated offloadTo attribute, the Receiver shall decide the location at the remote CSE identified by CSE-ID and offload the resource to the offloading target CSE.
The original resource Hosting CSE shall first check if it is a Registree or the Registrar of the offloading target CSE. If that is the case, the offloaded resource shall be created as a direct child of the Hosting CSE’s <remoteCSE> resource hosted by the offloading target CSE. If that is not the case, the Hosting CSE shall next check if its <remoteCSE> resource has been offloaded to the offloading target CSE. The Hosting CSE shall perform this check by checking the offloadTo attribute of its <remoteCSE> resource hosted on its Registrar CSE if the offloading target CSE is not a descendent CSE, or the corresponding Registree CSE if the offloading target CSE is a descendent CSE. If it is not offloaded, the Hosting CSE shall request that its Registrar CSE (If the target CSE is not its descendant CSE) or Registree CSE (if the target CSE is its descendant CSE) to create a <remoteCSEOffload> resource representing the Hosting CSE as a direct child of the <CSEBase> of the offloading target CSE. The offloaded resource shall then be created by the Hosting CSE as a direct child resource of the <remoteCSEOffload> resource. 



	Information in Response message
	On successful completion of resource offloading as in clause 10.2.3.5, the Receiver shall provide all parameters defined in table 8.1.3-1 that are applicable as indicated in that table in the Response message:

· The Receiver shall provide the address(es) of the offloaded resource to the Originator by updating the content of the offloadTo attribute in the original resource and by providing it in the UPDATE or CREATE Response message depending on the type of the Request.

	Processing at Originator after receiving Response
	According to clause 10.1.2 in case of CREATE Request.

According to clause 10.1.4 in case of UPDATE Request.

	Exceptions
	All exceptions described in the basic procedures (clause 10.1.2) are applicable.


9.2.2.2.3
Procedure at AE or CSE to Retrieve information from an Offloaded Resource

This clause describes the procedures that shall be used for an AE or a CSE to retrieve information about an offloaded resource or the corresponding original resource.
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Figure 9.2.2.2.3-1: Offloaded resource RETRIEVE procedures
The Originator of a Request for initiating retrieval of information about a resource can be either an AE or a CSE. The Originator initiates this procedure by using RETRIEVE Request.
Table 9.2.2.2.3-1: Offloaded Resource Information Retrieval: RETRIEVE

	Resource Retrieval: RETRIEVE

	Associated Reference Points
	Mca and Mcc.

	Information in Request message
	Clause 8.1.2 specifies the information to be included in the Request message. Table 8.1.2-3 also describes the parameters that are applicable in the Request message:

· Specifically, the To parameter is set to the address of the offloaded resource to be retrieved.
· If a specific attribute is to be retrieved, the address of such attribute is included in the To parameter.
· The Originator can specify one of the values for the optional Result Content parameter.

The Originator can request retrieval of the original resource by targeting the offloaded resource at the Hosting CSE by setting the Result Content parameter to the "original-resource".

	Processing at the Originator before sending Request 
	The Originator can request retrieval of information from an offloaded resource at the Hosting CSE. 

	Processing at the Receiver
	Once the Originator has been successfully authorized, the Receiver (Hosting CSE) shall grant the Request after successful validation of the Request:

· Information from the identified offloaded resource (at Hosting CSE) shall be returned to Originator via RETRIEVE Response, as described in clause 8.1.2.

If Result Content request message parameter set to "original-resource" is included in the Request message, the Receiver shall provide the representation of the original resource indicated by the link attribute in the offloaded resource. The Receiver shall retrieve the original resource to return the representation of the original resource to the Originator.

	Information in Response message
	Information from the identified offloaded resource (at Hosting CSE), or the original resource shall be returned to Originator via RETRIEVE Response, as described in clause 8.1.3.

	Exceptions
	All exceptions described in the basic procedure (clause 10.1.3) are applicable.


9.2.2.2.4
Synchronization Procedures
This clause describes how synchronization is performed between the Originator and the Receiver (Hosting CSE).
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Figure 9.2.2.2.3-1: Offloaded resource RETRIEVE procedures
There exist three different types of resource offloading synchronization, i.e., time-, update- and finalization-based synchronization. 
Depending on the value of the offloadSync attribute, different synchronization procedure is taken by the Original Resourse Hosting CSE or Offloading Target CSE, 
Table 9.2.2.2.3-1: Offloaded Resource Synchronization: UPDATE or RETRIEVE
	Resource Synchronization: UPDATE or RETRIEVE

	Associated Reference Points
	Mca and Mcc.

	Information in Request message
	All parameters defined in table 8.1.2-3 are applicable as indicated in that table.

	Processing at the Originator before sending Request 
	The Originator shall perform one of the following for the synchronization depending on the value of the offloadSync attribute: 
· Periodic: The Originator shall request to update the offloaded resource at the original resource Hosting CSE at every time t defined in the syncTime attribute. 
· Update: The Originator shall request to update the offloaded resource at the original resource Hosting CSE whenever there is an update to the offloaded resource at the Offloading Target CSE. 
Finish: The Originator shall request to retrieve the offloaded resource at the Offloading Target CSE. 

	Processing at the Receiver
	Once the Originator has been successfully authorized, the Receiver shall grant the Request after successful validation of the Request:

· Finish: Information from the identified offloaded resource shall be returned to Originator via RETRIEVE Response.

· Periodic and Update: Information from the Originator shall be used to update the original resource of the offloading resource

	Information in Response message
	On successful completion of synchronization at the Receiver, the Receiver know that the updated information has been synchronized: 
· Finish: The updated information to the offloaded resource shall be provided to the Originator to be synchronized

Periodic and Update: The Receiver shall provide confirmation of the synchronization to the Originator. 

	Exceptions
	All exceptions described in the basic procedure (clause 10.1.4) are applicable for UPDATE operation.

All exceptions described in the basic procedure (clause 10.1.5) are applicable for DELETE operation.


9.2.2.2.5
Finalization Procedures
This clause describes the procedure that shall be used for an AE or a CSE (not the original resource Hosting CSE) to initiate the deletion of an offloaded resource. 
Figure 9.2.2.2.5-1 depicts how deletion of an offloaded resource is initiated and the offloaded resource is deleted on an offloading target CSE.
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Figure 9.2.2.2.5-1: Finaliztion procedures of offloaded resource
The Originator of a Request for initiating resource offloading finalization can be either an AE or a CSE. Two methods are supported for initiating resource offloading finalization.

· UPDATE: The Originator can request to initiate the deletion of an offloaded resource by using UPDATE Request to the offloadTo attribute at the original resource Hosting CSE.

· DELETE: Resource offloading finalization (deletion) shall also be performed when the Originator deletes the original resource at the original resource Hosting CSE by using DELETE Request.
Table 9.2.2.2.5-1: Finalization of offloading service: UPDATE and DELETE
	Finalization of offloading: UPDATE or DELETE

	Associated Reference Points
	Mca and Mcc.

	Information in Request message
	· All parameters defined in table 8.1.2-3 are applicable as indicated in that table.

	Processing at the Originator before sending Request 
(Synchronization Phyase)
	The Originator shall perform one of the following for the deletion of an offloaded resource:

· The Originator shall request to update the offloadTo attribute at the original resource Hosting CSE by providing new content of the offloadTo attribute.
· The Originator shall request to delete the offloadTo attribute at the original resource Hosting CSE by sending UPDATE Request that sets the value of the offloadTo attribute to NULL for the deletion of the offloaded resource.
· For DELETE operation, the Originator shall include the resource address of the original resource Hosting CSE that needs to be deleted, in the DELETE Request.
Content: Void. 

	Processing at the Receiver
(Synchronization Phyase)
	Once the Originator has been successfully authorized, the Receiver (which shall be the original resource Hosting CSE) shall grant the Request after successful validation of the Request. The Receiver shall be the resource Hosting CSE. 
On receiving the UPDATE or DELETE Request, the Receiver shall check any update from the offloaded resources before deleting it. Therefore, the Receiver shall request to retrieve the offloaded resource. 
If the offloaded resource has been updated at the Offloading Target CSE, the Receiver updates the original resource at the original resource Hosting CSE. 

	Processing at the Originator before sending Request 
(Finalization Phase)
	After the successful synchronization, the Originator shall perform one of the following for the deletion of an offloaded resource:

· The Originator shall request to update the offloadTo attribute at the original resource Hosting CSE by providing new content of the offloadTo attribute.
· The Originator shall request to delete the offloadTo attribute at the original resource Hosting CSE by sending UPDATE Request that sets the value of the offloadTo attribute to NULL for the deletion of the offloaded resource.
· For DELETE operation, the Originator shall include the resource address of the original resource Hosting CSE that needs to be deleted, in the DELETE Request.
Content: Void. 

	Processing at the Receiver
(Finalization Phase)
	Once the Originator has been successfully authorized, the Receiver (which shall be the original resource Hosting CSE) shall grant the Request after successful validation of the Request. The Receiver shall be the resource Hosting CSE. On receiving the UPDATE or DELETE Request, the Receiver shall perform as follows:

· For UPDATE Request, the Receiver shall request to delete the offloaded resource whose address is not the same in the offloadTo attribute of the request.
· For DELETE Request, the Receiver shall request to delete the offloaded resource in the offloadTo attribute

	Information in Response message
	On successful completion of resource offloading finalization procedure, the Receiver knows that the offloaded resource has been deleted:

The Receiver shall provide confirmation of resource offloading finalization to the Originator.

	Exceptions
	All exceptions described in the basic procedure (clause 10.1.4) are applicable for UPDATE operation.

All exceptions described in the basic procedure (clause 10.1.5) are applicable for DELETE operation.
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