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Introduction
This CR improves TS-0003 Security Solutions v3.10.2 description about Symmetric key security.

----------------------Start of change 1-------------------------------------------

8
Security Frameworks

8.1
General Introductions to the Security Frameworks

8.1.0
General

To accommodate the variety of deployment scenarios that can be encountered in M2M applications, the present document supports a diversity of methods to provision and establish security in M2M systems.

8.1.1
General Introduction to the Symmetric Key Security Frameworks

In the Symmetric Key Security Frameworks, each pair of entities that need to authenticate each other is provisioned with its own shared symmetric key. This is performed through pre-provisioning, e.g. during device manufacturing or deployment, or a remote security provisioning framework.

The symmetric key exchange method has a major inconvience: the keys shall be pre-provisionned. This implies complex mechanisms of pre-provisioning of keys to devices but also of maintaining and updating keys in case an update is required. 

That’s why the preferred method for mutual authentication is the Certificate-Based Security which is described below.  
-----------------------End of change 1-------------------------------------------
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