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Introduction

In TP#42, the SDS group suggested to add a new clause to TR-0050 for introducing the usage of the ABAC policy so that people can understand and then evaluate this new access control mechanism.
This contribution describes the storage of ABAC policies and associating an oneM2M ABAC policy to a resource (sub-
-----------------------Start of change 1---------------------------------------------
x.2
ABAC policy storage and access
x.2.1
ABAC policy storage
ABAC policies are stored in <abacPolicySet> and <abacPolicy> resources in oneM2M system. They are located directly under <CSEBase>.
An <abacPolicySet> or <abacPolicy> resource is associated with an oneM2M resource through the accessControlPolicyIDs attribute of the resource.
x.2.1
ABAC policy access
In oneM2M system, the access control to the ABAC policy resources is the same as the access control to other oneM2M resources, that is, the access control policy specified by the accessControlPolicyIDs attribute of the resource.
In the case that the ccessControlPolicyIDs attribute is null, the access control to the ABAC resource can be handled as follows:

· The CSE checks the default policies, which are described by ABAC policy scheme. Default policies are the policies that are not explicitly associated with the target resources.
· The creator of an ABAC policy resource can operate the ABAC policy resource.
-----------------------End of change 1---------------------------------------------
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