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Introduction

In TP#42, the SDS group suggested to add a new clause to TR-0050 for introducing the usage of the ABAC policy so that people can understand and then evaluate this new access control mechanism.
This clause describes the expressiveness of primitives as a basic element of oneM2M ABAC policy (sub-clause3).

-----------------------Start of change 1---------------------------------------------
x.3
Examples of ABAC primitives
Editor's Note: It is for further study how the ABAC policy components are stored in <abacPolicy> resource.
x.3.1
Introduction
This clause describes how to use ABAC primitives to express various attribute comparisons used in ABAC policies.
x.3.2
Check resource
The following primitive specifies:

· Obtain target resource information from the Originator’s access request.
· Check if the target resource is in the set specified in <Operand2> element.

· This comparison supports wildcard.
<Primitive FunctionId=”is-in-match”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="To" DataType="xs:anyURI"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:anyURI”>//m2m.prov.com/CSE3219/C9886</AttributeValue>

<AttributeValue DataType=”xs:anyURI”>//m2m.prov.com/CSE3219/C9887/*</AttributeValue>

<AttributeValue DataType=”xs:anyURI”>//m2m.things.com/S98821</AttributeValue>

<AttributeValue DataType=”xs:anyURI”>//m2m.things.com/S98822/*</AttributeValue>

</Operand2>

</Primitive>

x.3.3
Check originator
The following primitive specifies:

· Obtain originator information from the Originator’s access request.
· Check if the originator is in the set specified in <Operand2> element.
<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="From" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType="m2m:ID">AE1</AttributeValue>

<AttributeValue DataType="m2m:ID">AE2</AttributeValue>

<AttributeValue DataType="m2m:ID">CSE1</AttributeValue>

<AttributeValue DataType="m2m:ID">CSE2</AttributeValue>

</Operand2>

</Primitive>

x.3.4
Check operation
The following primitive specifies:

· Obtain operation information from the Originator’s access request.
· Check if the operation is in the set specified in <Operand2> element.
<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>CREATE</AttributeValue>

<AttributeValue DataType=”m2m:operation”>UPDATE</AttributeValue>

<AttributeValue DataType=”m2m:operation”>RETRIEVE</AttributeValue>

</Operand2>

</Primitive>

x.3.5
Check resource type
The following primitive specifies:

· Obtain resource type information from the Originator’s access request.
· Check if the resource type is in the set specified in <Operand2> element.
<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Resource Type" DataType="m2m:resourceType"/>

</Operand1>

<Operand2>

<AttributeValue DataType="m2m:resourceType">group</AttributeValue>

<AttributeValue DataType="m2m:resourceType">container</AttributeValue>

<AttributeValue DataType="m2m:resourceType">contentInstance</AttributeValue>

</Operand2>

</Primitive>

x.3.6
Check role
The following primitive specifies:

· Obtain roles information from the Originator’s access request.
· Check if at least one role in the roles shall be in the set specified in <Operand2> element.
<Primitive FunctionId=”at-least-one-member-of”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Role IDs" DataType="m2m:roleID"/>

</Operand1>

<Operand2>

<AttributeValue DataType="m2m:roleID">Role1</AttributeValue>

<AttributeValue DataType="m2m:roleID">Role2</AttributeValue>

<AttributeValue DataType="m2m:roleID">Role3</AttributeValue>

</Operand2>

</Primitive>

x.3.7
Check group
The following primitive specifies:

· Obtain originator information from the Originator’s access request.
· Check if the originator is in one of the groups specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:anyURI”>Group1</AttributeValue>

<AttributeValue DataType=”xs:anyURI”>Group2</AttributeValue>

</Operand2>

</Primitive>

x.3.8
Check attributes
The following primitive specifies:

· Obtain attributes information from the Originator’s access request.
· Check if the attributes are in the set specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="content" DataType="m2m:primitiveContent"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:NCName”>groupName</AttributeValue>

<AttributeValue DataType=”xs:NCName”>memberType</AttributeValue>

<AttributeValue DataType=”xs:NCName”>memberIDs</AttributeValue>

</Operand2>

</Primitive>

x.3.9
Check result content
The following primitive specifies:

· Obtain result content information from the Originator’s access request.
· Check if the result content is in the set specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Result Content" DataType="m2m:resultContent"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:resultContent”>nothing</AttributeValue>

<AttributeValue DataType=”m2m:resultContent”>attributes</AttributeValue>

<AttributeValue DataType=”m2m:resultContent”>attributes and child resource references</AttributeValue>

</Operand2>

</Primitive>

x.3.10
Check filter criteria
The following primitive specifies:

· Obtain filter criteria information from the Originator’s access request.
· Check if the filter criteria parameters are in the set specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Filter Criteria" DataType="m2m:filterCriteria"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:NCName”>createdBefore</AttributeValue>

<AttributeValue DataType=”xs:NCName”>createdAfter</AttributeValue>

<AttributeValue DataType=”xs:NCName”>modifiedSince</AttributeValue>

</Operand2>

</Primitive>

x.3.11
Check time
The following primitive specifies:

· Obtain time information from the Originator’s access request.
· Check if the time is in the window set specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Request time" DataType="m2m:timestamp"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:scheduleEntry”>Time window1</AttributeValue>

<AttributeValue DataType=”m2m:scheduleEntry”>Time window2</AttributeValue>

<AttributeValue DataType=”m2m:scheduleEntry”>Time window3</AttributeValue>

</Operand2>

</Primitive>

x.3.12
Check IP
The following primitive specifies:

· Obtain resource IP information from the Originator’s access request.
· Check if the IP is in the set specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Originator IPv4" DataType="m2m:ipv4"/>

</Operand1>

<Operand2 >

<AttributeValue DataType=”m2m:ipv4”>ipv4Address1</AttributeValue>

<AttributeValue DataType=”m2m:ipv4”>ipv4Address2</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Originator IPv6" DataType="m2m:ipv6"/>

</Operand1>

<Operand2 >

<AttributeValue DataType=”m2m:ipv6”>ipv6Address1</AttributeValue>

<AttributeValue DataType=”m2m:ipv6”>ipv6Address2</AttributeValue>

</Operand2>

</Primitive>

x.3.13
Check location
The following primitive specifies:

· Obtain resource location information from the Originator’s access request.
· Check if the location is in the set specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Originator location" DataType="m2m:locationRegion"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:locationRegion”>location1</AttributeValue>

<AttributeValue DataType=”m2m:locationRegion”>location2</AttributeValue>

<AttributeValue DataType=”m2m:locationRegion”>location3</AttributeValue>

</Operand2>

</Primitive>

x.3.14
Check resource attribute
The following primitive specifies:

· Obtaining resource attribute information from a resource pointed to by the "to" parameter of a request;
· Check if the attribute is in the set specified in <Operand2> element.

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:resource" AttributeId="resourceType" DataType="m2m:resourceType"/>

</Operand1>

<Operand2>

<AttributeValue DataType=" m2m:resourceType">CSE</AttributeValue>

<AttributeValue DataType=" m2m:resourceType">AE</AttributeValue>

<AttributeValue DataType=" m2m:resourceType">container</AttributeValue>

</Operand2>

</Primitive>

-----------------------End of change 1---------------------------------------------
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