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Introduction

In TP#42, the SDS group suggested to add a new clause to TR-0050 for introducing the usage of the ABAC policy so that people can understand and then evaluate this new access control mechanism.
This contribution describes a complete access control scenario using oneM2M ABAC policy (sub-clause4).
-----------------------Start of change 1---------------------------------------------
x.4
Example of ABAC policy
Editor's Note: Definitions of the policy elements that have not be defined shall be provided. 
x.4.1
Introduction
This clause uses a concrete example to show how to use oneM2M ABAC policy to describe a complex oneM2M application scenario.
x.4.2
Scenario and resource structure
The scenario of this example is described as follows:
Companies:

· Company0: A company that provides IoT services
· Company1: A company that uses the IoT services provided by company0
· Company2: A company that uses the IoT services provided by company0
Originators:

· AE1-AE4 belong to company0

· AE10-AE16 belong to company1

· AE20-AE26 belong to company2

In company0

· AE1 and AE2 with role “AppAdmin” can create/delete <abacPolicySet> and <abacPolicy> resources.
· AE3 and AE4 can create IoT service specific <container> resources that will be used by service subscribers (company1, company2).
In company1

· AE10 with “CompanyAdmin” role can update <policy4> resource

· AE11 can create <contentInstance> under <container1>.

· AE11-AE16 can retrieve <contentInstance> under <container>.

In company2

· AE20 with “CompanyAdmin” role can update <policy5> resource

· AE21 can create <contentInstance> under <container1>.

· AE21-AE16 can retrieve <contentInstance> under <container>.

Roles
· "AppAdmin": A role assigned to the entities of service provider (company0) to manage IoT services.
· “CompanyAdmin”: A role assigned to the entities of service subscriber (company1, company2) to manage IoT services in company domain.
Policy0 specifies:

· AE1 and AE2 ( from Company0) can create <abacPolicySet> and <abacPolicy> resources under <CSE1>

Policy1 specifies:

· AE10 ( from Company1) with “CompanyAdmin” role can update <policy4> resource

· AE20 ( from Company2) with “CompanyAdmin” role can update <policy5> resource

Policy2 specifies:

· AE3 and AE4 (from Company0) can create <container> resources used in IoT services.

PolicySet1 combines:
· Policy2, Policy3, Policy4 and Policy5.

Policy3 specifies:

· An Originator with “AppAdmin” role can remove <contentinstance> under <container>.

Policy4 specifies:

· AE16 and AE26 are in the blacklist.

Policy5 specifies:
· AE11 can create <contentInstance> under <container1>.
· AE11-AE16 can retrieve <contentInstance> under <container>.
Policy6 specifies:
· AE21 can create <contentInstance> under <container1>.
· AE21-AE26 can retrieve <contentInstance> under <container>..
The resource structure of example is shown in figure x.4-1.
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Figure x.4-1: Resource structure of example
<policy0> is associated with the <CSEBase>.

<policy1> is associated with the <policy4> and <policy5>.

<policy2> is associated with the <CSEBase>.

<policySet1> is associated with the <container1>.

x.4.3
Resource creation and operation process
Resource creation and operation process is described as follows:
Step 001:
<policy0> is created by the system as the default policy. It is the starting point for the access control system of the demonstration system.
Step 002:
<policySet> and <policy1> is created according to <policy0>.
Step 003:
<policy3>, <policy4>, <policy5> and <policy6> are created according to <policy0>.

Step 004:
<policy5> and <policy6> are associated with <policy1>.
Step 005:
<container1> is created according to <policy2> and associated with <policySet>.
Step 006:
Administrator of Company1 specifies privileges of AEs from Company1 through updating <policy5>; Administrator of Company2 specifies privileges of AEs from Company2 through updating <policy6>.
Step 007:
Specific AEs from Company2 can create <containerInstance> according to <policy5>; Specific AEs from Company3 can create <containerInstance> according to <policy6>.
Step 008:
Specific AEs from Company1 can retrieve <containerInstance> according to <policy5>; Specific AEs from Company3 can retrieve <containerInstance> according to <policy6>.
Step 009:
Specific AEs from Company0 can delete <containerInstance> according to <policy3>.
Step 010:
The AEs in the blacklist cannot perform any operations according to <policy4>.
x.4.4
Policy0
<policy0>:

· It is a <abacPolicy> resource.

· It specifies that AE1 and AE2 with role “AppAdmin” can create/delete <abacPolicySet> and <abacPolicy> resources.

<!—policy0 -->

<Policy PolicyId =”policy0” RuleCombiningAlgId="permit-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE1</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE2</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</ApplicableSubjects>

<ApplicableResources>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="to" DataType="xs:anyURI"/>

</Operand1>

<Operand2>

<AttributeValue DataType=” xs:anyURI”>/CSE1</AttributeValue>

<AttributeValue DataType=” xs:anyURI”>/CSE1/policySet1</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</ApplicableResources>

<Rule RuleId=”rule01” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”at-least-one-member-of”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="roles" DataType="m2m:roleID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:roleID”>AppAdmin</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:resource" AttributeId="resourceType" DataType=" m2m:resourceType"/>

</Operand1>

<Operand2>

<AttributeValue DataType=" m2m:resourceType">abacPolicySet</AttributeValue>

<AttributeValue DataType=" m2m:resourceType">abacPolicy</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category= m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>CREATE</AttributeValue>

<AttributeValue DataType=”m2m:operation”>DELETE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

x.4.5
Policy1
<policy1>:

· It is a <abacPolicy> resource.

· It specifies that AE10 with role “CompanyAdmin” can update <abacPolicy5> resources.

· It specifies that AE20 with role “CompanyAdmin” can update <abacPolicy6> resources.

<!—policy0 -->

<Policy PolicyId =”policy0” RuleCombiningAlgId="permit-overrides">

<Description/>

<PolicyIssuer/>

</ApplicableSubjects>

</ApplicableResources>

<Rule RuleId=”rule01” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE10</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="to" DataType="xs:anyURI"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:anyURI”>/CSE1/policySet1/policy5</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”at-least-one-member-of”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="roles" DataType="m2m:roleID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:roleID”>CompanyAdmin</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category= m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>UPDATE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>
<AnyOf>

</Constraint>

</Rule>

<Rule RuleId=”rule02” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE20</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="to" DataType="xs:anyURI"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:anyURI”>/CSE1/policySet1/policy6</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”at-least-one-member-of”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="roles" DataType="m2m:roleID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:roleID”>AppAdmin</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category= m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>UPDATE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

x.3.6
Policy2
<policy2>:

· It is a <abacPolicy> resource.

· It specifies that AE3 and AE4 can create application1 specific <container> resources.

<!—policy2 -->

<Policy PolicyId =”policy2” RuleCombiningAlgId="permit-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE3</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE4</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</ApplicableSubjects>

<ApplicableResources>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="to" DataType="xs:anyURI"/>

</Operand1>

<Operand2>

<AttributeValue DataType=” xs:anyURI”>/CSE1</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</ApplicableResources>

<Rule RuleId=”rule01” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:resource" AttributeId="resourceType" DataType=" m2m:resourceType"/>

</Operand1>

<Operand2>

<AttributeValue DataType=" m2m:resourceType">container</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category= m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>CREATE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

x.4.7
PolicySet1
<policySet1>:

· It is a <abacPolicySet> resource.

· It contains four <policy> resources: <policy3>, <policy4>, <policy5> and <policy6>.

· The relation between these policies is "deny-overrides".

<!—policy set1-->

<PolicySet PolicySetId=”policySet1” PolicyCombiningAlgId="deny-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects/>

<ApplicableResources/>

</policy3>

</policy4>

</policy5>

</policy6>

</PolicySet>

x.4.8
Policy3
<policy3>

· It is a <abacPolicy> resource.

· It specifies that an Originator with the "AppAdmin" role can only delete <contentInstance> resources (instead of other child resources) under <container1> resource.
<!—policy3 -->

<Policy PolicyId =”policy3” RuleCombiningAlgId="permit-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects/>

<ApplicableResources/>

<Rule RuleId=”rule31” Effect="Permit">

</Condition>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”at-least-one-member-of”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="roles" DataType="m2m:roleID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:roleID”>AppAdmin</AttributeValue>

</Operand2>

</Primitive>

</Primitive>

<Primitive FunctionId=”is-in-match”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="to" DataType="m2m:resource"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:resource”>/CSE1/container1/*</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:resource" AttributeId="resourceType" DataType=" m2m:resourceType"/>

</Operand1>

<Operand2>

<AttributeValue DataType=" m2m:resourceType">contentInstance</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>DELETE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

x.4.9
Policy4
<policy4>

· It is a <abacPolicy> resource.

· It specifies that AE16, AE26 are in black list. Any request from them shall be denied.

<!—policy4-->

<Policy PolicyId =”policy4” RuleCombiningAlgId="deny-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects/>

<ApplicableResources/>

<Rule RuleId=”rule41” Effect="Deny">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE16</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE26</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

x.4.10
Policy5
<policy5>

· It is a <abacPolicy> resource.

· Rule11 specifies that AE11 can create <contentInstance> resources under <container1>.

· Rule12 specifies that AE11-AE16 can retrieve resourceType, resourceID and contentInfo attributes of <contentInstance> resources under <container1>.

<!—policy5 -->

<Policy PolicyId =”policy5” RuleCombiningAlgId="permit-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects/>

<ApplicableResources/>

<Rule RuleId=”rule11” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE11</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="to" DataType="m2m:resource"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:resource”>/CSE1/contaiiner1</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Resource Type" DataType="m2m:resourceType"/>

</Operand1>

<Operand2>

<AttributeValue DataType="Resource Type">contentInstance</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>CREATE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

<Rule RuleId=”rule12” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE11</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE12</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE13</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE14</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE15</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE16</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in-match”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="to" DataType="m2m:resource"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:resource”>/CSE1/container1/*</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="content" DataType="m2m:primitiveContent"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:NCName”>resourceType</AttributeValue>

<AttributeValue DataType=”xs:NCName”>resourceID</AttributeValue>

<AttributeValue DataType=”xs:NCName”>contentInfo</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>RETRIEVE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

x.4.11
Policy6
<policy6>

· It is a <abacPolicy> resource.

· Rule21 specifies that AE21 can create <contentInstance> resources under <container1>.

· Rule22 specifies that AE21-AE26 can retrieve resourceType, resourceID and contentInfo attributes of <contentInstance> resources under <container1>.

<!—policy6 -->

<Policy PolicyId =”policy6” RuleCombiningAlgId="permit-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects/>

<ApplicableResources/>

<Rule RuleId=”rule21” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE21</AttributeValue>

</Operand2>

</Primitive>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="to" DataType="m2m:resource"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:resource”>/CSE1/contaiiner1</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>CREATE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

<Rule RuleId=”rule22” Effect="Permit">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE21</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE22</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE23</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE24</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE25</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE26</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in-match”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="to" DataType="m2m:resource"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:resource”>/CSE1/container1/*</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="content" DataType="m2m:primitiveContent"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”xs:NCName”>resourceType</AttributeValue>

<AttributeValue DataType=”xs:NCName”>resourceID</AttributeValue>

<AttributeValue DataType=”xs:NCName”>contentInfo</AttributeValue>

</Operand2>

</Primitive>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category=m2m:request" AttributeId="operation" DataType="m2m:operation"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:operation”>RETRIEVE</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

-----------------------End of change 1---------------------------------------------
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