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Introduction

This contribution proposes to move solution #10 defined in clause 6.3.10 of TR-0050 to TS-0001 as normative text.  
This solution addresses the shortcoming that current oneM2M access control policies only define access privileges at the granularity of entire oneM2M resources and not at the granularity of individual oneM2M resource attributes.

This solution adds further granularity to support attribute level privileges.  Attribute level privileges define the entities that are allowed to access individual attribute(s) of a resource and the allowed operations they are permitted to perform on these individual attribute(s).   
-----------------------Start of change 1-------------------------------------------
Resource Type accessControlPolicy
9.6.2.0
Introduction
The Access Control Policies (ACPs) shall be used by the CSE to control access to the resources and their attributes as specified in the present document and in oneM2M TS-0003 [2].

The ACP is designed to fit different access control models such as access control lists, role or attribute based access control.

The <accessControlPolicy> resource is comprised of privileges and selfPrivileges attributes which represent a set of access control rules defining which entities (defined as accessControlOriginators) have the privilege to perform certain operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) and are used by the CSEs in making Access Decision to all or specific parts (i.e. child resources or attributes) of the targeted resource (defined as accessControlObjectDetails and accessControlAttributes).

In a privilege, each access control rule defines which AE/CSE is allowed for which operation. So for sets of access control rules an operation is permitted if it is permitted by one or more access control rules in the set. 

For a resource that is not of <accessControlPolicy> resource type, the common attribute accessControlPolicyIDs for such resources (defined in table 9.6.1.3.2-1) contains a list of identifiers which link that resource to <accessControlPolicy> resources. The CSE Access Decision for such a resource shall follow the evaluation of the set of access control rules expressed by the privileges attributes defined in the <accessControlPolicy> resources.

The selfPrivileges attribute shall represent the set of access control rules for the <accessControlPolicy> resource itself.

The CSE Access Decision for <accessControlPolicy> resource shall follow the evaluation of the set of access control rules expressed by the selfPrivileges attributes defined in the <accessControlPolicy> resource itself.
 Logically an authorization system may comprise four sub-functions: enforcing access control decision, making access control decision, providing access control policies and providing access control information (e.g. roles). As specified in TS-0003 [2], these sub-functions are modelled as policy enforcement point (PEP), Policy Decision Point (PDP), Policy Retrieval Point (PRP) and Policy Information Point (PIP) respectively. In a oneM2M System these authorization sub-functions may coexist in one CSE or may be distributed in different CSEs in different combinations.
In the <accessControlPolicy> resource three operational attributes are defined for holding the information about where to find the distributed authorization sub-functions. These attributes are: authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs.
The authorizationDecisionResourceIDs attribute contains a list of addresses of <authorizationDecision> resources. Each <authorizationDecision> resource represents a PDP to which an access control decision request shall be sent in order to obtain an access control decision. See clause 9.6.41 for further details of <authorizationDecision> resource type.
The authorizationPolicyResourceIDs attribute contains a list of addresses of <authorizationPolicy> resources. Each <authorizationPolicy> resource represents a PRP to which an access control policy request shall be sent in order to obtain access control policies. See clause 9.6.42 for further details of <authorizationPolicy> resource type.
The authorizationInformationResourceIDs attribute contains a list of addresses of <authorizationInformation> resources. Each <authorizationInformation> resource represents a PIP to which an access control information request shall be sent in order to obtain requested access control information (e.g. role and/or token) for making an access control decision. See clause 9.6.43 for further details of <authorizationInformation> resource type.
When processing a request to a targeted resource, the Hosting CSE shall progress through the different types of authorization (if supported) as described in clause 10.2.3.1.

The applicability of the authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs  attributes for the distributed authorization depends on the deployment form of authorization sub-functions:
· In the case the privileges attribute is not NULL, the access control rules in the privileges attribute shall be used for access control, and the authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs attributes shall not be present.  
· In the case the privileges attribute is NULL, how to process further depends on which authorization method is adopted. In the case distributed authorization method is supported, authorizationDecisionResourceIDs or authorizationPolicyResourceIDs attribute shall be considered for obtaining access control decision or access control policies from another CSE. However, authorizationDecisionResourceIDs and authorizationPolicyResourceIDs attributes shall not be present at the same time. 
· In case the authorizationInformationResourceIDs attribute is present, the access control information request (e.g. for role information) related to the access control policy specified in the privileges attribute shall be sent to one of the addresses listed in this attribute.
The details of distributed authorization procedures are described in TS-0003 [2].
The <accessControlPolicy> resource shall contain the child resource specified in table 9.6.2.0-1.

Table 9.6.2.0-1: Child resources of <accessControlPolicy> resource

	Child Resources of <accessControlPolicy>
	Child Resource Type
	Multiplicity
	Description
	<accessControlPolicyAnnc> Child Resource Types

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <accessControlPolicy> resource shall contain the attributes specified in table 9.6.2.0-2.

Table 9.6.2.0-2: Attributes of <accessControlPolicy> resource

	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	resourceType 
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	labels
	0..1(L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	privileges
	1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	selfPrivileges
	1
	RW
	A set of access control rules that apply to the <accessControlPolicy> resource itself and accessControlPolicyIDs attribute of any other resource which is linked to this <accessControlPolicy> resource.
	MA

	authorizationDecisionResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationDecision> resources. See clause 9.6.41 for further details.
	MA

	authorizationPolicyResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationPolicy> resources. See clause 9.6.42 for further details.
	MA

	authorizationInformationResourceIDs
	0..1 (L)
	RW
	A list of addresses of <authorizationInformation> resources. See clause 9.6.43 for further details.
	MA


The set of access control rules represented in privileges and selfPrivileges attributes are comprised of access-control-rule--tuples (accessControlOriginators, accessControlContexts, accessControlOperations, accessControlObjectDetails, accessControlAuthenticationFlag and accessControlAttributes) with parameters shown in table 9.6.2.0-3 which are further described in the following clauses.

If the privileges attribute contains no access-control-rule-tuples, then this represents an empty set of the access control rules.

The selfPrivileges attribute shall contain at least one access-control-rule-tuple.

The CSE access granting mechanism shall follow the procedure described in oneM2M TS-0003 [2] in clause 7.1 (Access Control Mechanism).

Table 9.6.2.0-3: Parameters in access-control-rule-tuples

	Name
	Description

	accessControlOriginators
	See clause 9.6.2.1

	accessControlContexts
	See clause 9.6.2.2

	accessControlOperations
	See clause 9.6.2.3

	accessControlObjectDetails
	See clause 9.6.2.4

	accessControlAuthenticationFlag
	See clause 9.6.2.5

	accessControlAttributes
	See clause 9.6.2.6


-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
9.6.2.6
accessControlAttributes
The accessControlAttributes is an optional parameter in an access-control-rule-tuple. It specifies a list of resource attributes names to which the access-control-rule-tuple applies. The list includes one or more names of oneM2M resource attributes represented in their short name format as defined in oneM2M TS-0004[4].  If an access-control-rule-tuple does not include an accessControlAttributes parameter, then the access-control-rule-tuple applies to all the attributes of the target resource.   
-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
11.3.3 M2M Authorization Procedure

The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the Originator has been identified, mutually authenticated and associated with an M2M Service Subscription. Authorization depends on:

· 
· These privileges are set-up based on the access control policies associated with the accessed resource or service. They condition the allowed operations (e.g. CREATE) based on the Originator's privileges and other access control attributes (e.g. contextual attributes such as time or geographic location).

· Role-IDs which have been associated with the Originator.

The authorization/access grant involves an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable access control policies based on the CSE or AE privileges. Access Decision is described in oneM2M TS-0003 [2].

The following set of access control policy attributes shall be available for an Access Decision.

· Access control attributes of Originator and Originator's Role (e.g. Role-IDs, CSE_IDs, AE-IDs, etc.).

· Access control attributes of Environment/Context (e.g. time, day, IP address, M2M Service User, etc.).

· Access control attributes of Operations (e.g. Create, Execute, etc.).
· Access control attributes of Resources (e.g. a list of accessible attributes for a targeted resource, etc.).
The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. The access control policies can also be established that determine the accessibility of individual attributes of resources. If the request satisfies the access control policy, then the access to the resource or individual attributes of the resource is granted.
Dynamic Authorization: Dynamic Authorization encompasses:

a) authorizing the creation of a limited-lifetime access control policy authorizing the Originator to perform specific operations on the requested resource; and
b) issuing limited-lifetime Tokens associating the Originator with Role-IDs and/or access control policies for identified resources.
Two forms of Dynamic Authorization are supported: Direct Dynamic Authorization and Indirect Dynamic Authorization.

In the event that the request does not satisfy any of the owner's access control policies, then Dynamic Authorization may be requested from Dynamic Authorization System (DAS) Servers; this is called Direct Dynamic Authorization, and relevant details are provided clause 11.5.2. The request is then re-evaluated to determine if the owner's access control policy is now satisfied and access is granted. 

If access is still denied, then the Originator is provided with Token Request Information used to request the issuance of Tokens by a Dynamic Authorization System. A Token identifies Role-IDs and/or access control policies (for identified resources) which have been temporarily associated with the Originator. The Originator then resends the request from the Originator, this time adding any Token or Token-IDs received from the Dynamic Authorization System. This is called Indirect Dynamic Authorization, and relevant details are provided clause 11.5.3.

NOTE:
A DAS Server can be triggered, by Dynamic Authorization, to update the access control policy configuration using oneM2M request primitives.
In the event that the requesting entity does not satisfy the owner's access control policy, a Hosting CSE shall check to see if the resource (or one of its parents) has a dynamicAuthorizationConsultationIDs which links to a valid <dynamicAuthorizationConsultation> resource. If there is no valid <dynamicAuthorizationConsultation> resource or if the dynamicAuthorizationEnabled attribute is set to "false", then then the Hosting CSE shall not attempt to perform direct dynamic authorization on behalf of the requesting entity. However, if there is a valid <dynamicAuthorizationConsultation> resource available and if the dynamicAuthorizationEnabled attribute is set to "true", then the Hosting CSE shall initiate a direct dynamic authorization request to the specified dynamicAuthorizationPoA. If direct dynamic authorization results in sufficient privileges being granted to the requesting entity, the Hosting CSE shall grant it access. In addition the Hosting CSE may also dynamically create a new access control policy and configure it with the granted privileges along with any specified lifetime associated with the privileges based on a resource creation process initiated by the dynamic authorization system.
This function shall fetch the subscription related information in order to check if a Role-ID used in a request is allowed by the M2M service subscription. The authorization procedure shall be implemented as specified in the oneM2M TS‑0003 [2].
Distributed Authorization
A distributed authorization system may comprise four functional components: Policy Enforcement Point (PEP), Policy Decision Point (PDP), Policy Retrieval Point (PRP) and Policy Information Point (PIP). A PEP that coexists with the Hosting CSE enforces the access control decision. PDP, PRP and PIP are responsible for making access control decisions, providing applicable access control policies and obtaining access control information required by access control policy evaluation procedures respectively. In a distributed authorization system these components may be distributed in different CSEs. Details of these components are described in oneM2M TS-0003 [2].
Three resource types are defined for representing PDPs, PRPs and PIPs: <authorizationDecision>, <authorizationPolicy> and <authorizationInformation>. For details about these resource types see clause 9.6.41, 9.6.42 and 9.6.43.
Three attributes are defined in the <accessControlPolicy> resource type for providing the addresses of PDPs, PRPs and PIPs: authorizationDecisionResourceIDs, authorizationPolicyResourceIDs and authorizationInformationResourceIDs. For details about these resource attributes see clause 9.6.2.
A high level description of the distributed authorization framework and procedures is provided in clause 11.6.
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