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Introduction

This contribution corrects some editorial errors in TR-0050.
-----------------------Start of change 1---------------------------------------------
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.0]
oneM2M Drafting Rules: http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.
[i.1]
oneM2M TS-0001: "Functional Architecture".

[i.2]
oneM2M TS-0003: "Security Solutions".
[i.3]
oneM2M TS-0004: "Service Layer Core Protocol Specification".
[i.4]
oneM2M TR-0016: "Study of Authorization Architecture for Supporting Heterogeneous Access Control Policies".

[i.5]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.
[i.6]

3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

anonymization: a process that removes personally identifiable information from a data set, so that the people whom the data is associated with remain anonymous
pseudonomization: a particular type of anonymization procedure by which personally identifiable information within a data set is replaced by one or more aliased identifiers (i.e. pseudonyms)
3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

ABAC
Attribute Based Access Control

ASP
Application Service Provider
4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.0]

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------
6.3.7
Solution #1.7: Hard to determine if an entity has authorization
6.3.7.1
Introduction
As described in clause 6.2.6.1, there are two requirements described:

1. Enhance the Discovery request to allow the specification of one or more permissions that should be present in the list of resources returned by the discovery.

a. Currently, oneM2M checks that the originator has DISCOVERY permission.

2. Define a primitive that answers the questions “What permissions does ‘originator-ID’ have for ‘resourceXYZ’”?

a. A variation of #2, that supports #1 is “Does ‘originator-ID’ have ‘permission-X’ for ‘resourceXYZ’”?

If we view ‘resourceXYZ’ as the target of a request primitive and ‘originator-ID’ as the originator of a request primitive, then a solution that is consistent with existing oneM2M procedures is adding a new Result Content type:
· Permissions: A representation of the permissions that the originator has for the targeted resource. This would be a consolidated representation of all the ACPs associated with this resource for this originator. (this addresses #2 above – not #1 or #2a)

We can view ‘permission-X’ as a new type of filter Criteria that can be added to Table 8.1.2-2: Filter Criteria conditions of TS-0001 [i.1]. This parameter would be valid only for filterUsage = ‘discovery’.
	Condition tag
	Multiplicity
	Description

	Matching Conditions

	operations
	0..n
	A matched resource has a linked <accessControlPolicy> that grants the originator access to perform the specified operations.


Discovery responses currently provide a list of all matched resources when the “discovery” permission is granted. This behavior could be maintained for backward compatibility by enhancing the result of the discovery response.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3---------------------------------------------
6.3.9.2
Solution details
6.3.9.2.1
Resource Type abacPolicySet
The <abacPolicySet> resource represents an ABAC policy set.The <abacPolicySet> resource is the child resource of the <CSEBase> resource or the child resource of a <abacPolicySet> resource.
The <abacPolicySet> resource contains the child resource specified in table 6.3.9.2.1-1.

Table 6.3.9.2.1-1: Child resources of <abacPolicySet> resource

	Child Resources of <abacPolicy>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<abacPolicySet>
	0..n
	See clause 6.3.9.2.1

	[variable]
	<abacPolicy>
	0..n
	See clause 6.3.9.2.2

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 in TS-0001 [i.1]


The <abacPolicySet> resource contains the attributes specified in table 6.3.9.2.1-2.

Table 6.3.9.2.1-2: Attributes of <abacPolicySet> resource

	Attributes of <abacPolicy>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType 
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	resourceID
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	resourceName
	1
	WO
	See clause 9.6.1.3 in TS-0001 [i.1].

	parentID
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	expirationTime
	1
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	creationTime
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	abacPolicyID
	0..1
	RW
	The attribute contains an identifier of a <abacPolicySet> or <abacPolicy> resource. The privileges defined in the <abacPolicySet> or <abacPolicy> resource species who is allowed to access the resource.

	policySetID
	1
	RW
	Access control policy set ID assigned by the policy issuer.

	version
	1
	RW
	Version of the ABAC policy scheme.

	issuer
	0..1
	RW
	The issuer of the access control policy. Its value may not be related to the AE ID or CSE ID.

	description
	0..1
	RW
	A free-form description of the policy set.

	applicableSubjects
	0..1 (L)
	RW
	A list of primitives that specify which originatorIDs that apply to this policy set.

	applicableResources
	0..1 (L)
	RW
	A list of primitives that specify which resourceIDs that apply to this policy set.

	policyCombiningAlgId
	1
	RW
	ID of a policy combing algorithm. See clause 6.3.3.2.1.

	policySetReferences
	0..1 (L)
	RW
	A list of addresses of <abacPolicySet> resources.

	policyReferences
	0..1 (L)
	RW
	A list of addresses of <abacPolicy> resources.


6.3.9.2.2
Resource Type abacPolicy
The <abacPolicy> resource represents an ABAC policy. The <abacPolicy> resource  is the child resource of the <CSEBase> resource or the child resource of a <abacPolicySet> resource.
The <abacPolicy> resource contains the child resource specified in table 6.3.9.2.2-1.

Table 6.3.9.2.2-1: Child resources of <abacPolicy> resource

	Child Resources of <abacPolicy>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 in TS-0001 [i.1]


The <abacPolicy> resource contains the attributes specified in table 6.3.9.2.2-2.

Table 6.3.9.2.2-2: Attributes of <abacPolicy> resource

	Attributes of <abacPolicy>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType 
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	resourceID
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	resourceName
	1
	WO
	See clause 9.6.1.3 in TS-0001 [i.1].

	parentID
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	expirationTime
	1
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	creationTime
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 in TS-0001 [i.1].

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3 in TS-0001 [i.1].

	abacPolicyID
	0..1
	RW
	The attribute contains an identifier of a <abacPolicySet> or <abacPolicy> resource. The privileges defined in the <abacPolicySet> or <abacPolicy> resource species who is allowed to access the resource.

	policyID
	1
	RW
	Access control policy ID assigned by the policy issuer.

	version
	1
	RW
	Version of the ABAC policy scheme.

	issuer
	0..1
	RW
	The issuer of the access control policy. Its value may not be related to the AE ID or CSE ID.

	description
	0..1
	RW
	A free-form description of the policy set.

	applicableSubjects
	0..1 (L)
	RW
	A list of primitives that specify which originatorIDs that apply to this policy.

	applicableResources
	0..1 (L)
	RW
	A list of primitives that specify which resourceIDs that apply to this policy.

	ruleCombiningAlgId
	1
	RW
	ID of a policy combing algorithm. See clause 6.3.3.2.1.

	rules
	0..1 (L)
	RW
	A list of ABAC rules. See clause 6.3.8.2.3.


-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4---------------------------------------------
7.3.2
Solution #2.2: Attribute-Level Privacy Policy Solution 
7.3.2.1
Introduction
This solution addresses key issue #2.1: Support for privacy policies.

This solution further enhances the attribute-level access control rules solution proposed in clause 6.3.10 to support additional privacy functionality.    

7.3.2.2
Solution details
The attribute-level access control solution proposed in clause 6.3.10 of this specification already supports the privacy capability to filter specified attributes from a resource representation that is shared with a request Originator based on the definition of a new accessControlAttributes parameter within the oneM2M access control policy.  

This solution proposed to further enhance the accessControlAttributes parameter to add additional privacy capability.  As shown in Table 7.3.2.2-1, in addition to the name of an attribute, each element in the list of accessControlAttributes can also include an optional indicator whether the value of the named attribute requires anonymization by the Hosting CSE or not.  If required, then the Hosting CSE can anonymize the value before returning it in a response to the request Originator.  This anonymization functionality can help ensure the privacy of the information contained within the attribute is maintained while at the same time still allowing useful data to be shared with the Originator. This provides an alternative to filtering of attributes.    

Note, the method and type of anonymization performed by the Hosting CSE is outside the scope of this specification.

Table 7.3.2.2-1: Parameters of an accessControlAttributes element
	Parameter
	Usage Description
	Mandatory/Optional
	Format

	attribute
	The name of the attribute applicable to this rule
	M
	Name of resource attribute

	anonymizationRequired
	An indicator whether the value of the named attribute requires anonymization by the Hosting CSE when it is returned to a request Originator.  
	O
	TRUE or FALSE

Default is FALSE




-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5---------------------------------------------
6.3.4
Solution #1.4: Non-Originator Context
6.3.4.1
Introduction
As described in clause 6.2.3.1, this solution addresses the need to grant access to resources based on criteria that is not limited to actual request primitive. For example, a request can be granted based on a location policy that indicates that the requestor is physically nearby a geographic location.  However, we may also want to require that some other entity is not nearby.  The example from clause 6.2.3.1 describes only granting access to a door lock if the home owner is not home. 

The solution attempts to build upon similar functionality that already exists in oneM2M. ARC-2018-0206-Action_triggering describes a mechanism for performing some operation based on conditions that exist in a potentially different resource.  

	eventCriteria
	0..1 (L)
	RW
	This attribute provides the conditions that must be met before allowing an event to occur. 
	NA


The conditions represented in the eventCriteria attribute determine if the operation is to be allowed.  

Table 6.3.4.1-1: Parameters in eventCriteria 
	Name
	Description

	subjectResourceID
	The resource identifier that will be read by the Hosting CSE to evaluate the event.

	subject
	The attribute of the subjectResurceID that is compared to the threshold attribute.

	operator
	This attribute is a keyword used to construct the evaluation logic, e.g. ‘equals’, ‘not equals’, ‘greater than’, ‘less than’, ‘greater or equal’, ‘less or equal’, ‘string match’, etc.

	threshold
	This parameter provides a value used to evaluate the criteria. The value type need to match the type of the attribute used as subject. 

	eventCriteriaLogic
	Indicates the logical operation (AND/OR) to be used with following eventCriteria in the list.


EventCriteria should be added to an <accessControlPolicy> as an additional type of accessControlContexts.

EventCriteria could be a complex array or a resource like the <dependency> resource presented in the <actionTriggering> resource.

A complex array is more difficult to process, but has the benefit of being able to be created as a single primitive. Representing the eventCriteria as a resource has the benefit of being reusable for more than 1 accessControlPolicy and being easier to manipulate.

Table 6.3.4.1-2: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that the request is received at the Hosting CSE.

	accessControlLocationRegion
	Represents a location region constraint which is compared against the location of the Originator of the request.

	accessControlIpIPAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request.

	accessControlEventCriteria
	A list of resource identifiers of <eventCriteria> resources that must be dynamically evaluated as TRUE before granting access.


The procedure will state that the accessControlEventCriteria MUST be satisfied, in addition to any other accessControlContexts. If any resource specified by the accessControlEventCriteria is not available or not reachable then access is not allowed.

Discussion: is there a preference for the way EventCriteria is represented?  Resource vs Complex Attribute

-----------------------End of change 5---------------------------------------------

-----------------------Start of change 6---------------------------------------------
6.3.5
Solution #1.5: ACPs with limited usage configurations
6.3.5.1
Introduction
As described in clause 6.2.5.1, <accessControlPolicies> generally grant “unlimited” usage, meaning that if the policy grants a permission to perform an operation, that operation can be performed as often as desired by the originator that has the permission.

This solution adds the ability constrain the “unlimited” usage by adding dynamic attributes that the Hosting CSE need to decrement when the evaluated <accessControlPolicy> allows access to some resources.

Table 6.3.5.1-1: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlTimeWindow
	Represents a time window constraint which is compared against the time that the request is received at the Hosting CSE.

	accessControlLocationRegion
	Represents a location region constraint which is compared against the location of the Originator of the request.

	accessControlIpIPAddress
	Represents an IP address constraint or IP address block constraint which is compared against the IP address of the Originator of the request.

	accessControlLimit
	Represents the number of times that the policy defined in this accessControlRule can allow authorization to the requested resource. This attribute maintains of the number of authorizations granted based on this policy. The value is decremented each time the evaluation grants access to the requested resource.


-----------------------End of change 6---------------------------------------------

-----------------------Start of change 7---------------------------------------------
7.2.1.2
Potential security requirements
Based on privacy policies, the oneM2M System should be able to preclude the exposure of Personally Identifiable Information (PII) (e.g. via anonymization or pseudonymization schemes).

The oneM2M System should be able to enforce privacy policy rules at the data host, which are dependent on the data originator, data owner, and the data host.
The oneM2M System should be able to provision privacy policy rules to the data host, which are dependent on the data originator, data owner, and the data host.
The oneM2M System should be able to provide privacy management means to the data owner.

The oneM2M System should be able to indicate when data has been anonymized.

-----------------------End of change 7---------------------------------------------

-----------------------Start of change 8---------------------------------------------
9.3.6
Check role
The following primitive specifies:

· Obtain roles information from the Originator’s access request.
· Check if at least one role in the roles is in the set specified in <Operand2> element.

<Primitive FunctionId=”at-least-one-member-of”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="Role IDs" DataType="m2m:roleID"/>

</Operand1>

<Operand2>

<AttributeValue DataType="m2m:roleID">Role1</AttributeValue>

<AttributeValue DataType="m2m:roleID">Role2</AttributeValue>

<AttributeValue DataType="m2m:roleID">Role3</AttributeValue>

</Operand2>

</Primitive>

-----------------------End of change 8---------------------------------------------

-----------------------Start of change 9---------------------------------------------
9.4.9
Policy4
<policy4>

· It is a <abacPolicy> resource.

· It specifies that AE16, AE26 are in black list. Any request from them is denied.

<!—policy4-->

<Policy PolicyId =”policy4” RuleCombiningAlgId="deny-overrides">

<Description/>

<PolicyIssuer/>

<ApplicableSubjects/>

<ApplicableResources/>

<Rule RuleId=”rule41” Effect="Deny">

<Condition/>
<Constraint>

<AnyOf>

<AllOf>

<Primitive FunctionId=”is-in”>

<Operand1>

<AttributeDesignator Category="m2m:request" AttributeId="from" DataType="m2m:ID"/>

</Operand1>

<Operand2>

<AttributeValue DataType=”m2m:ID”>AE16</AttributeValue>

<AttributeValue DataType=”m2m:ID”>AE26</AttributeValue>

</Operand2>

</Primitive>

<AllOf>

<AnyOf>

</Constraint>

</Rule>

</Policy>

-----------------------End of change 9---------------------------------------------
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